HIZ &R SRE 2T AISKH JaAR SHAHEY JIY 857

HZ AR HAE AT ASA BARS FHE=EE 71

2 A
2

AR HAA WSE BHE) A RS A7ES F2 EAA AUE o848 Fh a8 olE @

f.ol

o oA

of

£& F2 A8A BEAY

AT BAe) WMol AR HALAN B AR ¢ Grh € =RAAE 48RS AAYANE BdYSE A2 FH2HY
WA AEh FeizEe B4 BAAA Q9 A5G WP 9GS Q0T F 9] AR FAH EIHY ARG 2 BEL A
A% % ook WL TF A4 EAAY BAZ BT HAb dold ANS MEso 4 EAAR XFY KA o8 ANSY w2
HEE Uehd F gk olsh ti¥ol, ALY e FF A4S Fod TRAUE fAshe PHe A9ec Ba4 448 T2AYe o

goto] 2e)el EAMMAA WA BAT B2 BAY & gk

Clustering Normal User Behavior for Anomaly Intrusion Detection

Sang Hyun Oh'- Won Suk Lee'"

ABSTRACT

For detecting an intrusion based on the anomaly of a user’s activities, previous works are concentrated on statistical techniques in order to

analyze an audit data set. However, since they mainly analyze the average behavior of a user’s activities, some anomalies can be detected

naccurately. In this paper, a new clustering algorithm for modeling the normal pattern of a user’s activities is proposed. Since clusteting can

identify an arbitrary number of dense ranges in an analysis domain, it can eliminate the inaccuracy caused by statistical analysis. Also, clustering
can be used to model common knowledge occurring frequently in a set of transactions. Consequently, the common activities of a user can be

found more accurately. The common knowledge is represented by the occurrence frequency of similar data objects by the unit of a transaction

as well as the common repetitive ratio of similar data objects in each transaction. Furthermore, the proposed method also addresses how to
maintain identified common knowledge as a concise profile. As a result, the profile can be used to detect any anomalous behavior in an online

transaction.

7|/E : 2l BX|(Intrusion Detection), HIHA #W EXI(Anomaly Detection), HIO|E{OIOIE (Data Mining), #2IAE| & (Clustering),

ArgX Z2mel8i(User Profiling)
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l1+p

rep(A,B) = ]

(49 3ld dair, &g AAe gRAZE F FE2H
Z stuet AdAro] 99, P kA SA of
zasgdolat & o dist(P,ol)E dlolE AA o [#
3lel e Prare dds sy C'ohe 957
g Yehie ggn 2ol Altdch

ok it

o to

| vi(o! ) — min(C) | if vi(o! )< min(C)

- kK oiy
dist(P%, 010 =1 | 4 (0! ) — max (C) | if vy(o! )< max(C)

webd, BN Tl 38 AHse Agolzt st [EY
2 Bl x3tg AAEY AFet 39, za2hyd P o
A ERNA Tio ¥ Age ot o] Asdd

1B _
| Elk | 2] dist(P*,0!) where ol EF
i i=

ex_d(P*,T;,)=

7t EdAAe B Aglo] 7|uhsta extdist = X |1}

ex_d(P*,T;)/| TD*|s} Zo] Addrh wekA, (28 DY
diol A ERAA Tle] g JRAR = ex dist(P, T) = Iv
(0°) max(Cy)| = 39} o] Astgt. vpR7 A ex_dist(P,
To), ex_dist(P, Ts) 2 ex_dist(P, Ty & Zzt 2,1 4 3¢
Zo] Axddrh webd HE YRAT extdist BFHA
extdist_devE 22 225 2 08299} Zo] AAtdrt

42 dlo|g]| xto|

NZ 38 EXAANA BALRNE EAs7] 98
ME o] ERAAE ojn] A Z2uyd vluste]
olE] Aol7} Al ojof Ftt, oleqt vlae WE 9 R
HANPYE @t HE vA4$ 9 (internal abnorma-
lity)yr Zaade] R a9 f2 £3E EXHGMA
A ge2ed T s dolE AAMEHY AolE LEN

1 9B vl A9 (external abnormality)s Z23tde] 9
B ooy NE2E EAALAAA FE AMNETHY Aol
vebdtl, 2+ 2el= Ael Zol(distance difference)et H&
apo|(ratio difference) 2 ®FHrth. MS = {ID, IR, ED, ER}
2 uAAYAE T #Has Hgfole & 9 ID, IR,
ED ¥ ERE ZtZ W1 A Ao], ¥ u|§ Ao|, %
Az zo] F R Hl& 2ol & vepdtt

228 C' ERQHA T7h FIAL o, S= =dHA
T FoA 2828 Col £ dolg AA A¢e Je
Wi avg(CHE Soll Egse] g dlole AREY 7
#g depdrh oA, WE A Aol(internal distance
difference)= Z#2H C'9) A4z center(Cel avg(Ch)
o] A2 AHojdrh oju, yF A zole #4 FH2HY
237 g2 gFe centerCY] E HEHAE AT
3t sojob ol mpAstAR ¥ HE Aol(internal ratio
difference) = ratio(C*)ol ¥ FEFHA rdev(CH 5N
At Hojof s

{ center(C*) —avg,(C*)

y - cdev(C*)

if codev(C*) =0

| ratio(C*) —r.(C*)

7 - rdev(C*)
if rodev(C*)#0

dist _ diff ,(C*, T, ) =

ratio_ diff ;,(C*, T, )=

gty Z2 28 Choll el cdev(CY) EE rdev(Ch7t 0
of 7t #hol® uis Aozt wi¢ AXA doh. whebA
N2 319 EAH digh AA dojg zpole o 9
280 oA 433 B JFE ¢A ") ol HYs
71 $43A, slhbe] S8 aFd dg WE Aolrt A gE
da EE U Afoly Hujghe] Aok gt At
849 & WF Aol dig AHE 2HEY F UE AHE
2L A9 difagoltt. 7F ZopA W oy ztele) F#H7}



F71el7] W] Bk AA@ AolAlte] shssich #H,
Zt ZY2HY AR/ M2 gar) gigd FY2H
W 2ol AMA] 7 Fel2EHY AR EE UR Aold A
Sdllok . =F 7+ 5N s Fe2HA
olgeln2 AHA Zz®ld i dolH Aele 2z &7
2t dHeolEAtelEe Foz Audch F 22
B A7t md o BE Ze2HE g WiE A A
ol¢t Wi Hl & Zole GF 3} Zo] At

total _dist ;,(P*, T,)= Zl dist _ diff ,(C*, T,) - support(C¥)
total _ratio ,(P*, T,) = Zl ratio _diff ,(CF, T ) - support(C¥)

ojd, z+ 4o Wi W A AolEg o] &3 EH
YA Tl hE AA RF-A Aole ZE EJE UF
Ag zold] Hoer 78 & AUtk ol fAlEHA, EW
A4 Tl i AAl Wi v Zol= BE SHE W
FoHlg Aold] Hier 7 £ AUt 5AY At A
A nolx z EAEC tig TRy Adte] P = (P, P,
- Pt @ oo, A R A Aeleh HA W vl& X
ol T3t o] Atdrt

overall p(P,T,)= otal _diff (P*,T,)

Dl»—- :!lr—t

overall g(P, T,) = otal_ratioex(Pk,Tv)

zaidd P'o M2e EANM T, 92 uHAag
Bt R ARG AE AN FAS dist_diffu P TV
o ratio_diffe P', T)E 2t2t 9% Az zbo](external dis-
tance difference} ¥ 9% H|& Zo](external ratio diffe-
rence)?t 3t T.lA g AAe 52 BN & o 9
B AP EE S go] Aatgnh

| extdist* —ex_d(P*,T,)
7+ extdist_dev®

dist _diff .. (P*, T, )=

if extdist_dev* #0
| extratio® — |EX| /| T, |

tio_ diff o (P*, T, )=
ratio _diff e( ) y« extdist _dev®

if extratio_dev® %0

g gelof st shHAE ¥ atolst AA ke WA
REE 57 AN 9% Aol Huigho] WFshok Bk,
o, 4 A7k A nd W AA A% A Aol
AA A% vl Aol thed Lol AN,

overall gp( P, T, ) = dist _diff (P*, T,)

=|p—a 5|>—A

overall go(P, T, ) = ratio _ diff .. (P*, T,)

HIZ &SP BXE QIS AASK Zaae 22AHE 71Y 8683

ALERES] 28l ERGHA vgAyde AxE 2
a7 A8 2 =EeAE 4 #Hgasvit M2 ge
A e 7 ol #dg FA Agxte 3
Aol Zlwtet T2AdE o] &3] MY € F gldh F A
&9 P dshA TS Hd(green 2 red) e 248
o AMgAL] AYE BFUCE green HEE ALEAE #9
7t A4 UL YehlY red R ALg21e] 97} H]H
AHdE debd e MS 2 289 EdNA T.o O
A, Z gl Mele HE AN E P(TD)S} od
W& EFHA sd, 2 heH Zo] vehd £ o 7]
A ée AYYYY HYE zHse= delvgelt). old,
false alarm ratew AA A3 EAQHA g g
red d¥d s EWAA A5 HEE YUz
detection rate™ HA ¥]B4YH EUAL 5o s
red #9489 XFHE EAYHANFY v &S Uehdo

1 I TD|
w”(TD)=W . z_,‘l overall (P, T;)
sd =‘/—1 : '%’ overall (P, T;)?— 0,(TD)?
“ | TD { =

e green:if 0 <overdl,(P,T,) < @,(TD) + sd, - £
cred. if @.,TD) + sd, - & < overall .,(P, T,).

5 4H o

B BRdAE 4FdA AN $248 olgste] okd
’éﬁiﬁ T8 RALAY BHEE FIAIES sk
o] AY dojel= UNIX 7149 Solaris 26& AH&3lE
Mgl dEM T 2§99 dolelg FAste ALgR)
A489 HEs A4 ol YN UNIXA 2™ 7
ol Al Solaris 2694 BSM(Basic Security Module)[17]&
g83to] 21 Holetg F8AT. BSME C2 49 B
SH(security)& ATt E2ZH, 228709 #Ad NS (signal)
g Q123tn AAL s 7S olE§ Ad AT
FollA 52749 ATES HEE AT 5Hoz 553
tf, B =FoA AlgAte] Zael(log-in)oB2RE 21
ol (Log-out)7HA 9] e AP A4AE Edgye
2 F }°4 AF gt

2o

(E 1) HE0M ALZE olole T

) . | =aad Aolel dge
dele] A | mdaA4 £ ;;](lenag IE'.Lli(bjtz)—J
DATAL 40 300 Z&M
DATA? 20 80 26M
DATA3 4 400 39M
ATTACKI 1 352 4K
ATTACK?2 1 520 BK
ATTACK3 1 219 32K
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AFo]M ALLE HelHEL <X 1>3 2tk DATAl ¥
DATA3S A= g2 Z2ade] sy 44" 22 o
o]Heli DATA2E Al2% &l 2&jA A48 =2
dolEltt. ATTACKI2 BlH ¢ B|Z=Z % (buffer overflow)
of ol Mg delHi ATTACK2: #HAH= FE
(password guessing)ol 2]3jA AMAE do]go]|r}, A
ATTACK3d = v gzl HA 549 A 2 gd AL
#e AP B9Eo] E3E ] Aok

EdAA Ggle] 2de] FAE HIFr] A B
e Asts dudEFE NIDESS v|astglch A|gt
g gaFoA, FH2HH AFE HAAA RS} Zd
2HY ¥e 9T v wd Hi AXNES A A
A 2o} Bad gEA e FEaE2 Addn. &5
g R EA AAEHE FF A4 F 4R FELR A
gE F ook @9, Se2Hy "Wyt ZA 4F¥EE 2
717 & Wi Wt SeiEE AEEY] dggd S
B 99s A 4438 drd ZxHe AJH7 B
o} g8 A dch

200 .
clustering

range

-
(5]
o

——1
—-—2
——4
——38
—*—16

# of clusters
=
g

jaul
o
T

10 20 30 40 50 60 70 80 90
minimum support(%)

(38 2) DATAIZRE] WHE S2Ee i

(29 2)& At gungFE ol&sty H4 ARE7} 10
~0%olz F2HY Y7t 1~16¥ © DATAlIC 2R
H AAdE Ze2E9] JMeE YeRdh o] Ao Hi
A2 =e} FH e HAZF Sl o} S8 7
F7t FobA g & 4 Utk (2F el AlgtE e
9] 4%5< NIDES® H| w3t Atd dagFelAs=
vl 7h2 wAdAg = WE A ZeldD : internal dis-
tance difference), W& Hl-& Zo|(IR : internal ratio differ-
ence), 215 Ag] #°](ED : external distance difference) %
2% d]& zo|(ER : external ratio difference)S AHE3}3t)
o] Ao HA A=t Sej2Ed WA= T4 60% 2
22 HAAHAT AWE 24 yE 322 HAFHATL o 4
#oll 4 DATALS] vl 7HA] v A4S s e dely 3
Rt ZA velgoh o)A AgelA Zasda AMgE
dlole] Fel DATAL®]7] wWj&e|th EF Ate L
=< th2 dojg e disiA NIDESelA Hrh o &

v A4 =7t Jebstth. DATALZ DATA37F =22
o o3 =1 dle[HEAR AR v HyAE FHH7]
gl BAdg A=t 2A dEiutth #d, A" e4E
4% diojelgel dfA JF H& |7t 2A vebdth
ol FF 2 dlolHEL DATAlNA 4| F2=H
Sl ZFHE FASo] ¢ FHopA|7] ol

10

abnormality

DATA1 DATA2 DATA3 ATTACK1  ATTACKZ ATTACK3

I miD mIR BED HMER ONIDES |

(38 3) Hghe el Ms

<#E 2> DATALY RAZEAE s T& dHo]
H FEsd A a3 bAZENEE dEpdt <&
>4 WE A zolgt iR BlE Aold iy FdiF
H AN EE A5 A Aol oF v & zpeld] i
FoH v FAAz vEA 2 ge en oA

F HAAYNEE Ads] A @A F2EHA 2
o= FAET neHr] "ol F, HAZHI 3
e e ZelzgHed EFEHA @7] wFel 7 de]
B Aol i@ ofF vAFANEE WP AR
72A @t

(B 2) AUHH BIRYEe =

dloje g D IR ED ER NIDES
DATAL1 1 1 1 1 1
DATAZ2 2.06 11.26 53.41 37.61 1.86
DATA3 1.21 225 | 100.70 323 1.29
ATTACKI 3.17 1.31 056 3791 1.73
ATTACK2 3.18 1.39 0.56 37.91 1.70
ATTACK3 2.9 1.30 2.26 3791 1.25

(I8 4elA= 19983 DARPACA 3¢ BSMZ1 d
ole] [18]% eo]&3le] Agtd WS ETAAA v A3
#4 7|l NIDESe} Hlag Azo|dh, #=3E 21 do
Bloli= 22 Jefv(programmer), H]A](secretary), "j4#(ma-
nager), A% ¥ A (System Administrator) % I Z(At-
tack) HlelEl7} EgE o] Qlvl TRagv = viHFAE 4
oA Clol REE A o8 HAdsls 2y 2 v
d dE, FH= 9HASTE FHsAh HA =AY 271/
A% 2 latex 3t A} T APL FAEAR vl A



€ WY g4r1/445 S FAdstdd. @, A2d #Ee
Alzg #eElo] da3 WHE FIPsdn FHL vy
o ZE2 g u[AHYAHI YA o] HPeM Zaa
ezt ARG FRAE AT dd AHEAR AAsA
felAst 34 Wyoz SH2HP LS A% H2AAE
s 2228y U= 747 5% 212 dAsHn FA4Y
A WHHE Ases Fuvy £ 22 AR (2¥
@)= Aty W NIDESH false alarm rate(FAR)Z
Hlwstglch At Bhdel s RE #3840 g FAR
o] 10%Xt} A JelgkA gk NIDESOME 10%B Y %3
=A eyt (28 9b)E Zzadvst A4 ALAe
I AL u & AMEAE & g ER &(De-
tection rate)& et o] oA Agtd wie 37
ol disiA A 100%2 EA&E BIAR NIDESIM &=
80% FEe FA &S Herh

50%
40%
o
2 30% |
E
&
o 20% [
2
=
W B
ol N NN
D IR ED ER NIDES
(a) False alarm rates
100%
80% |
o
S 60% |
5
8 0%
@
o
20%
0%
D IR ED ER NIDES
[Isecretary Omanager Madministrator Ialtack-l
(b) Detection rates
(32! 4) DARPA 2IH|0|Et HIN F AKX E = 5%,
SAEZ ¥ =1, ¢ =2)
6. 3 &

2 =wdME ZA diolHA FF A4S e A=
< Y2y dnEFo] AGEHAG. Add M E
Zt SR wets Fe2EYo] s Y Fe2H
o A g FAH AEE Zegdr 2y 3
At ol & A B =FeAE F 7HA FFH HBYY

HIZ LR SRS 21T ALSA 2| SHLEHE 718 865

A%, F llF zols} 27 Fo|F Adsd. FHLHY
o 29lsjA z} EAe Yl JY(frequent range) T FHA
4 9(infrequent rage)2 2 U © F Fqo i FA33y9
Ae] zelet HlE zlo]l2 ERHET HAFYHom AL
PAE I o 4% 5 glo ¥bE, NIDES

el A et ol ALERE 9] thdd AL she
BEoZ A7 ol A4 ALgAte}l vjAgd ALEA7
o] ztolE 37| o Foh o]¢t rEe] §& FHge uf}
Al dleole #49 HUEE At HT3 f47)F R
2 25 dlo|g Aolo] HE =

fr Lo e
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