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Reliable Cascaded Delegation Scheme for Mobile Agent Environments
Hyun-suk Lee'- Young Ik Eom'

ABSTRACT

In mobile agent environments, migration of an agent occurs continuously due to the mobility of agents, So cascaded delegation can occur
among places for delegating the privilege to execute the agent. Because the existing delegation scheme considers only the delegation between
two places that participate in migration of an agent, it does not support secure cascaded delegation. In this paper, we propose a cascaded
delegation scheme that provides agents with secure cascaded delegation in mobile agent environments. Depending on the trust-relationship
among places, the proposed scheme achieves the goal by nesting each delegation token or by nesting only initial token signed by creator of
the agent within the signed part of the next immediate delegation token. And we prove that the proposed scheme is secure against the attack
of replaying a message and the attack of substituting a delegation token.

F|HE : i HFH(Distributed Computing), 2HIQl HOIME AlAH (Mobile Agent System), EHSecurity), H&?|(Cascaded
Delegation)
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Algorithm 1 (Initiation Algorithm)
dispatch and execute MA with DTp on I ;
// DTpg is the token of MA's creator
when (I; migrates MA to ) {
if (Jz is in TPL)
send DR(I,, PH, TS, Ni) message to Iy,
else
send DR(I,, PD, TS, Niz) message to Iz ;
}
when (migrate(l2) is executed in MA) {
if (I; is in TPL)
send DR(I:, AH, TS, Ni1) message to Iz ;
else
send DR(,, AD, TS, Ni) message to Iz ,
}
wait for DAL, Sig{Np), TS, Niz) message from I during TS
in DR ;
if (DA message arrives from I during 7S) {
auth_result < verify (Sigi{Nu)); // SigiNn) is in DA
if (auth_result is FALSE) {
discard MA ;
return FALSE ; // terminate cascaded delegation
}
if MT == PHor PD){ // MT is in DR
DTy « createDT, I, Privil), Sig 1{Np), tn, DTp) ;
send MA with DTy to Iz ;
}
else {
DTy « createDTXI, I, Privi(l), Sig 1{Np), tn, DTn) ;
send MA with DT';; to I ;
}
return TRUE ;
}
return FALSE ;
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Algorithm 2 (Mediation Algorithm)
/* I receives DR(Ii,, MT, TS, Ni-1) message from [y */
/* Segment A : Contacting with fi-; */
send DA, Sigr (Ni-p), TS, Np) message to fi1;
when (MA with DTy arrives from fi1 during 7S in DA) {
auth_result < verify Sigi-«(Ng); // Sigi-i(Np) is in DTy
if (auth_result is FALSE) {
discard MA ;
~ return FALSE ; // terminate cascaded delegation
}
} /*End of segment A*/
if (MT == PH or AH) { // MT is in DR
resume execution of MA with the privilege in DTy ;
else { // MT == PD or AD
new privilege < I's own privilege for the privilege in DTy ;
// the for operator is defined in Lampson’s Theory
resume execution of MA with the new privilege ;
}
/% Segment B : Contacting with L ¥/
when (J; migrates MA to place L) {
if (fin is in TPL)
send DR(l, PH, TS, N'r) message to I ;
else
send DR(L;, PD, TS, N'r) message to i ;
}
when (migrate(;,1) is executed in MA) {
if (fin is in TPL)
send DR(I;, AH, TS, N'1) message to I ;
else
send DR(I;, AD, TS, N’5) message to i1 ;
}
wait for DAL, Sigrii(N'r), TS, Niiv) message from [ during
TS in DR ;
if (DA message arrives from I during 7S) {
auth_result — verify (Sigri(N'r); // Sigr(N'r) is in DA
if (auth_result is FALSE) {
discard MA ;
return FALSE ; // terminate cascaded delegation
}
if MT == PHor PD){ // MT is in DR




DTy < createDTU,, L, Prividlisy), Sig d{Ni1), ti, DTi1) 5
send MA with DTy to L ;
}
else { / MT == AH or AD
DT’y < createDT(I, L, Prividlip), Sig (Nis), ts, DTo) ;
send MA with DT’ to Ly ;
} /#*End of segment B*/
return TRUE ;
}
return FALSE ;
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Algorithm 3 (Service Request Algorithm)
/* contacting with S */
when request (S, service) is executed in MA {
send SRCI, TS, N'i) message to S ;
wait for SRR (S, Sigi{N'm), TS, Ns) message from S during
7S in SRC,
if (SRR message arrives from I during TS in SRC) {
auth_result < verify (Sigs(N'm)); // Sigs{N'r) is in SRR
if (auth_result is FALSE) {(
discard MA ;
return FALSE ;
}
}
send SR (In, Sigi(Ns), DTy, TS, service) message to S ;
wait for SA (S, service, result) message from S during 7S
in SR ;
}
return TRUE ;
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Algorithm 4 (Service Response Algorithm)
/% S receives SRC,, TS, N ') message from I, */
send SRR (S, Sig«{N 'm), TS, N;) message to I, ;
when (SR message arrives from I, during 7S in SRR) {
auth_result verify (Sigi(N's)) ; // Sigi(N’s) is in SR
if (auth_result is FALSE) {
discard MA ;
return FALSE ;
}
else {
if (DT exists) { // DTy exists in DTy, within SR message
execute the service requested from I, ;
send SA (S, service, result) message to I ;
}
else
return FALSE ;
)
}
return TRUE ;
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L -1 DTy = <h, I, Privy(l), Sign(Ng), tu, DT> n
I -5 DTy = <I, I, PriviI), SigiNg), ti, DTu>r

I - K DTy = <I;, Iy, Privy(Ly), Sigi(Nu), ty, DTs> g
I — I, DTy = <k, I, Privadln), SigidNm), tu, DTy>n
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