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Attack Modeling for an Internet Security Simulation

Jung-kuk Seo'- Kyung-hee Choi't- Gi-hyun Jung''*
Seung-kyu Park' - Jae-hong Sim''"

ABSTRACT

As the use of the Internet has explosively increased, it is likely for the Internet to be exposed to various attacks. Modeling the Internet attacks
is essential to simulate the attacks. However, the existing studies on attack modeling have mainly focused on classifying and categorizing the
attacks and consequently they are not suitable to representing attack scenarios in the Internet security simulation. In this paper, we introduce
the existing methods of attack modeling, and propose an adapted attack modeling to properly express the properties for the Internet security
simulator, The adapted attack modeling suggests a solution to the problems of the existing attack tree modelings, such as difficulty of composing
complex scenarios, ambiguity of attack sequence, lack of system state information. And it can represent simultaneous, precise time-dependent
attack, and attack period, which are nearly impossible to be represented in many other existing methods.

I|NE : HHH(Information Warfare), QIE{H B2 (internet Attack), PIE|H 20t AlR(0}# (Internet Security Simulation), 24 2%
g (Attack Modeling)
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User level:root

User level:root

Machine:A Machine:A
Capabilities: Capabilities:

Sniffer with access Obtained password
to Ethernet For normal user on X

Install Sniffer

Sniff password
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User level : root
Machine : A
Capabitities :
Sniffer with access
To Ethernet

, Userlevel : root  »
! Machine : A '
v Capabilities : i
+, Possess Sniffer J

~

~~~~~

Install Sniffer
START STATE

START STATE ~ _.~=""7 """~y ~ anon ftp on B
/” \\ A can access B
/  Userlevel : normal
\ Machine : A

Sniff password

User level : anon

Machine : B
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Obtain Password of

Host C (B)
AND
Execute Arbitrary Sniffing
C(‘g’)" Password (B)
O\
Buffer Overfiow " N
CGI Attack(A — B) (A — B) Instaliing Sniffer(B)
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GOAL STATE

Password

User level : root plaintext

Machine : A
Capabilities ;
Obtained password
For normal user on B

User level : normat
Machine : B

Run a password

Password guessing program

encrypted

User level : root
Machine : A
Capabilities :
Obtained encrypted
Password for B

e

configured
correctly
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| Target host{0,0}

1 1.t:Anonymous '
) FTP Attack[0.0] 1

1.2:Sniffing ,
Attack[0,0] H

1.1.1:FTP Login 1.1.2:Get encrypted 1.1.3:Password 1.2.1:Instaliing 1.2.2:Sniffing { 1.2.3:Crackin I
with Anonymous Password Guess Attack Sniffer [0,0] Password[0,0] : Pvaésv'uor d[o 09] |
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f ----- 1;C—2-on-1promlse
! Account on C[0,0]

1.3:0btain
Password of

: | C[0.,01(B)

H 1.2:8niffing i
| Attack[0,0] B

1.2.1:Installing
Sniffer{0,0]
(IB->1B)

1.2,2:Sniffing
Password[0,0]
({B->]B)

H T 2 Buffer
P (E‘(% ’ANack | i Overfiow
[ e : oo Attacki0 0]
. 1.1.1.2:Execute 1.1.2.1:Buffer
1"["’)'(1)]'&/\3_')?,;‘)“"" Arbitrary Code Overflow(0,0]
' [0.0)((A->]B) ((A->]B)

1.1.2.2:Execute
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ZXOR E4e &=
TEAMAND FAtkE

Arbitrary Code
[0,0)([A->1B)

A ORFALE

(28 6) (2 3)2 34 Alvz2 2yal

32 & 7|l Aoi(Node Description Language)
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Node Name : node_name [ /s
Property[item_list] /B8 24
Precondition[item_list] / wEe 28 =7
Action[item_list] /) mEe] 48
Postconditionlitem_list] /) wEY] g8 A

]

node_name /eEg olE

item_list /) wEe £4 gaE

(387 =9 71& 74

Node Name : Wu-Ftpd Remote Format String Stack Overwrite
Vulnerability
[
Property [
Step = Undecided
CVE ID = CVE-2000-0573
Bugtrag ID = 1387
Class = Input Validation Error
Related Software = Wu-ftpd 2.42 - 260
Reference = http://online.securityfocus.com/bin/1387/
Start Time = Undecided
Operation Time = Undecided
]

Precondition [
User Privilege = Normal or Root
Network = Online

1

Action[
Step 1. Connect target machine
2. Generate Invalid Input and Arbitrary Code
3. Send Invalid Input with Arbitrary Code
]

Postcondition[
Step 1. Check Attack Result
2. Return Result

(28 8) Wu-fipd 29 2X1Y ZH Lco| J|s

Wu-FTP Z2a9e A" tistoA 7dd g7 g
Y B ool o] ZaaYe
ol X ZRE FHo] Fapdo] JE #e o mus
stz X9 FA49 FF(format string attack)ol] 2 o
& 7Hn o] A& (29 83 o] YA MG wr
71E A1E o8 FHF F AUtk 2N £4oz 3
°k4 olelt)9} Bugtraq IDE zHz} CVE-2000-0573, 1387
oli, FAY FFE ARH 9= ol H(input validation
error)o|th. #A AXEQ e Wu-fip 242 WA 260
olty. vt BAME, A&7 FrIe 2A Alukale

— (e}
ol ol e
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Node Name * Undecided
[
Property [
Step = Undecided
Substeps = undecided
Order = Sequential
Operation = AND
CVE ID = None
Bugtraq ID = None
Class = None
Related Software = None
Reference = None
Start Time = Undecided
Running Time = Undecided
]

Precondition [
None

]

Action[
Run substeps sequentially
]

Postcondition[
Step 1. Check Attack Result
2. Return Result
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dYET. FrAdME A REe 4ng Fgety, &
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DI SOt A[EHI0IME RiTt 527 2HE 189
Aol Agd datel wel 34 w5 Aale 3 Ass
AARshe FEolth o AZA 24 w29l #3 OR, ¥
Al AND, ¥4 OR #4 =& 5% $ldx d3d &
AND #4 =E9 719 $d% 725 A8, Ay £A
o A8 Aol wME i REwe] 74 24 xEo B4
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Node Name : Nmap
[
Property {
Step = Undecided
Substeps = undecided
Order = Sequential
Operation = AND
CVE ID = None
Bugtraq ID = None
Class = Scanning
Related Software = None
Reference = None
Start Time = Undecided
Running Time = Undecided
]

Precondition [
User Privilege = Root
Network = Online
Nmap = Installed

]

Action[
Step 1. Host Scanning Node
2. Port Scanning Node
3. OS Fingerprint Scanning Node

]

Postcondition[
Step 1. Check Attack Result
2. Return Result
]
]

(38 10) 7|18 =88 MAI2SE Nmap 22 L==9| J|&

Nmap# Z& 271'd FZ(scanning attack) TZ 1YL
s BA 2Ad FELe FAEY 2il¢ HE onE
#d T AE 25 (host scanning), BAE7} AE
8t MHl2 XEE MAWEE YE A7)d(port scanning),
T2EV $93tE £TEJoY 944 B HAne o
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g = BAZUY 27)9(fingerprinting scanning) 59
A 7HA BAoR FEEY JEd A7lY FF EFELS
5 A9 2y Z1eHe AEPou, Nmape 7B
Hog A 7HA 279 758 BF AFsE 274 7o)
oL ogheF J1Ee] ofu] 32E XE ALY Ay
FE A M 2d 227 FEHO YU, o] wTEL
A&t Nmapst 28 M 2¢ 34 w28 Fd#s= Ao
el Atk oly F 71E w2 AL BHA4E %
st Aol A HAYE ATH 5 ALE v}

Mol AdE 32 2dd /ol Me 24 w28 8
BHOEN =9 AYAtE 9 HFAHL A4 AL 5 9
0. (28 1002 #4 =29 1 HEoA §4 x5S
o]-&3 Nmap' 34 =E& FAHE ZfFoth &4 Hid
o FEE s, A2y BRAA A8 Ad vE
A A4 oF T2y i oRE gstn Ay B
oA 232 S48, TE YA TPy 24 A
st A Fed 4 gk

4. HME Y Yo HS

2 WelMe A 2dY Jlgel Bude dea
d8 B ¥gd $4 Audes Aud ¥4 24y 7]
He vhgoz Agse B o] Aok sE wdy
AelH FHE & UD FAol e ol FHHE
A% 7 A9 AR 8 FaAvIve] FAR o] o
CEC e

(38 M) HEH3a 7o

(28 1DE odE 7199 HEYa FHAERAN 23 A
Hel e g AT vk JENA JEHE HoRo, wepyog
e HEAIZE Basta, Wl go oA 29 €5 A
ARI(IDS)E AdRste], FHo] thn)st Qi o] A=
g MM (WWW)E 98t 9Jov, 322 attacker)9 €
A Alz®l(target), E2E s A €A Ax"e 2
< W Ao kel gl

(39 120 (29 19 JMEYZ FAd gg A% y
Efa 248 RoEth A wage 49 gz
Whe f7& 2% 83t WRE BoleE HRd o
3 80¥ ¥EE A9§ 1-1024 T EO dis) ey do
Y BA A2de Muls AR FH g ©x 53

=Yg g4 U g4 8L /A Aok adn FF
FR7F He B Aage 4yl Mu g gtn Qoe A
of #elatr] whth

T4 AvEeE dgd g o JYd 2REE
AZz 7149 dAF Aol Bbg Em 79 WY Are
gHs7] 8l B A2l ARE dE AL 2x2 8
i Stk ol E Sl AU FAE o4t Bl Alage
2 2adlshs A4S FAHL g FAAE 29 €@
Alzdlo] 24U 348 gxss AL Bass] s v
Bl o R vEYad 48 ¥ Nula AR FADoS)
€ HINA Hak ) AWE FARY o 2HqN 2
S8 He #4 Aulz AR FADDoS)} 2UY AL
FAlol FdEojof AT, AP FHL B Hulxa A
¥ 34 olF ol HE bl Aol Ml w@hA Alx
Aol FEF Fal7k dele Aol Agteta, 24 M)
= A% F40 Brke AA Aol 24g FZo] iy
gojof F7o] HFHom BY £ gk Hold

ol

Www [
0OS = Microsoft Window 2000
HTTP Server = Microsoft IIS 5.0
]
Target [
OS = FreeBSD 4.3
Telnet Server = BSD Telnet Server
Account : {abc : xyz]
]
Host [
0S = Redhat Linux 6.0
Telnet Client = Linux Telnet Client
]
Attacker[
OS = Redhat Linux 7.0
Telnet Client = Linux Telnet Client
Software = Sniffer
]
DS[
Rule 1[Detect DoS Attack]
Rule 2[Detect Sniffing Attack]
1
Firewall {
Rule 1[Egress all Accept]
Rule 2[Ingress port 80 Accept]
Rule 3[Ingress port 1-1024 Deny]
Rule 4[Ingress all Accept]
1
DDoS 1]
OS = Redhat Linux 6.0
Software = DDoS Agent Installed
]
DDoS 2[
OS = Microsoft Window 2000
Software = DDoS Agent Installed
]
DDoS 3[
0OS = Microsoft Window 2000
Software = DDoS Agent Installed

(38 12) HEY3 &3
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