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A Hybrid Model of Network Intrusion Detection System : Applying Packet
| based Machine Learning Algorithm to Misuse IDS for Better Performance

TII-Young Weon'- Doo Heon Song'' - Chang-Hoon Lee'"

ABSTRACT

Misuse IDS is known to have an acceptable accuracy but suffers from high rates of false alarms. We show a behavior based alarm reduction
with a memory-based machine learning technique. Our extended form of IBL (XIBL) examines SNORT alarm signals if that signal is worthy
sending signals to security manager. An experiment shows that there exists an apparent difference between true alarms and false alarms with
respect to XIBL behavior. This gives clear evidence that although an attack in the network consists of a sequence of packets, decisions over
individual packet can be used in conjunction with misuse IDS for better performance.

FI9E : HQUBIKIA]AH (Intrusion Detection System), Al3li7| & (Instance Based Learning), 22 & (False Alarm), #&(Machine
Learning), M3! 8 ML (Packet Header Information)
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Source IP Address Source IP Address
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Source Port Source Port

Destination Port Destination Port
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Chain Option Chain Option
Content Content

TCP Flags TCP Flags

ICMP Codes/types ICMP Codes/types
Payload Size Payload Size
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Abnormal:Normal = 3:2 = alpha-cut
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|f alpha-cut > THRESHOLD then
Attack else Normal
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331 A % 4
Denial of service attack against apache webserver
Back where a client requests a URL containing many
backslashes.

Remote FTP user creates rhost file in world

ftp-write writable anonymous FTP directory and obtains local
login.
Guest Try to guess password via telnet for guest account.
Remote buffer overflow using imap port leads to
Imap
root shell
Land Denial of service where a remote host is sent a
UDP packet with the same source and destination
Loadmodule Non-stealthy loadmodule attack which resets IFS

for a normal user and creates a root shell
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Name Type
Length Real
TimeToLive | Real

{default, mincost, maxrelia, maxthrou, maxdelay,
unknown}

ServiceType

Protocol {icmp, igmp, tcp, egp, udp, ipv6, ospf, elsepro}

SrcAddType | {homenet, plumnet, grapenet, worldnet, exnet}

DstAddType | {homenet, plumnet, grapenet, worldnet, exnet}
Doff Real
WindowSize | Real

{echo, ftpdata, ftp, telnet, smtp, tftp, gopher, http,
rlogin, pop3, ‘wins,etcport}

{echo, ftpdata, ftp, telnet, smtp, tftp, gopher, http,

SrcPortType

DstPortType rlogin, pop3, -wins,etcport}
Fin {on, off}

Syn {on, off}

Rst {on, off}

Psh {on, off}

Ack {on, off}

Urg {on, off}

BoundType | {inbound, outbound}

Class {abnormal, normal}
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2_mon_portsweep 216 0 216 100
3_mon_portsweep 336 0 336 100
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