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An Implementation of Mining Prototype System for
Network Attack Analysis
Eun Hee Kim" - Moon Sun Shin'™ - Keun Ho Ryu"""
ABSTRACT
Network attacks are various types with development of internet and are a new types. The existing intrusion detection systems need a lot
of efforts and costs in order to detect and respond to unknown or modified attacks because of detection based on signatures of known attacks.
In this paper, we present a design and implementation for mining prototype system to predict unknown or modified attacks through network
protocol attributes analysis. In order to analyze attributes of network protocols, we use the association rule and the frequent episode. The col-
lected network protocols are storing schema of TCP, UDP, ICMP and integrated type. We are generating rules that can predict the types of
network attacks. Our mining prototype in the intrusion detection system aspect is useful for response against new attacks as extra tool.
FIE  HENT ZEE®@(Network Protocol), HER B2 (Network Attack), EI0IE| DI0|Y(Data Mining), 233l (Association
Rule), Y&t 0D 4= (Frequent Episode)
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31 AlA"”H 22X (E 1) TCP H|O|E{H|O|A AF|D}

A Alzgle] digk 72 ot (¥ DA BAME 3 £ X EBEES) £ Hlol B ety
# 2o $HY VEYm T2EZLS AXY FAHELE AA Ip_src varchar 2 Tep_sport varchar 2
HENA F3& 4237 YA vlold& 884 "t Ip_dst varchar 2 Tep_dport varchar 2
ZF dAEE 5= JAY gejA tt2Add A zAE 7] Ip_ver varchar 2 Tcp_seq varchar 2
250} Ip_hlen varchar 2 Tep_ack varchar 2

Ip_tos varchar 2 Tep_off varchar 2
Ip_len varchar 2 Tep_urp varchar 2
Ip_id varchar 2 Tep_res varchar 2
Ip_flags varchar 2 Tep_flags varchar 2
Ip_off varchar 2 Tep_win varchar 2
Ip_ttl varchar 2 Tep_csum varchar 2
Ip_proto varchar 2 Ip_csum varchar 2

(E 2) UDP HO|EfHjo]2 A7|at

e &A% ol el et £ 'BEES
dany dlerofo o= Ip_src varchar 2 Ip_off varchar 2

@@

& A
R Ip dst varchar 2 Ip_ttl varchar 2
ﬂ C Ip_ver varchar 2 Ip_proto varchar 2
ST DB Ip_hlen varchar 2 Ip_csum varchar 2
24N :> Rule Ip_tos varchar 2 Udp_sport varchar 2
\_/,J Ip_len varchar 2 Udp_dport varchar 2
Ip_id varchar 2 Udp_len varchar 2
(8 ) HEYZ 24 Mg 28 ojo|d Z2EEIQ| 32X Ip_flags varchar 2 Udp_chk varchar 2
32 ® X2l Z2MAM (E 3 ICMP HiO|E{H[O]A AF|O}
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YENZ BHE YaldEs dA 7158 dee ASCH e Ip_dst varchar 2 Ip_proto varchar 2
2 Wgg dof 3o} HEgd A7l dolHE g8y 29I (I Ip_ver varchar 2 Ip_csum varchar 2
Z1 22 Alzhe 93] AEEY dorn WELT A4 AR Ip_hlen varchar 2 lTemp_type varchar 2
2 2gstzm vt MEYZ T2 e gt A Ay =2 Ip tos varchar 2 Iemp_code varchar 2
A= tepdump el el o8] wrEol AN H7 ) Ip fen varchar 2 Lemp.id varchar 2
& dgoz el A7 A % A7 JuE dLvn. oy id vachar? | lompseq | varchar?
A% 7xA Tho ADem, ADH e dolEuol~ Ip_flags varchar 2 Iemp_csum varchar 2
Ip_off varchar 2
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e o] 1) src_host = 192.108.001.010 ==> service = domain/u,
dst_ host = 192.108.001.020 [511, 83]
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108.001.01°] 3 dst_host(52x] $AE) £AJFke] 192.108.001.
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AlgorithmAxis-basedAssociationRule
Input
Data Set : A set of each protocol, integrated protocol data
Threshold : min_supp, min_conf {minimum support, minimum
confidence)
Axis_attr ¢ A set of added attribute
Method
Relation : each protocol Table
ID : protocol ID
ItemList : selected attribute(s) + [Axis attr]
Call Association( )
Call GenerateAssociationRule (Relation, ID, ItemList, min_supp,
min_conf)
While (item supp >= min_supp) {
Create Cand_set (1 <=i<=n-1)
For each (cand item supp >= min_supp)
Create Large_set (1 <=j<=m-1)
For each (large item supp >= min_supp)
Create Rule_set (1 <=k <=1-1)
}
Create Final_rule set
Return Final_rule set;
Output
Final_rule set : association rule set
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Algorithm Axis-based Frequent Episode
Input
Data Set : A set of each protocol, integrated protocol data
Threshold : min_supp, min_conf
Window slide : time_granularity, window_width
Axis_attr © A set of added attribute
Method
Relation : each protocol Table
ID : ProtocollD
ItemList : selected attribute(s) + [Axis attr]
Call FrequentEpisode( )

Call GenerateFrequentEpisode (Relation, ID, ItemList, min_supp,
min_conf, time_granularity,
window_width)

Create window_set in order to sort protocol data according
to window_slide
While (window_set item supp >= min_supp) {
Create Cand_set (1 <=1<=n-1)
For each (cand item supp >= min_supp)
Create Large_set (1 <=j<=m-1)
For each (large item supp >= min_supp)
Create Rule_set (1 <=k<=1-1)
}
Create Final_rule set
Return Final_rule set ;
Output
Final_rule set : Frequent Episode Rule set
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o o 2) (src_host = 203.255.74.102, dst_host = 210.155.167.10,
src_port = 9156, dst_port =21, service = tep) ==> (src_
host = 203.255.71.102, dst_host = 210.155.167.10, src_port
=0156, dst_port =21, service = tcp) [10, 60, 10}

A FAY onlE 102 5 “(sre_host = 203.255.74.102,
dst_host = 210.155.167.10, src_port = 9156, dst_port = 21, serv-
ice = tcp) ==> (src_host = 203.255.71.102, dst_host = 210.155.
167.10, src_port = 9156, dst_port = 21, service = tep)” ©] &
Hejol Al Heol A 103 ol LABH L, (src_host
=203.255.74.102, dst_host = 210.155.167.10, src_port = 9156,
dst_port = 21, service = tcp) ==> (src_host = 203.255.71.102,
dst_host = 210.155.167.10, src_port = 9156, dst_port = 21, serv-
ice =tep) A&7 HA 60%04 HUEPETHE A& ong
o e AA nfoly Z2EEIYC] HY HHE F3A
A%,

st login: Sun Ang 4 14:43:38 from 200.255.71.100
HeracleBeedar oraclel$ cd phtpre
loraclolicadar pktprel? cd axam
loracloBoedar axanld ./exappl -r topbBd
2

. Nl“ih 1 tep5ee
ran node specified, defaulting to verbose mode

ading network traffic from “"tepSB@” File.
naplen =

==s= [nitializing Snert ==—

——s= Initializatisn Conplate ==—

Martin Roesch (rocachBsourcefire.con. www.snort.ery)
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9% +d @742 0SE Linux713% DBMSZ+ o#8&
8178 AL&stAt AME3 o= Java® AHE-3le] TEHE
o voleiwel 29 A% E 93 JDBC Zeo|H & A%
At 48E Y8 AHEE Al 2~¥E Pentinum PC 1.3GHz
256Mbytec]®, DBMSZA Q& 8 Algstdn, ea&
#e] AFE& A3 JDBCEZeIHE AMEsdth 2 4
ol A" dlojE A& 44 TCPDUMP #H¥2EE %3
THE UEYAZ sj3ldo]E ¢} DARPA 3 7tell AHEE Hlo]
HE 7t Agsar.

42 Mg #ip 2 B4
4.2.1 A A3 ZZAHA
A A ZRAME £89 YEAA F3 dolg 5007

sed 5P pachets.
protocal! fiction Stat:

TCP: 236 €47 .2088%)> NLERTE: @
upF: 118 L2 . > LOGGED: ®
: 2 <, 48 > PASSED: @
11l €2 . Dax >
0 [CRCE
8. B

GI' $troan Reassenbly Stats:
TCP Packetz Uned:
Reconztructnd Packets: @
Streams Reconstructed: B

ort recefved signal 3. exiting
uraclefoedar cxanl$

(08 2) ® M2l Z=HAM 28 2

g 7 ARG (28 Dol A X Z2AA F34
HzA 2 22EEEI TCP 23678, UDP 13071, ICMP 27
2 47 BHHUSES Folgr) zrESEy 27 92
g ARES 72t ZR2EZ #Fste PE M AT
Z2EZ HolBR A

422 VESA ZEEE £4719) dAuAd By
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g}k A3 dlo]E= DARPA HolHE ol &3y, Z2E
F S48 29A, BHA Fi MR, 2992 XE
A RE £4& AEsidnt <E 5> £479 9
Z dojejoltt. 73 MAE g HA AA
=9 Al el ok g2 Zhzt 3003, 60% oo A
Wk A A gA A9 (29 3 g

(E 5 Y 248 218 ME Hl0|E{(tecpdumplist)

No saddr daddr service | sport | dport
1 172.016.114.207 | 152.163.214.011 http 2127 80
2 172016114207 | 152.163.212.172 http 2138 0
3 172.016.114.207 | 152.163.214.011 http 2128 80
4 172.016.114.207 | 152.163.214.011 http 2129 80
5 172.016.114.207 | 152.163.214.011 http 2130 80
9 AgelA BAY ABTFHE FolA oF Eojnwd

<E 6>3 Zr}

<E 6> MY "HAE o8 F3A 192.108.001.010 F4
A& 53 XEE o] &8t tj¥ o] domain/u AH|AE ©]
£33 glow, 207.026.071.143 %%oﬂ M FA http AHA
g o] g3ty &g £



460 FEXMCISR=FX C H11-CH H4z=(2004.8)

| == domain/u 561 o
20702507, 143 == hip nss ®

| domainy  ===>  192.168.001.020 528 67
domainfu == 53 1] a I
192168001000 ==> 53 192153,001.020 511 .18

- T 1168001010 == domain/u 53
| Swan || GetRuleTable | | 207.025071,143 ==> hmp &0
. domainfu == 53 15168001020

12168001010 ==> domain/u 1% 168.001.020 511 S
3

Log -

(153757 Slnedon WHwW, J0UZITOEZEW -

| 15:32.22 Connected 1o Databass =
15:32 49 Staned Ainding association rules ;i
153538 Finished Nnding assaciation rules -
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73] 192.108.001.010 ==> domain/u 192.108.001.020 (511, 83]

HAE || 203.255.74.102 210.155.167.10 9156 21 tep
3 ==>203.255.71.102 210.155.167.10 9156 21 tcp [10, 60, 10]

192.108001.020 FaolA §HA F4 192108001010 =
om | £dke] domain/u MHIAE Fste sEo] A 83% @

20325574102 IPIA A IP 210.155167.10% 9156W ¥
oul | EollM 21 2ERZ HIHM tepAu]2E FHshE AHlo]

A,

102 ool WAate Aol WA 60% ekt

423 VEYZ ZZEF AlFA £4

EZREZ AAL BYdAE EFHA] Fahed diEA A4,
ol" FAioM HELs ol ZZEZE S Hd
Eo] wiwaA WA sE NS gAEr] dad 2
BEAA FAx T9X ¥E, B ¥E NZEF
B3fo] B oIAEE FARI ZREF A4
A8 AZ dol"dzAM AA tepdump TEIHEL o] B3l
shlje] UEYA ZREZS £ AoE <X >3 2t
ot AE dolH Y s TS Heolg 7 BebAr] o
o AdRUE FFste] HYE It TREZ AY2E
AL A 27 QAREA Hd AAE, Hi AF
T, A% 99, 95 £ 77 5%, 60%, 1%, 1022 A

(B ZZ2EE AEA B B4 98 ¥ E HolH

No saddr daddr sport dport proto
1 203.255.71.10 210.155.167.10 9158 21 tep
2 | 2032557111 210.155.167.10 9159 21 tep
3 | 203255.71.12 210.155.167.10 9160 21 tep
4 | 2032557120 | 210.186.167.10 9161 21 tep
5 | 203.255.72.10 210.155.167.10 9162 21 tep

9 AES B S ZREL AL HEe] HHS
B <E M AY veEbgT

<E SAMAY BAE ZEEZ AfA2 fEHAE 203,
25574102 TPl A] 219 FEZ HEL 7MY Bo] A Ed=
Z, TCP% #dd SYN 3358 428 + drh

&

4.2.4 YESH=A T4 dF &

ol 49 DARPA Ho|HE 7IA 1 VEHD Z2EZ
&£A471e] A4 BAY Z2EZ P2 dd BAS £
A UYEHA T4 dF && ikt (19 HE 4%
AYE HolFTh Aol AHEE HolHE 74 AHEE A
FFo] g1, FFe] Atk ot FukEty] diojE el
ol7] W&ol &4 371 13] o]deold A FHolety 7}
Atk A A#4E F3A BXo] 80% o]d°] normal 4
B3, 2 922 F port-scan > guess > rlogin > rsh &2
2 FAo] dFHAU

rsh

3%
rlogin \ guess

39 /‘ 6%
post-scan 3 H guess
8% s M normal
O post-scan
O rlogin
M rsh
normal
80%

(18 5) BXE 32 £Ec
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