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A Design of SERDL(Security Evaluation Rule Description Language) and
Rule Execution Engine for Evaluating Security of IPv6 Network

HyeokChan Kwon' - SangChoon Kim'"

ABSTRACT

Recently, many projects have been actively implementing IPsec on the various Operating Systems for security of IPv6 network. But there
is no existing tool that checks the IPsec-based systems, which provide IPsec services, work properly and provide their network security services
well in the IPvb network. In this paper, we design SERDL(Security Evaluation Rule Description Language) and rule execution tool for evaluating
security of the IPv6 network, and we provide implementation details. The system is divided into following parts : User Interface part, Rule
Execution Module part, DBMS part and agent that gathering information needed for security test.

FI/E : IPv6 HEYI(IPv6 network), 2OHFAET|H0{(Security Evaluation Rule Description Language), #&X2|7/(Rule Execu-
tion Engine), IPsec
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“Option Type” E =2 Option Type | Option Data Len Option Data
atol mat Al (8bits) (8bits) (variable)
M sH|EZ 4Ho| -
RIS B, a9l e
MEZ W3 Hal ¢} —=
[ 2ot [1bit] 5-bit |
] Third-highest-order bit
® - 0: Option Data does not change en-route
« 1 : Option may change en-route
Highest-order two bit

* 00 : Skip over this option & continue processing the header
+ 01 : Discard the packet

+ 10 : Discard the packet & send an ICMP error, don't care dst addr. = multicast addr.

= 11 : Discard the packet & send an ICMP error, only if dst addr. = muilticast addr.
(22 2) IPv6 EHaksl g4

2.2 IPsec(iP Security)[2, 6, 7]
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Original Header Extension Header
(any options) If present TCP{ Data ’ AH X ol
Original IP Header | ExtHdr(hop-by-hop, ' Dest.

any options) Dest., routing, frag.) AH Options TCP | Data AH HE ol¥

Authenticated except for mutable fields

(a) Transport Mode

Original IP Header Extension Header
any options) If present TCP| Data AH & old
New IP Header | Ext. Header . Original IP Header | Extension Header
(any options) If present l AH ] any options) If present TCP | Data
Authenticated except for mutable fields in the new header
(b) Tunnel Mode
(28 3) AH7t HEE 3
Original IP Header Extension Header
[ ?any options) If present TCP | Data EsP Mg old
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Encrypted
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(a) Transport Mode
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RULE NAME -+ : 772 ¢] ©]&& Hogtr}
DESCRIPTION & : 113 it d1S 7]&s
START_EVALUATION & : 719 AJ#g &&=
T

END_EVALUATION & : %7te] & el 77,
IF +&:IF 24 7%

LOOP -+ : ¥H55 Ao 73, WEFg 94 Auns
b HHE 9l time oTHE YR H9 HAG
(o) LOOP time > 50ms : 50ms &¢F HHE-E A3

oI

S FUR AHIEAY Y9 Lﬂ%% DBell 37137
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CAPTURE 7 : A2t 2 d71S 35 Aow

DB 3= sfdo] A4st7] 913 7%, CAPTURE %

ol B2 querydl AolH target system® Fiol B
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At AAets Wylew F2AEHA "t CAPTURE

TE9 queryele 3 318 A7 2A4g Ve
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o ip_packet : IP packet & 44

° ip6 proto protocol : IP 3|t 2] nexthdr #to] proto-
col®l packet W& 3

o ip6 protochain protocol : IP 3l chain S proto-
colll 338 packet S FH

° source_ip source_address : source IP7} source_ad-
dress®} Y8} packet T+ 3

o dest_ip destination_address : destination IP7} des-
tination_address®t Y X 8- packet T 437

o icmp_type type 1 ICMP 7 E}lo] typedt A&}
= oann £

SEND ¢ : filenameell #174% {21 target A%
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(B 1) B3 Bo(2lofel F2 7I9E

79 = & :
RULE_NAME RULE_NAME : strings

DESCRIPTION DESCRIPTION : strings

START_EVALUATION | START_EVALUATION

END_EVALUATION | END_EVALUATION

LOOP conditions

LOOP Statements ...
END LOOP
IF conditions THEN
statements..
IF [ELSE]
statements..
ENDIF
conditions condition {{AND | OR] condition}*
SAVE SAVE (filename, query, DBname)
SAVE (DBrname, query, filename)
CAPTURE (DBname, query)
¢ CAPTURE (filename, query)
SEND SEND (filename, target)
EDIT_PACKET EDIT_PACKET (fromfile, edit_option, tofile)

CHECK_PACKET CHECK _PACKET (filename, check_option)

CHECK_FILE CHECK_FILE(filename)

IPSEC_PROC IPSEC_PROC(fromfile, IPsec_option, tdfile)
BREAK BREAK

PRINT PRINT display statement

DELAY DELAY time

COMMENT /oeor fx e ¥/
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g FEolth e HFle] AYHOR [Psec A
7 HRA=A A AY HE HEE) 3 gAY
AEE FE387] Y& AMEHE Rl
¢ CHECK_FILE % : filenamedl &3t o o)
olEel7} A= o] QeA JRE FAF)
* IPSEC_PROC : IPsec A2l & &}7] $18 FFo|t}. from-
fileel ¢l& #Al thsl IPsec_optione] Hejd oz
IPsecA ]38t tofileR AA37] 43 F&olr},
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¢ PRINT 7% : WA A& GUIR tiA&go] g T§
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444 A% 71% H7t P A #3871 /1P 72 ¥371%% / AR A$7% / 23 249)%
A Aol 7% H7} 1P 3l #871% /1P 4 A%471% / 93 A$7s / A% B47%
AEEA ol 7% Ht ESP &l #371% / S/N 2A7l% / S/N 44 2 w715/ A A47% / 243 BA47)%
vlady 244 7% g7t ESP &lt] #371% / /N 4 2 ¥A7% / SPL ¥47% / 47 A47)% / 275 2475
ESp A4 AF 71% H7t IP & #3875 /P 4 ¥371% / A3 A$0% /7 A3 BY7)1% -
e Ao 7% Hvt IP &t #371% /P F4 W371% / A7 A47%5 / 43 247)%
7184 7% H7t ESP A7l #37% / ¥/83 7|5 / 2% 2405
A Edqg 7144 71% "ot | ESP #A £37% / F/EE V% / A3 BAYs
o 7] nE EE HUl 7T
37 d 3 7 5 3 Bod % i 7%
Anti-Clogging (Denial of Service) B.5 ISAKMP Payload 2% 7]% / ISAKMP Payload A4 7% / #R A%7)% / A7 84
7% Ht 1%
T kS 5 b ARV B e
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4.4 t|0]E HofA

TFEARIA Fe] HE dolguolAE H7HtE DB,
A AR DB, #7143 DBE FAEY. <E A= F
7HiA DB +&5 HoEth H7ht3E DBy Hobd o
o i3 & A8 DBo|t.

(¥ 3 @it DBY EE= 7%

Field Name Type A ]
RULE_ID INTEGER Brhrale] 25 ID
RULE_NAME | CHAR Pt ol
DESCRIPTION | CHAR Bt g A
RULE MEDIUMTEXT | #7257 Aoz Hejg 73
DateTime DATE / TIME |7} % @2 2 A7k

2 atAAe = e dolywela #ElE 98 JDBCE

o] &3 #AY dolEMolA ARG Ay v 2

& 1RAQ 7158 s FYLE URE THE 0
2 5

A Az Theste

mit(d]e]8] AN A7} 7F5st S dlojE 128 278 &),
Open(DBMS®| H<), Close(DBMS H%& #iAl), Select
(989 xzlo] % 74& A4), Update(H &g 2
T+4), Delete(53 A& 2A), Insert( =& 3 &
*7h
B7HrAE dAE] 98 dngEe ey 2ok

begin RSU module {
switch(func) {
case SelectRule :

sRules = RuleDB.select(expr) ;
if (sRules !'= 0) { DisplayRuleTitle() ; }

break ;
case NewRule :

if{CheckRuleSyntax(newRule) == OK) {
RuleDB.insert(newRule) ;
} else { DisplayErrMsg(badRuleSyntax) ; }

break ;
case UpdateRule :

if (CheckRuleSyntex(rule) == OK) {RuleDB.update(rule) ; }
else { DisplayErrMsg(badRuleSyntax) ; }

break ;

case RemoveRule : RuleDB.delete(rule) ;

break ;
case DetailedInfo :

DisplayDetailedRuleInfo(rule) ;

break ;

case ShowEnvVar:
DisplayEnvVar() ;
break ;

case ChangeEnvVar :
Update(envVar, newVal) ;
break ;

default :

DisplayErrMsg(badCommand) ;

break ;
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I AFe Ao s AAEE HolE-2 Ethemet, ARP, IP,
AH, ESP, TCP, UDP, ICMP, ISAKMP ©|¥ ¢] & AH, ESP,
I[SAKMPo| th@ Hoj&o] 72E <X 4>o4 & + Uth

(E 4 Y3z M5 DB BE =

o AH

Field Name Type A 3
1] INTEGER Ao} e /AL
LINKID INTEGER g Azluol A o) AH $MNE
SERIAL INTEGER 3 ;‘HLM el 22Ed oA
NEXTHDR CHAR A9 A2 Z2EZ §3
PAY_LEN INTEGER AH3IH o] Ao
SPI INTEGER SA gz}
SEQUENCE INTEGER g9& 7 7hEE
AUTHENTICATION | MEDIUMTEXT | Authentication Data
TIME VARCHAR FE A7
RUNCOUNT CHAR 3 5
e ESP

Field Name Type A 9
D INTEGER A g nHHI
SPI INTEGER SA Az
SEQUENCE INTEGER vE 7t sheH
ENCRYPTION MEDIUMTEXT |Encryption Data
TIME VARCHAR FE Az
RUNCOUNT CHAR T3
* [SAKMP

Field Name Type A 3
D INTEGER Holo i LHHE

INIT_COOKIE CHAR
RESPOND_COOKIE | CHAR

SAE& A2t Entity 9 COOKIE
SAel &5k Entity ] COOKIE

NEXT_PAY CHAR dlARe] A A Payloade] 19
MAJ_VER INTEGER ISAKMP®] Major#] &
MIN_VER INTEGER ISAKMP9] Minort] &
EXCHANGE_TYPE |CHAR A AHE-E| 3L = ExchangeEr)
FLAGS CHAR Exchangeoll ti3t 543t Aeiala}
MESSAGE_ID  |INTEGER WA A 2 e 2}

TOTAL_LEN INTEGER #H g e A4 Payload o]
ENCRYPTION MEDIUMTEXT |Encryption® © o] ¥

TIME VARCHAR Fyd Az

RUNCOUNT CHAR F3 3
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gt 4449 dHolel User Interface) H7F 43 %3
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Field Name Type A 3

HOSTID INTEGER 7t g4 32E ID

P STRING H7t A} Z2E P T4

RULE_LIST |ARRAY of INTEGER |H&% #7113 ID

RESULTS |ARRAY of CHAR A7t A3

2 Wk A e Hesol WS

ARRAY of DATE/TIME g wab 9 Az

DateTime
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Security Test = [P cormnunicalion
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, B %,
Secwe Sevure .'-
Gatewny | 4 Gateway

1
L] [ |
B aE A
Secure Secure Secure
Hust Tramport AHFSP Howt tlost

(28 n) @t g4

IPv6 ME Lol TPseco] A|FsoF 8l 57FA =k
4E H7 U HEHSAAA HHs] AFs=AE H7t
Al 2Eg EEo] Hrlsly] % HHE goksld g
xig= 3

¢ 71" A (confidentiality)

52 IPsec ESP7F 384 dzstd & £33
dele] 718 s Hxg st Szl w9
nEg & F dEA #Uddt) o] v5e A FEIA &
o HAE WHE A Fol ok

e 932 91%(Data Origin Authentication)

HE5QA IPseco] A&7 HAE HAAez £33 F
FA% g2 Ay e AE5xe] IP F45 992 WA
o ZAANZ A$Ea, o] WAL e xuy) oo uiF
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o H+ Aol(Access Control)
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3 B oA o4 57bx Z1RA wat Hulsg A
A Mg, F 2 IPsecs] AHEAE HAES] s ETRINA 7

3 2Ql Uni 1 IPv6 QA& tjatoe g &l B 7kx] Bl
%<l Universa 712 g o
o H]AA¥ A4 (Connnectionless Integrity) o °

guo HAE 3 Q Z A BEAA
Lﬂ_E_—?li'. }\ol'oﬂkl ]/‘]7]'Oi ‘}FX}:}E} AH7} X“%—E] EHZI o]' = '“ EH EI—NEE}':—T ]\__éo T@o 60_101]
5k W72 AN o ¥ al @l
o B4 Fog ooz WA F o 28 Y22 [CVES e grte 248 a8 2o (2" 12)¢ (29 13)
S 717t = z) = =] :
ARl Wzste) Agstn, ool AR by wee) g © T B AT AR ol8 el Connectionless
: ©
ol ql=A selwth m WK oz pepormsy  ntesnly WHI WG] A AL Q) opella A
&= o
AAL ANLeZ FAT F AR Azel vge we T 00E AETIATR WEL neiFd,
gto] FASAER AFF o] W FATAEA BRE
#Re AAA o7 ¥ 7|st=x Holst) Test Item : AH Connectionless Integrity
Try
5 . ==> SES ==> H. B - ficati
o AAZA whol( Anti-replay) iillcv) ES H2 ICMP Echo request (with AH, modification
HEYA oA drztez £33 #3lg thr] 43 Result [PASSED]
22 JA4ee By T 419 #3719 [Psec AH/ H1 <==X= H2 No ICMP Echo reply (Drop packet)
e Result [FAILED]
ESP #lt]l 9] SN(Sequence Number)Zhg 7HA1dle], A2 HI <==== H2 ICMP Echo reply
& SNE AAdsAY #3 SN& BAsY AAEstz,
olof izl i =ro] SHe] A=A A} (O8 12) vjoids FZ4 -It ool

RULE_NAME : AH (I
DESCRYPTION : AH7} &% packete] v|dd¥ £244 97}
START_EVALUATION
LOOP time < 300ms
IF (CAPTURE (ci_test, ip6 protochain icmp and ah and icmp_type 8))
IPSEC_PROC(ci_test, RECAL_ICV, ci_test2) ;
BREAK ;
ENDIF
END LOOP

[F (CHECK_FILE(ci_test2))

SEND_PACKET(ci_test2, 3ffe :2e01 :1:4: 12},
ELSEIF

PRINTCH| 2E 3 5 o] 243 ;
ENDIF

LOOP time < 30ms

IF(CAPTURE (ci_result, ipb6 protochain i 1cmp and source_ip 3ffe : 2¢01 : 1 :4: : 2 and icmp_type 0))
PRINT(AHH & sj#lel] st vld Ay AL AFsA B,
BREAK
ENDIF
END LOOP

IF NOT CHECK_FILE(ci_result)
PRINT(AH#H & #j7lo] that WAdd F24 d2E A3} <hdsh)
ENDIF

END_EVALUATION

(232! 13) Connectionless Integrity 772!

(29 13)9] H7HFE2 target AlagloR j*ﬂ‘—‘ AH7} gt o] HMETL Y MMM ALH= wfzle Hel Hrp =7
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2k & target Al4gol AEE & oo gk SHARE 24 Zloll gigt 8% wi7lo] lEAl #tsls ‘?i:% ALgE) (21

H
ng
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