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ABSTRACT

The Jini system provides an infrastructure to facilitate a programmer to develop distributed systems. As one of the Jini services, JavaSpace
has been used as a repository which is accessible publicly in the Java distributed environment. Although JavaSpace could give a useful method
for saving and sharing java objects, it would not be applicable to develop a distributed system requiring access securities for the objects because
JavaSpace does not support secure access control. In this paper, we present a secure JavaSpace service based on Jini2.0 named SecureJS, which
strengthens the security weakness of JavaSpace. The system consists of ObjectStore to store Java objects, AccessManager to control access
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of ObjectStore and KeyManager to manage public keys.
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import netjini.core.entry. Entry ;

public class Id_Entry implements Entrv |
private String recetver_id ;
private Entry entry ;

public Id_Entry(String rcv_id, Entry e) {
receiver_id = rev_id ;
entry = e
}
public String get_id() {
return receiver_id ;
}
public Entry get_entry(){
return entry ,
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public class AccessManager {
private AccessManager_Impl secure)S ;
public static void main(String[ ] args) throws Exception {

T w--- /% AccessManagerconfig #9& BH&t ¥
final Configuration config = ConfigurationProvider.getInstance{args) ;
LoginContext loginContext = (LoginContext) config.getEntry(
“Server.AccessManager”, “loginContext”,
LoginContext‘clas% null) ;

9 ceeem o M| A AN BT YAYRE B
ServiceDiscoveryManager serviceDiscovery = (ServiceDiscoveryManager)
config.getEntrv(“Server. AccessManager”, “serviceDiscovery”,
ServiceDiscoveryManager.class) ;

G- /% AccessManagerg FEAN T #/

Exporter exporter = (Exporter) config.getEntry( “Server. AccessManager”,
“exporter’, Exporterclass, new BasicJeriExporter
{Ss|ServerEndpoint.getInstance(0), new BasiclLFactory())) ;

serverProxy = (AccessManager) exporter.export(this) ;

4o 29 Bl YAk, AccessManager MUl 2F SAH| A0 GEA
Ak
JoinManager joinManager = new JoinManager{serverProxy, null,
getServicelD(), discoveryManager, null,
config) ;

G- = ObjectStore AHl A9 ZEMNE B«
Serviceltem serviceltem = serviceDiscovery.Jookup{
new ServiceTemplate(null, new Class{ ] { JavaSpaceclass J,
null). null, Long. MAX_VALUE) ;
JavaSpace object_store = (ObjectStore) serviceltem.service

B o= S ObjectStored] B AZZAE F¥)(prepare)Frh. #/

ProxvPreparer preparer = (ProxyPreparer) config.getEntry
(*Server.AccessManager”, “preparer”, ProxyPreparer.
class, new BasicProxyPreparer() ;

ohject_store = {JavaSpace) preparer.prepareProxy{ohject_store) ;

=

s AEe]E 43st7] Asted ObjectStored! write) MAZE 3Z3Y) «/
object_store.write(id_entry. txn, lease) ;

(718! 9) AccessManager A{H|A 3|2l 78
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U

Server. AccessManager |
/+ JAAS login */
loginContext = new LoginContext(“AccessManager.jaas login”

/* Keystore for getting principals +/

private static caTruststore = KeyStores.getKevStore(“$finstaliDirt
$/ texample${/ common$/Ysse$t/truststore$t/ Hini-ca truststore”,
null) ¢

/+ Retrieve from the truststore above, the public key certificate *

private static chentKey = KeyStores getXS00Principal(“client”. caTruststore)

private static reggieKey = KeyStores getXo00Principal(“reggie”,

caTruststore) ;

private static AccessManagerKey = KeyStores getX300Principal
("AccessManager”. caTruststore) ;

private static outriggerKey = KeyStores.getX300Principal(“ObjectStore”,
caTruststore) ;

{228 10) AccessManager cofig T

3.4.1 MHlx FZ71(Exporter)
FZ7)(exporten & 73 =Y AFEEE W endpoint)
& AAMEl AccessManagery JERIZ)¥le] SSL =g g =

SecureS : Jini2.0 719re} 0B javaSpace 1005

& ABIHES AARACBE Al FoN SSL TREF
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/% Exporter - e ¥

private wn'lcandmmt = 88 berverhnd;x)mt getlnstance(() ;
private serviceConstraints = new BasicMethodConstraints
(new InvocationConstraints (new InvocationConstraint{ ]
{ Integrity YES }, null ) ;
private servicell Factory = new ProxyTrustILFactory(serviceConstraints,
QutriggerPermission.class) ;

serverExporter = new BasicJeriExporter(serviceEndpoint, servicell Factory) ;

(38 1) Mels 87|

3.4.2 Z&A 471 (Proxy Preparer)
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/* Preparer for ObjectStore proxy */
static preparer = new BasicProxyPreparer( true,
new BasicMethodConstraints(
new InvocationConstraints
new InvocationConstraint{ ] { Integnity. YES,
ClientAuthentication. YES, ServerAuthentication. YES,
new ServerMinPrincipal{outriggerPublicKeyCert) |, nuil)),
new Permission[ ] {
/% Authenticate as client when connecting to server */
new AuthenticationPermission{clientPublicKeyCert,
outriggerPublicKeyCert, “connect”) }) ;

private groups = new String{ ] { “JSSE_Groupd", “JSSE_Group!” };
serviceDiscovery = new ServiceDiscoveryManager(
new LookupDiscovery{groups, this), null, this) ;

(T8 12) Z2HA] &=H|7]
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AccessManager jaas.Jogin {
com.sun.security auth.module. KeyStoreLoginModule required
kevStoreAlias = “AccessManager”
kevStoreURL = “file:$linstallDir}${/}example$t/ common$!/ lsse$l/ teystore
${/Yaccessmanager keystore”
kevStorePasswordURL = “file:${installDir}${/ Jexample${/ Jcommon${/}jsse
${/Ykeystore$t/ Jaccessmanager.password” ;

(32! 13) AccessManager login 1+l
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public class Client_A {
private AccessManager secure_JS ;
public static void main(String]} args) throws Exception {
final Configuration config = ConfigurationProvider. getInstance(args) ;
LoginContext loginContext = (LoginContext) config.getEntry
{“clientClient_A”, “loginContext”, LoginContext.class, null) ;

/% Look up the AccessManager Demon */
Serviceltern serviceltem = serviceDiscovery.lookupf
new ServiceTernplate(null, new Class[] { AccessManager.class
1, null), null, Long MAX_VALUE) ;
secure_]S = (AccessManager) serviceltem.service ;

/* Prepare the AccessManager proxy */
ProxyPreparer preparer = (ProxyPreparer) config.getEntry(
“client.Client_A”, “preparer”,
ProxyPreparer.class, new
BasicProxyPreparer())
secure_JS = (AccessManager) preparer.prepareProxy{secure_JS) ;

/% Use the AccessManager Services #/
I ----- ldap_pub_key = ldapCtx search(receiver_id, PK_FILTER, con-
straints)
---- Message msg_A = new Message(};
msg_A.content = (“Hello, Jini!!"} ;
secure_JS.write(receiver_id, msg_A, null, Lease FOREVER) ;
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public class Cliem B {
private AccessManager secure_JS ;
public static void main{Stringf } args) throws Exception {
final Configuration config = ConfigurationProvider.getinstance(args) ;
LoginContext loginContext = (LoginContext) config.getEntry
(*chient Client_B”", “loginContext”, LoginContext.class, null) ;

/# Use the AccessManager Services %/

@ -~ private_encrypt_id = enctypt_my_id(private_key, id) ;
(@ —---- Message template = new Message() ;
@ - Message result = (Message)secure_}S.read(private_encrypt_id, id,
template, null, Long. MAX_VALUE) ;
System.out printiniresult.content) ;

(732! 16) o6 ZZI2H : Client_B.Java
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