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A Combination of Signature-based IDS and Machine Learning-based
IDS using Alpha-cut and Beta pick

Il Young Weon' - Doo Heon Song™ - Chang Hoon Lee™

ABSTRACT

Signature-based Intrusion Detection has many false positive and many difficulties to detect new and changed attacks. Alpha-cut is
introduced which reduces false positive with a combination of signature-based IDS and machine learning-based IDS in prior paper [1].
This research is a study of a succession of Alpha-cut, and we introduce Beta-pick in which attacks can be detected but cannot be
detected in single signature-based detection. Alpha-cut is a way of increasing detection accuracy for the signature based IDS, Beta-pick is
a way which decreases the case of treating attack as normality. For Alpha-cut and Beta-pick we use XIBL as a learning algorithm and
also show the difference of result of C45. To describe the value of proposed method we apply Alpha—cut and Beta-pick to
signature-based IDS and show the decrease of false alarms.

Key Words : False Negative, False Positive, Combined Model, Intrusion Detection System
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Key:
AC: Alpha-cut value
BP: Beta-pick value
K! number of packets of attack
AK: average number of packet of known type attack
(for unknown type attack)
LA: learning algorithm
DECISION RULE()
IF SNORT triggers an alarm on input packet x THEN
IF the type of attack is known THEN
trace back to K packets
examine K packets by LA
ELSE
trace back to AK packets
examine AK packets by LA
ENDIF
get AC
IF AC >= Alpha-threshold THEN
send alarm
ELSE
pass that packet x
ENDIF
ELSE
examine BP with the same source IP
IF BP >= Beta-threshold THEN
send alarm
ENDIF
ENDIF
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