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A Quantitative Assessment Modeling Technique for Survivality

Changyeol Choi" - Sungsoo Kim'™

ABSTRACT

Improvement of Ubiquitous Computing System

Ubiquitous computing system is about networked processors, which is constructed with one or more computers interconnected by the
networks. However, traditional security solution lacks a proactive maintenance technique because of its focusing on developing the

qualitative detection and countermeasure after attack. Thus, in this paper, we propose a quantitative assessment modeling technique, by
which the general infrastructure can be improved and the attacks on a specific infrastructure be detected and protected. First of all, we
develop the definition of survivality and modeling technique for quantitative assessment modeling with the static information on the
system, random information, and attack-type modeling. In addition, the survivality analysis on TCP-SYN attack and Code-Red worm
attack is performed for validating the proposed technique.

Key Words : Ubiquitous Computing, Survivality, Quantitative Security Policy. Attack-type Modeling
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sHARE, T F0 SACdAE =t 2FFAE doTiA
U AR Q2 L=vt B8] gong FH oy
of gk ko] Ertsd Ao s (2¥ 6)9 AE
Hol=g 2702 Al Al&glo] TH 3l =& AEA,
E2Huid o Ao »E7l 3R =EHYEX ol
3 ARE Holxe] 7t g vE FES B4T F o
o, olE FF §8 RdgS ez 7 4 ok oA
2 A, (28 6)olA BT dei7t A A e(steady-state) ¥

o] #& W4 (balance equation)& T3HH
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/jY nr l P
ﬂr 1. (ﬂ’ +/‘ll+l )1)1 i+l
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. where <n>={(n,)]i=1..r}

A9y WA ZF FejdA e BE F3o] 1o
=¥ HZE(conservation) XS AT AY WANE E
o, Al2"o] By uf Z Aed & FES vl 2o
dE F gledA 8) &Ax), A B)F &3] A& 2 B
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o) HEAMS Aastd SEn)=1-Py, 9 o] T8 5 9]
=3

P, =21,G (L;ir-1)P, @®)
{G(nzk NP, = G (mik-2)P, }

e (A, +4,,)
G (mi k-1 RS AL
where ( )= H u;
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7] A8 2Ahds A4 %(Pseudo-Random Number Generator)
& AHEEE, #AE A 7R depug dA3-e (22, 23]
uE <E >3 gt

(E 1) H2E maolg [22, 23]

e}l € Z1e gk
#2 F7} (Observation interval) 1%
HAi *4‘7;\ AEE (Mmlmum Packet Rate) 2 Kbps
ke JHZ\JJr *7—% EHZI H]% 05
# ) 74 & (Infection Rate) 2,000 host/minute
AR A FL& F2E #8(Unknown host types) 5 %
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