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E-mail Sending-Server Authorization Method using a Distance Estimation
Algorithm between IP Addresses for Filtering Spam

ATt

Hosung Yim' - Jaehong Shim™ - Kyunghee Choi™ - Gihyun Jung™"

ABSTRACT

In this paper, we propose E-mail sending-server authorization method using a distance estimation algorithm between IP addresses to
check whether the E-mail sending server is registered in the domain of mail sending server or belongs to the domain for filtering spam
mail. This method utilizes the distance between the IP address of sending server and IP addresses registered in the DNS to figure out
that the E-mail sending server exists in the domain to filter spam mail. The experimental result of applying the proposed algorithm to
sample E-mails gathered in a large size laboratory says that 88 percents of legitimate E-mails and only 10 percents of spam mails are
sent by servers in the same domains of senders. The algorithm may be effectively used to block spam mails sent by servers outside of
the domains of mail senders. It may be also hired as a temporary E-mail protecting system until the standard E-mail authorization
protocol is fully deployed.

Key Words : Spam Mail, An Authorization Mechanism For E-mail Sending Server
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/* 1P1, IP2¥ HlO|E T2
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