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Master Integrity Principle for Effective Management of Role Hierarchy

Se-Jong Oh'

ABSTRACT

Administrative Role-Based Access ControllARBAC) is a typical model for decentralized authority management by plural security
administrators. They have their work range on the role hierarchy. A problem is that legal modification of role hierarch may induce

unexpected side effect. Role-Role Assignment 97(RRA97) model introduced some complex integrity principles to prevent the unexpected

side effect based on geometric approach. We introduce simple and new one integrity principle based on simple set theory. It is simple and

intuitive. It can substitute for all integrity principles of RRAS7 model.
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