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ABSTRACT

Information systems are today becoming larger and mostly broadband-networked. This exposes them at a higher risk of intrusions and
hacking than ever before. Of the technologies developed to meet information system security needs, risk analysis is currently one of the
most actively researched areas. Meanwhile, due to the extreme diversity of assets and complexity of network structure, there is a limit to
the level of accuracy which can be achieved by an analysis tool in the assessment of risk run by an information system. Also, the results
of a risk assessment are most oftennot up-to-date due to the changing nature of security threats. By the time an evaluation and
associated set of solutions are ready, the nature and level of vulnerabilities and threats have evolved and increased, making them obsolete.
Accordingly, what is needed is a risk analysis tool capable of assessing threats and propagation of damage, at the same time as security
solutions are being identified. To do that, the information system must be simplified, and intrusion data must be diagrammed, using a
modeling technique.

In this paper, we propose a modeling technique for information systems to enable security risk analysis, using SPICE and Petri-net,
and conduct simulations of risk analysis on a number of case studies.

Key Words : Modeling, Risk Analysis, Petri-Net, SPICE, Simulation
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Square-root circuit

Vin100

Rin 10 1Eb

Efwd 2 0 poly(2) (1,0} (3,0) 0 1Eb-1EDb ; error amplifier

Efwd 2 0 1Eb

Erev 3 0 poly(2) (2,0) (2,0) 00 0 0 1 ; feedback section

Rrev 3 0 1Eb
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Level of asset a, Delpi 12345
Cost of asset a, (ac,) Real L] >
Level of Threat a; (f:;) Delpi 1.23.15 | B
Level of Vilnerability d, (2,,) Delpi 12315 o EE o e
Level of Risk @, (72) Delpi 123.15 - L
Total asset cost (AC) = E;l ac, Real > &221 ‘
Total asset cost level 1.--5
(A) =30 a)in (Real) | |
Threat of asset a. b5 2
(TVy) — (Z:’;l ty)/m (Real) h—\ y
Threat level of asset a, 12345 ] DS |
(TL,} Int(TVy) (Integer) | ‘
Vulnerability of asset a, 1..-6
(V1)) £ (Z’I":l v)im Real) t
Vulnerahility level of asset a, 1.2345
(VL) Int(V1) (Integer)
Risk value of asset a., ( 3 gl"; (:,'EC'I 9) QE}\LﬁEé!Q' E%(E:'l
(RVY) =a,+7TL, +VL, (Real)
=1, 3<RG<5
Risk level of asset @ =2 5< RV, < 8 12345 5 RETLTTER
(RL)) -3, &+ RV, <11 {Integer) 3 Risk Analysis Server
111 = RV, < 14 B
=514« RV, =0 15
Total risk level of asset 1.23.15
(RL) = (Z;‘:I RL,)/n (Integer] T
Safeguard rate of assel a, 0.05- 085 [ ‘ [ Engine Module
(E) = (7.5 < RV, 17.5)/100  (Real) ‘ H
Safeguard cost of asset a, (4D,) = qe, < B Real ,' PR ;M [ s kdﬁ:‘;;_.: 7{"!:-“‘.;,,, =1
Total Safeguard cost of asset (AD) =y AD, Real L I | a
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! Windows2000 Server

I PARAMETER DATA

I Threat Table

| Table number : Threat_factor(1-5) :
Damage_factor(%)

2.19:1, 2, 2, 3, 4, 5: linear_function(a)

2.35:1, 2, 3, 4, 5, 5: exp_function(a)

3.09:1, 3, 5:log_function(a)

! Vulnerability Table

! CVE ID : Threat_factor{1-5) :
Damage_factor{%)

CAN-2000-1186:4:70

CAN-2003-1022:3:40

! Risk Table

| Damage Table

| SageGuard Table
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I Information System Net-list
DM
1 min I Time Interval
IN 0 1 Attack
out 0 1 Risk, Damage
| Assets
SERVER 1 2 S(WIN2000, SP2) I8
DB 2 3 D(ORACLE, v8.0) 1D
PC 2 4 PC(WINXP, 3)

SERVER 1 3 S(HP, SP3, APACHE) IS

IPC set 3
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