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A Cryptographic Model to Protect Private Information against
Malicious Proxy in Jini
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ABSTRACT

In the near future, people will wish to access many kinds of heterogeneous networks to use their services anytime and anywhere.

Owing to the heterogeneity of networks, there must be many kinds of protocols to guarantee secure services. The mobile device can

depend on a middleware for accessing services in the heterogencous networks and the middleware helps the mobile device to communicate

with services without knowing concrete protocols. If a secure channel
mobile device to perform a security protocol. In this paper, we focus

malicious middlewares. To do so, we introduce two models for a user

is necessary, the middleware may access a private key in the
on the security of a private key in the mobile device against

to protect his/her private key against malicious middlewares by

generating authentication datafe.g., digital signatures) without keeping the private key in the mobile device.

Key Words : Middleware Security, Ubiquitous Computing
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