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A Method for Efficient Malicious Code Detection
based on the Conceptual Graphs

it

Sung-Suk Kim" - Jun-Ho Choi' - Young-Geon Bae™ - Pan-Koo Kim™

ABSTRACT

Nowadays, a lot of techniques have been applied for the detection of malicious behavior. However, the current techniques taken into
practice are facing with the challenge of much variations of the original malicious behavior, and it is impossible to respond the new forms
of behavior appropriately and timely. There are also some limitations can not be solved, such as the error affirmation (positive false) and
mistaken obliquity (negative false). With the questions above, we suggest a new method here to improve the current situation. To detect
the malicious code, we put forward dealing with the basic source code units through the conceptual graph. Basically, we use conceptual
graph to define malicious behavior, and then we are able to compare the similarity relations of the malicious behavior by testing the
formalized values which generated by the predefined graphs in the code. In this paper, we show how to make a conceptual graph and
propose an efficient method for similarity measure to discern the malicious behavior. As a result of our experiment, we can get more
efficient detection rate.

Key Words : Malicious Code Detection, Conceptual Graphs Similarity
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Set[fv;ow]F CreateObject{ Scripting.FileSystemObject")

GetF\leﬂl\/Scrlpt ScriptFullName]

=

[cCo pyl 'WlLove-Letter-For-You.txt.vbs )

Setlout]= WScript. CreateObj

Setbjglei =|outjCreateltem(0)

t("Qutlook.Application')

el e BastHetE ke doly Wy A=
e o

Hol dieidE 'ATE gl Al

BomEe el 98 oy 498 g4 9ls of
4 AE FHsE s mmol g AN B BelE
Estel gAah ool HolH7t oW e oulelAs ol
st oby A9lel Ade A RFAFOEA Ang o
Aol dhatol A5H BAG & 5 e

E dHE A A
2 ERete] 7t 2459 AN BAES Aelste A
adze mdste i 2HEL HAR FHHE o] gt
of ot A=E GA 7S A

23 7y ael=

Ad 2l Z=E o2 on] % (semantic networks)g 33t
A4 2 Aoz MGEAE olgale =gHoz 7+Es
A Ao #2988 S A3, gkl f4A o
F olon, AFH g Adoxe FolM HA o] &
T A FHE 9ulE 7|ed 5 A4, 5l

& 9], “John is going to Boston by Bus'ste &%
&N aHEE 2Agevl o (19 DI ol ekl
g vH3, 6, 7, 8.

Person : John <« Go

> > -1 City : Boston

(38 2) g =

o] 2t} ‘Agnt’, Dest,
‘Boston’, ‘Bus'= Hd&
it ‘Person-]ohn o] 8L ‘John'e] ‘Person’©]

gt i o] QA (instance)¥-& Uit w2k 99 2
o

ies
= ggn 28 gug Pt

‘Inst'+= #AE ¢njdla ]()hn

JHE TOcHZ 7I8tel S 8Mel et R 22X 7Y 47
o Got AtEH(Person)?) Johng W YAHAgnt)2 zt=t}
* Go= TAI(City)¢! Bostong =2 A|(Dest)2 zti=t},
¢ Go= HAE E(Inst) 2 zhet),
A9 AE aH=ZE ME FriHoer HAFY g <&
2>oF 2T, 17, 18],

CE 2 Jid J2f=e] ME 7|

]IE

[Go] -
(Agnt) — [Person : John]
(Dest) — [City : Boston]
(Inst) — [Bus].

w3 g adEzE ¥9% BNF %
ceptual Graph Interchange Format) & ‘?“;L%L T A
b, <& 2 (2 29 Ay ag=zs 2%
gt oojt}, B =R sy e gy o mEE
[

COIF Fe2 Adeto] FAES 2480}

(E 3 g J2i=e| CGIF ®H

01: [City*a:‘Boston’] 05 (agent?d?c)

02 [Bus*h:“] 06: (dest?d?a)

03 [Person*c:‘John’] 07 (inst?d?b)

04 [Going*d:"'] 08:

F8d Ad adEzE E FARE EFol 7hEEh)
W ol o) gekw A etk ouH fAHE 2
49 vl et e B wgeAy AAYE 4
2 Fed digh g adE 3187 Y fAAES 8
o o4 WHE WRY F Av P AenA s

>N

3. %Y F=9 Y JY= BN

VBScriptel ZiEn A Mol

Ao A= VBScripte] & 2 ol¥ B4e 5 g
s oAy 2 #A Aol gisiA s gt
= A7 BAE $¥3tn o]E Fato

4 =
= HAE oby 3=E Adelt o hn

L)
o2
of

i
o o
A

(E 4) X7| =H 2d vBScript 2=
01:i0On Error Resume Next
02::Set Obj_A = Createobject(“scripting.filesystemobject”)
03: :0bj_A.copyfile wscript.scriptfullname, Obj_A.GetSpecialFolder(0)&
“\ShakiraPics.jpg.vhs”
04:iSet Obj_B = CreateObject(“WScript.Shell”)
Obj_B.regwrite “HKLM\SOFTWARE\Microsoft\Windows\Current
Version\Run\Registry”, “wscript.exe"& Obj_A.GetSpecialFolder(0)&
“\ShakiraPics.jpg.vbs %"

VBScript &2 ZolA oA dAE F83y] e 2.
3 EHAE g4vh Edshisd, 9 #dE B da=g
dame B4 Af~2 pAFFAS & S Ak <FE 4>
£ MH R ‘Createobject FHFE o) &ato] A58 7)A
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g ‘obj A NAE QS $ ‘copyfile’ HAEE Tl A VBScripte] 7id ZEZ 28-S YA 4 A2 FE9
Ad 2F YR ARY 2z BEAE #3892 n A a3 BA Jo #AHe] Hasrt VBScripts} S TR
¥ Registry®] AFZ2Id 9o WSH(Windows Hd A2 FE oMY Add #A HE A8 =2
Script Host)E o] &3t & WHoE AYAZd ¢ JE= A dAdolE P AT 2L4E UE (¥ DI Lol A
N &(regwrite) ek, o|9k 22 o] HYEd g b FHog BRstint B =Rdie 4 AF +2E olFx
e E-vldey £ fEGANAE Tt O A~ AE TA 24 Ax IR Ador Aot
do 2 A, Yol X EEH A= T2E 7|Noz MSDN9 VBScript
Language Reference® #titsle] <i 5>9F 2ol 7d-g& A
Source Code ottt e, A2 I= U g e FAE AHosid
O0g <X 6> 22 BAE AT 4 23]
& 9 F¥HA JiEel ‘Procedure’= {Condition, Ar-
Block Enum String gument} #A9 FAE A &S veR T gleiI6].
_ If Variable A" S
Functlon/ Struct Assig/n \ T N == LT Tz wEE o] 5 &
Loop . wglcaIOp VBScript 422 ZEE 714 lﬂlﬂi‘ Fdst7] A
Switch CompareOp . A YA A YA Jidy @AY dREE £ 84
Func-call MathOp g 3% 9% 949 F4o] Basy 29 £Y 2n
(32 3) =27d Adoj 7 24 AE X v Agsid 29 7R g dy BAR ERste] A
(E 5y VBScript &4 F=2| JHH(concept) He
Moy A4 9 39 4
Procedure 2AE dldsty] st FAEE dde Ay £4 2 44 Sub, End Sub 5
Conditional izi}{?gj web MR ge ggen 2eade 443 Aoe £ Ans If--Then.else, Select Case &
Statement | Loon Fold Ueisl YIS MEAN 49Y F w% oh zpage gy |07 o0n Whileiend
Error gﬂﬁ:?;g;olj?f‘gﬂf’iok Shfor diabe e s FaEA o dE wgo On Error Resume Next, Error 5
Comparison | 9422 498 % Aol Anol ofe 278 vlash 44 <2 <> 5
Logical =d ddrtes =g ¥ HEstel F xE Azlolety: ARE e ‘And’ "OF, Xor' =
Operator At
Arithmetic A W= G4 S3) 2 43 dlo|Eo tigh A2 A4t Wy W
Concatenation | + #A2-g ZAgste 2 d=g A4t ‘&, %
Function Bae A AE FYP5nE AP e T2 A4 gtolB i Fd
Assign zaadea 7o giel Fg dEse Y =2
Procedure-Call EZBAA TF
Object a2~ 9] Q12¥ A (Instance)
Method Fio Hodd T
Properties % Object7} AUz e &4 =+ 432
Arguments B4 528 u 359 A E 9sted el dEHE R
String shpel ARE 749 Aol Ade EAEY dgoz 7AY AN
Variable ZzafdA e & AT F e 719 Fhe oF
{E 6y VBScript &~ Z=29| HA(relation) el
g . A =27
i i 29 A 4 1
Condition 27 #EE A% 22 Conditional, Loop Statements, Operator, Assign, Procedure(-Call), String, Variable &
Contains e Nds Edste A * *
Comment 4 * String
Return Rk gk wga s A Function, Method Furnction, String, Variable %
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statement
— if “("expr e")” statement s, then
concept; - = create concept(IF)
connect_concepts(concept, e, CONDITION)
connect_concepts(concept;, s;, CONTAINS)
(elseif statement s2)? then
connect_concepts(concept;, e, CONDITION)
connect_concepts(concept:, s., CONTAINS)
(else statement s3)?
connect_concepts(concept;, s, CONTAINS)
end if

CE 8 IF 722 of
If Number < 100 Then
Digits = 1
End If

<Z & e VBS 22~ 3T R FEL H =3
Al AN AE oz 5d A4S Aeste =4gsid

O (" )9 2ok

(7F DolM 22 7= e 270 B2 Ad9 IR 7F
< ‘Parameter’, ‘Condition’, ‘Contain’ %9 A%} A o]
Q

—_— |

( Statement : . Concept‘

| Conditional : —> :Arc i
e e

: |
: Relitlon

T

“Contain

C (::'Contain Ty e zomen
. o T
L t-— Assign : *
l Variable : Number | String:100 | _ ™" 97"
. e = P o
C Contain >
. N
[ variable : Digits ‘ | String : 1

(32 0 F 22 S JHE Y
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¢ Scripting. FileSystemObject
¢ WScript.Shell

* WScript.Network

¢ Outlook. Application

JHE JeHZ 7|8to) s EXMel ety A EX) Jig 48
o] FdlA ‘Outlook.Application™® Outlooke] AR ¢ A2
dofet A6 Yz AHELS WSH(Windows Script
Host)7k AR Hol gle Al2~gle] a4 &gt
Aol oA F=9Q Love Letterd 53AE 959
Registry 2%, E-mail& 28 24, E4 34 24 281

°td HTML 3+ 34 Solth

olg|g 54 o AHE T =g BHE] 39
oty Aol fF Ads BAE AAs olE Ad a2y
ZE HET 5 Axd Aol dod Ay dHoz W
ot thg <E 99 oM 2= AEL TEHLER 2E A
28 Zro] A7 BAZ st o ZEES UEH 3
ojtf. of AE sEE Fxsto] opy I=o] ANHHA HE
S0 a2dze gddt (19 HE oF FFsd
a2 gHos FEE Aotk Y <E 10> o ¥
el My oY Zde Bed MEEH BAE BF3
Aoﬂ o4 el Y Ax IEE BEE dYE BEHe

HAeolrt. ‘Statements’ N A7l HAE FPs=
Methodi’Jr o] MAXE Eglslu Y ‘Arguments’o] w3

MLz EfFste] olg Atele] AAE o] &3t (2
oh zrol A7) HA o}y AEE MY adEe ZHY #

ek,

(B 9 AV|SH dMZEE THEH
On Error Resume Next
oFA 3z | Set Obj_A = Createobject( “scriptingfilesystemobject”)
Sample 1| Obj_A.copyfile wscript.scriptfullname,
Obj_A.GetSpecial Folder(0)& -“\xxx.jpg.vbs”

main = “c:\www.symantec.com.vbs”
Set maincopy = CreateObject( “Scripting FileSystemObject”)
maincopy.CopyFile WScript.ScriptFullName, main

opgar:

Sample 2

Set fso = CreateObject( “Scripting FileSystemObject”)
Set dirwin = fso.GetSpecial Folder(0)

Set dirsystem = fso.GetSpecialFolder(1)

AT | Set dirtemp = fso.GetSpecialFolder(2)

Sample 3| Set ¢ = fso.GetFile(WScript.Script FullName)
c.Copy!(dirsystem& “\MSKernel32.vbs”)
¢.Copy{(dirwin&“\Win32DLL.vbs")
c.Copy(dirsystem&“\Very Funny.vbs”) -

<_.\¢ ]0> OLM :1|:o| E=l i=lE

Statements
Set, Obj_A, Createobject,
scripting.filesy stemobject

Method Arguments

ObjA.copyfile, wscript.scriptfullname,
Obj_A.GetSpecialFolder(0), \x.jpg.vbs

Set, maincp, Createobject,
scripting.filesy stemobject

maincp, WScript.ScriptFullName,
main, ¢:\www.symantec.com.vbs

Set, fso, Createohject, fso.GetFile, WScript.ScriptFullName,

scripting.filesystemobject | c.copy, dirsystem, \MSKernel32.vbs

(2" 5 oy Z=rt Ao F=8 22 Aade A
7] BAE #y3e Z2AAE Y 2z 2389 Ao
2 oMy 498 s8] H8 Mdd ‘Statements(A 4 D)
% ol5 ol&ste] EAE S5 MEY Methed (B
D& Edeln IS 4 ¢ Utk ‘Statements: Set'S %
stol oA 9ol AR de AAsta, ©]& ‘Method:
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i Local Directory Copy
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On Error Resume Next N s~ M Y
............. %\ Variable : Var_name
i 5 . [ B
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/' Statement:Set % o, T
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3 M I . . "

K Contain . 4 . .
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[Fucntion*b:'CreateObject]
[Argument®c:"]
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[Variable“e:"Yar_Name’]
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[Arguments=h:"]

[String®i:'Source’]
[String"j:'Destination’]
[Procedurek:'LocalDirectoryCopy?]
[Statement”|:"On Error’]
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[Assign™n:=T]
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ARt sim (e, ch) = ¢l - ch

FEZRA FAZ tsim (c),eh) = ¢ - ¢

Ho

7HL§ la{:‘:ﬁ Gloﬂ E?:z]—% }H‘é ﬁ?ﬂl-% {(1(’2,~' Cn}v GZ

b 28" Ad 8L {cjc.. e, tolE R & W 7 A
g9 940 HdY FAES FEWY FAEE FE G
7t Mg ghs we Frh (2 28 EdE g g
o9 Y % HAEE EAduY 0ed 2 BEe B
ghol frmg,

CE 12> At E=iaze] fAE

G, G,

Al gz g & A FdEg A #t

[Loop *a:'*] 1 [Loop *a : '*'] 1

[Block *h:'%’] 05 [String *b: ‘terminate’] 09
[String *c : kill'] 0.45

sim (¢}, c}) sim (¢]. cj)

Ade g e ak Aot Bxgd i
stm(Loop, Loop) 1 sim*, *) 1
sim{Loop, String) 0.1 sim(*, terminate) 05
sim(Block, Loop) 0.1 simi*, *) 1
sim(Block, String) 0.1 sim(*, terminate) 5
sim(String, Loop) 0.1 sim(kill, *) 0.5

sim(String, String) 1 sim(kill, terminate) 09

b <E 12>l AWE AdEs BR Aol
FAE HAGE Ao F a4 6.6 Aol

53t 2ol ANtE

FAE

sim( G, Go)

= sim([Loop:*],[Loop:]) - [Loop:*] - [Loop:*]

+ sim([Loop:*],[String:sleep]) « {Loop:*] « [String:sleep]

+ sim([Block:*],[Loop:*]) * [Block:*] * [Loop:*]

+ sim([Block:*] [String:sleepl) - [Block:*] - [String:sleep]

+ sim([String:wait],[Loop:*1) - {String:wait] - [Loop:*]

+ sim([String:wait] [String:sleep]) - [String:wait] - [String:sleep]
1.5045

1l

It M

JHE DoHE vigtel FEM0 4y I

oo

=X 71E 51

FAE ZH A AN ST T HERE Y ZE oA
oA 9ol 2HE A TEd AdH BAY FLEE e
ek Zhzbe] A Alele) @AY RUISE #A vhEA O
et obd Freo] ZAGS ]é*ox-iod Feo vl A
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fsim (G, Gy) sim(c}, &) » sim{c].c})
) Z Z ’ (4 4)
wlr)« () - wl(ry) - ()
(E 13y A 7IERIE 0|8 FAKE
G, G
Mg 7+ A A gz 7+E 3]
[Loop *a: ‘] 1 {Loop *a: ‘] 1
[Block #b: ‘'] 05 [String *b : ‘terminate’] 09
[String *c : ‘kill’] 0.45
FHA 7} 2 A 7HE A
(Contain?a?h) 0.75 (Contain?a?b) 095
(Contain?b?c) 0.475
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fsim(Gy, Go)
= sim([Loop:*],[Loop:*]) * [Loop:*] * [Loop:*] - (Contain?a?h) «

(Contain?a?b)

+ sim{[Loop:*],[String:sleep}) - [Loop*] - [String:sleep] -

(Contain?a?b) - ( C()ntain7a7b)

+ sim{[Block:*],[Loop:*]) - [Block:*] - [Loop:*] -+ (Contain?a?b) -

(Contain?b?c) - ( Contam?a?b)

+ sim{[Block:*],[String:sleep]) - [Block:*] -
(Contain?a?b) -

+ sim{[String:waitl,[Loop:*]) « [String:wait] *
(Contain?b?c) - ( Contain?a?b)

+ sim([String: wait],[String:sleep]) -
(Contain?b?c) * ( Contain?a?b)

= 0.9437
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[String:sleep] -
(Contain?b?c) - (Contain?a?b)
[Loop:#] -

[String:wait] - [String:sleep] -
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(E 14> E-mail& 0188t A7 SH 2¥d ZE CGIF
01: [String*a:‘0’]
02: [Statementb:‘Set']
03: [Variable*c:‘Noteltem’]
04: [Object*d:‘ObjApp’]
05: [ReferenceQP+e:‘.’]
06: [Variable*f:‘AddrList’]
07: [Object*g:‘AddressLists’]
08 [Statement+h:‘Set’]
09: [Object#i:‘ObjNS’]
10: [Object#j:‘Noteltem']
11: [Object*k:‘AddressEntries’]
12: [Variable*l:‘ObjNS’]
13: [Variable*m:‘CurrentAddr’]
14: [Object*n:‘Addr’]
15: [Statment*o:‘Set’]
16: [ReferenceOP#*p:‘.']
17: [Properties*q:*To’]
18: [ReferenceOP=r:".’]
19: [Object*s:*ObjApp’]

24: [String*x:7’]

25: [Statement*y:‘Set’]

26: [Varialbe*z:‘ObjApp’]

27: [String*aa:‘Outlook’]

28 [Function*ab:‘CreateQObject’]
29: [ReferenceQP#ac:‘."]

30: [Object*ad:‘Noteltem']

31: [Method*ae:‘Add’]

32 [Object*af:‘Attachm’]

33 [ReferenceOP*ag:‘.’]

34 [Method#*ah:‘Send’]

35 [Object*ai:‘Noteltem’]

36 [Property*aj:‘Attachments’]
37. [Variable*ak:‘Attachm’]

38 [Statement#al:‘Set’]

39: [ReferenceQP+am:*.’]

40: [Method#*an:‘Createltem’]
41: [ReferenceOP*ao:*.’]

42: (Contain?ai?am)

20: [String*t:'MAPT'] 43  ~F%~ (Argument?k?x)
21: [Method*u:‘GetNameSpace’l | 41 ~%%~ (Argument?ab?aa)
22 [ReferenceQP#v:*."] 45  ~Z¥¥-~ (Argument?an?a)

23: [Statement*w:‘Set’] 46: (Contain?ao?an)

<E 14> Emails o443t A7) BAE Fash o
A FEEZ Y adgZz 5T ol fAE EAHE 4
stod CGIFZ %389t

25E 4 258 22 I5F AR AL B8 <®
14>9F wlaghe] o4 ol B2 #usA A ol& Y 7
7o) ax = Y aEE gdste] Adseta o

<3 16>, <3 16>, <E 17>
golm ug olged 4
CGIF Hejz WaAzl alolch

(E 15 ADE - &9

= CGIF

01: [Method*a:'Add']

02" [ReferenceQP+b:'."]

03: [Method#*c:'Createltem']
04: [ReferenceQP#d:'.']

05: [String#e:'0’]

06: [Method#f:'Send']

07: [ReferenceQP=g:'.']

08: [Object*h:"male’]

09: [Statement*i:'Set']

10: [Varialbexj:'Out’]

11: [String#+k:'Outlook. Application']

12: [Function#l:' CreateObject’]
13: [String*m:'Send File in dir']
14 [Statement*n:’Set']

15 [Variable*o:'male’]

16: [Object*p:'Out’]

17 (Contain?p?d)

18: (Contain?h?h?a%a)

19: (Argumet?c?e)

200 ~F%~ (Argument?I?k)
21: (Argument?a?m)

22: (Contain?n?p)

(® 16) B JE& :

LHX|X]| ¥ o F= CGIF

01: [String*a:'+']

02 [Statement*h:’Set’]

03: [Variable*c:'NewlItem']
04: [Object*d:'ObjApp']

05: [ReferenceQPxe:’.']

06: [Variable*f:' AddrList']
07 [Object*g:' AddressLists’]
08: [Statement*h:'Set']

09: [Object*i:'0INS']

10: [Object#j:'Newltem']

11: [Variablexk:'oINS']

12: [Statment#]:'Set']

13: [ReferenceOP*m:"."]

14: [Property*n:'To'l

15: [Object*o:'ObjApp’]

16: [String*p:"MAPI']

17: [Method*q:'GetNameSpace']
18 [ReferenceQP#r:'."]

19 [Statement*s:'Set']

20: [Varialbe*t:"ObjApp']

21: [String*u:'Outlook’']

22: [Function*v:'CreateObject']
23: [ReferenceQP+w:".']

24 [Object*x:'Noteltem']

25: [Method*y:'Add']

26: [Object*z:’ Attachm'’]

27: [ReferenceOP*aa:".’]

28 [Method*ab:'Send’]

29: [Object*ac:'Noteltem']

30: [Property*ad:' Attachments']
31: [Variable*ae:' Attachm’]

32 [Statement+af:’Set’]

33: [ReferenceQP+ag:'.']

34! [Method*ah:'Createltem']
35" [ReferenceOP*ai:'.']

36 (Contain?ac?ag)

37 ~%%~ (Argument?v?u)
3B ~%%~ (Argument?ah?a)
39 (Contain?ai?ah)
A0

<E 17> C 2E :

& =E CGIF

0L [String*a:‘0’]

02: [Statement*b:‘Set’]

03: [Variable*c:‘Noteltem']
04 [Object*d:‘ObjApp’]
05: [ReferenceQP#e:"."]

06: [Variable*f:‘AddrList’]
07! [Object*g:‘AddressLists’]
08: [Statement*h:‘Set’]

09: [Object*i:‘ObjNS’]

10: [Object*j:‘Noteltem']
1: [Variable#k:‘ObjNS’]
12: [Statment=1:‘Set']

3: [ReferenceOP*m:’.’]
14: [Property*n:'To']

15: [Object*o:"ObjApp’]

—

—_

FEE RIS

16: [String=p:'MAPI']
17: [Method*q:'GetNameSpace’]
18 [REferenceOP+r:’.']
19: [Statement*s:’Set']
20: [Varialbe*t:"ObjApp’']
21: [String*u:'Outlook’]
[Function*v:'CreateObject’]
[Method*w:'Createltem’]
[REferenceOP*x:'.']
(Contain?b?c)
~Z%~ (Argument?q?p)
~Z%~ (Argument?v?u)
(Argument?w?a)
(Contain?x?w)
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