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Design and Implementation of a Keyboard Input Security System for
Safe and Trusted E-Commerce

Sung-Wook Choi - Ki-Tae Kim"

ABSTRACT

It is growing to use the E-Commerce, recently. Towever, if a cracking tool that detects the keyboard input is set up, users’ input
values and personal information could be taken away. This paper shows the design and implementation of security svstem that prevent
the kevhoard input information leaking. The ideas of this paper are encrypting the keyhoard input values with using the kevhoard interrupt
hooking, the browser embedding program’s decrvpting the values in case of need and decrypting all values in the web server. The own
input control was developed for direct attacks to the browser, and that the values of password ficlds which are showed as *(asterisk
character) won't be decrypted in the client PC is different from other commercial keyvboard input security svstems. Consequently, this

paper shows the chance of realizing a lot saler customer information protective system than before.

Key Words : E-Commerce, Security, Keyboard. Input, Encryption
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