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Anomaly Detection Method Using Entropy of
Network Traffic Distributions

s

Kang, Koo Hong' - Oh, Jin Tae™ - Jang, Jong Soo™

ABSTRACT

Hostile network traffic is often different from normal traffic in ways that can be distinguished without knowing the exact nature of the
attack. In this paper, we propose a new anomaly detection method using inbound network traffic distributions. For this purpose, we first
characterize the traffic of a real campus network by the distributions of IP protocols, packet length, destination IP/port addresses, TTL
value, TCP SYN packet, and fragment packet. And then we introduce the concept of entropy to transform the obtained baseline traffic
distributions into manageable values. Finally, we can detect the anomalies by the difference of entropies between the current and baseline
distributions. In particular, we apply the well-known denial-of-service attacks to a real campus network and show the experimental
results.

Key Words : Anomaly, Intrusion Detection, Network Security, Entropy
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