CS-RBAC 7{8to] =& Location Privacy 2% 775 &4 415

CS-RBAC 7]4Fe] %3 Location Privacy & F+% AA

s 8 &35 -0 58"
2 ¢

SulFE AL Fa3 B4 A oA (Context-Awareness)o| 8 ol A2 Algztol ub} Hals AMEA} dlolHE AH Ay A g 43
of gHAl AFHeR Aels] F AL Tk 2y Context Aware §l7j°ﬂ A 9AAHRE AMEAY] 988 T glol #HE £ A7) Al
AR Ao AR A Rl digh g HojE & 4 givk ofeid FAIR A AMERE HAAH R F2A] Privacy Issue?t HAEE £ ik o
71A, Alzbolut A, AbEAbe] sk ARE Q-tshe A G O9e 2do] whet xR ue] FNE ARG Zelo|HAIE nad YA AR
Aade] &2 wle Fasith giiA 2 =M JAYRY] FEE Adsn 0‘”40}74] ARG AU~ APty A8 7]Ee] LBS
ael Agtel REA e 4 A%E CS-RBACE 7IWhos Alste AJ2~egls Abstort. ob&e] AMEAL9] Preferenced A =H2oz Yy
g 4 o9l PCPe] MY 12 4-g3tdth g Privacy Weightzhs M= & H‘Jg Sate] ARFAN P”“}*O" ARsteA ofdut 9A7
Hol| GradeE Fo3tEs ahgiuh ol sk W o 2 Context-Aware 874014 Roledll 7]5bete] Apgzte] 94 0E tdstA 1353 4 glrh

7|19 E : Location Privacy 2%, CS-RBAC, Context-Aware, User Preference, Privacy Weight, CS-LBS , CSL

Design of Dynamic Location Privacy Protection Scheme Based on
CS-RBAC

Song You Jin" - Han Seoung Hyun™ - Lee Dong Hyeok'™

ABSTRACT

The essential characteristic of ubiquitous s context awareness, and that means ubiquitous computing can automatically process the
data that change according to space and time, without users’ intervention. However, in circumstance of context awareness, since location
information is able to he collected without users’ clear approval, users cannot control their location information completely. These problems
can cause privacy issue when users access their location information. Therefore, it is important to construct the location information
system, which decides to release the information considering privacy under the condition such as location, users’ situation, and people who
demand information. Therefore, in order to intercept an outflow information and provide securely location-based information, this paper
suggests a new system based CS-RBAC with the existing LBS, which responds sensitively as customer’s situation. Moreover, it
accommodates a merit of PCP reflecting user’s preference constructively. Also, through privacy weight, it makes information not only

decide to providing information, but endow “grade”. By this method, users’ data can be protected safely with foundation of “Role” in
context-aware circumstance.

Key Words : Location Privacy Protection, Context-Sensitivity Role Based Access Control, Context-Aware, User Preference,
Privacy Weight, Context-Sensitivity Location Based Service, Context-Sensitivity Language
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