XML 0imE HEE 9T EENEN NHET P8 43
XML €53t AlES % 22834 A=+ 79

Mos Lol T 4T

XML 93 22 o 20ag 8 /My Qs Agel Agsc, $8 $8 9uel i § 2UxE Adse 24e ok
XML 53t dolg e 912 488 5 QAR F2 XML 246 FEH0E HE594 B
o Qs XML gdhs ofel ¢ ofZuAlol el SSL/TLS, IPsec, PGP, S/MIME ¢ oE
4 ek
XML ofeshel 454 9348 Asiae 7o A%s
&

BESe40] BRAAY, o1 A= AESo) XML a3t &S B3
dslo} ek, EEARY AROIAE AEE AF 3 : =

B oemol e XML 2E3 AES 9% K& A% Ye Adn T o) 98 um WiCHIH AL XML Es BE
oA AMEn ATy AR 98 BESS £EAT 1 08 A8 PEE A, ol 958 7l 258 15 vl
sl AlEak S AT w9 A RS GUI 7wl A9 mEe Tdsel A8 AnE AN Tk

IIHE : XML 238, ZEXEY AIF

Conformance Testing Tool Implementation for XML Encryption Products
Hanna Chae' - Gwangsoo Rhee'

ABSTRACT

XML encryption is to provide confidentiality service, though not limited to, for web contents. XML encryption can be applied to entire
data files as opaque objects, or more frequently to various parts of XML documents, supporting various encryption granularity. It is this
characteristic that makes XML encryption a more efficient alternative for data confidentiality in various web applications than is possible
with SSL/TLS, Psec, PGP, or S/MIME.

It is essential for successful deplovment of XML encryption to achieve interoperability among the products implementing this
technology, which requires the products to implement the XML encryption standards correctly. Conformance testing is to test if products
implement the relevant standard correctly.

In this paper we present a conformance testing method for XML encryption products and implement it. We will first look at XML
encryption standards developed by W3C, and extract test criteria. Then we propose a testing method in which the encryption capability
and the decryption capability of a product are tested separately. The proposed methody is actually implemented as a GUI-based testing
tool and some test results are presented.

Key Words : XML Encryption, Conformance Testing

1.M 2 7b slew, o]l& 93 IPsecolvt SSL/TLS &% 22 A%

Hol ZREZS o]4d £T 91 PGPY S/MIME %3

o]7]% Alade Mo @ o|so]x|i= ¢ AlH| A B0 2S£ H T2 E2S A48 £ qlud a8y [Psec

AN B &8 TR AlojolA] AEEE wAR 7} 7 ot} SSI/TLS FollAE dfo] o] Fofxe Fetolwt 72

T e BEA Lz By dis ¥edAez o XML g AT F ded, PGPY S/MIME 54 7%= wA

& g Aujze D4 A vlEgE Aozt g 9 A FpA D AR FAAx A AFdE ey, F

Aol A WAL Foliz 71U E 2ds AS A 25 dE AR AA gais guavt sddos
548 7.

Y W3Ce A Aed XML @8t XML #4 E& XML

Atk Aot A =

¥ (& Aol def7) ol o] o HE dF 3 = g o
o e ol e M 19] Fel7} ohd o] deolE 3}3be] XML ¥ el
o 20055 128 309, 4ASEE 1 2006 58 189 EME T8 A07 HAEEE 20 A4 EAd B

,r-



436 ZEHMeStRl=2A C H13-CH M4=(2006.8)

o E@ XML #4939 #4147
88 FREV BB 458 7158 A

FHorH NS ATIHEA Tl BHsk= ASAl
3l
[e]

e oko HN'

o,
o,
i
=
et
F,
N o
tlo
ozl
Q‘L
=
32

Hy

2

o

ox
o

A N

ol ﬁ

et
o

N
o gy
!
o
o
o
tlo
)
i
oo £
.l

o
ol
My flo
s
ol
o
28
oo
ol
Ol
ot
i
po
lo
u
=0
oft
oo

e L
N
4

G W o L
lo o
l.o{‘

o,
I
o
}op
Ho
op
X,
f
|
o

ﬂlf
Ma g
2
2
I
1o
fot

E o2

ogt
3
&

~
ox By
-~
Ho
ofo :Hl
ox I
iy =
ofN
lo
)

]

o

fqr fo

2

w2
~
=

ool 2 o42 e RBROR

(e}
I
>
=
1>
i
>
3

>,

Of

o
T oo

=3
N
2
.
ok
Ol
ol
Y
SUNT
s
i,

i 1
Sl
o,
oo
ok
=2
a0
Ir
o2
}o{'
=21
AN
=3

o
>

1o
[e]
o

2N e

ol
=2
2omd o po Ko

B

oX
2
rlr
0.
ol
=2
>

o
B fjn‘ o
= FN
oo
a¢ =
oo o
>
ot
o

off oft 1
L

L o
=31 I
AN R

of
=
18
2
S
Oft
i)
o
a2
>
-2
lo
i
[@)]
ol
=

Y ok m Tkl
it o oXx a W i
ME o >
i ol
RlH
41
_“ti it
i
vl
_O|L
'r
L
Az
o2,
e Jf
o
il

ok
i
ra
-
o
ot
tlo
24
R

o

o
ul

2. H{AX[ 4

21 XML ¢33t E=3g

XML ¢33t 7142 2 W3C % shd XML 453}
grelntel . FE3l7t Wy o, [ETFAA R 45 34
ZA50] ARE vk Uk W3Ce IETFelAM 2Ee XML
A5 wEs BH FME1-4S duRd <x >3 P

(E 1) XML ¢35 #F EM
A # T Al A&
XML Encryption Requirements
(XML ¢33l 8-°¢+Ah)
XML Encryption Syntax
and Processing
(XML ¢t3g &3 A=)
Decryption Transform for XML
Signature
(XML #AAAMHE 98 523 ¥
Additional XML Security URIs
(Informational):
(#7442 XML ®.9F URD

W3C vl g

W3C At

IETF
RFC

(1) XML ¢33t QAR
XML @83t 2 FARIe XML ohaste) 47 Ae9
W9l 9 Wead 5ol tetel YU 2oz, T4 XML

2
453 F FAE OE AFES FAS

(2) XML ¢&.3} 73 A
XML ¢z3 782 AE2] EBAs ol #4855 XML

}- 1
a2
ol
o

(3) XML #AAAES ¢
XML AxpA™
A &g g adoa] WA ¢EIE o

$5b AEE F

% use We
o 9% mEs) W3] FAE XML A7

2 BEE LR

PEE I DR R e

el Bsagosd AAAYY FEHS 438 £ 9

£ sz wash Aeld Bee] s%shn ik

(4) F7H4 <1 XML Bt URI

IETF RFC AHH #A4=2 wjze F744e XML ®et
URI4] &A% XML dAA 83 XML +53h A3t 25
N4 Mg F gug

£ha 4ol e,

N
n
53]

o

4

I
[
e L(
et
p RN O
o 3

jud
_-—
oft

490

mjie
hu

A gl o

=
o
N
A
©

Moox, Rl oo > o

2
m'
0x

Q‘L
£

H
fu
fm

7hA Rl daue|el URD 44

Rl
o

ZZEZ ITFAEAY Alde dursel AAE
o H1AH A oy = =5 7
A& FA3 FZ(TSS: Test Suite o}
A(TP: Test Purpose)S ©&3dth Ag Zze 2
&
=
i
2}
8

=
g
)
g
o

N A el meh A Yy TREDY 54

A
A Alelz=e] il F4 AFE SHEATS:

Abstract Test Suite)& T-4stc=tl, o8& ATSEFE A
& b5 A8 AYE(ETS: Executable Test Suite)E A4
skl AA AFo Eol7lA dAd A Alge] FddE F
oA ojdl ha ANRE TFate] AAste Aoer AYA

NY AR g

-

=
2]
o
0z
[FI
il
HM
1]
HI
iz

[ AB 72 RE(1SS) 23 |
| AE SH(TP) =2 ]

v

[ Xa A8 RARTS) 58|
v

[ a8 Jts Ng A2(Ers) 25 |
v

[ HMatd AE 2# |




F5e84 Y & gxoto F¥Hsks A
FE AolY HEA, A4 dE T ARE Al¥ste &
Yotk XML ¢zdte] 45884 Agdo s W3ColA XML
d53ts T AFAHE Aol N R4 MY AiE
FNska ek W3CAA T7lsta v dus84 AlEh)
Az BE|Ro] IBM, 39 2 dalafalel XMLSec, NEC,

dole gl 5 6704ke] XML d5st #AFS XML ¢

3 A2l SAse Alget
YArolEfplell A e A Abel Stast AF  XMLSec#
OpenSSLI7], GnuTLS[R], NSS[9], MSCrvpto[10] 52l 943
st Zlo]lRE 5 Atolo] NE 44 ANE Rast gl
XMLSece LibXML2[11]ol 79+ & C <lojs g
XML Stzgh efo]xefe]ojr,

W3C A3&84 Algle] AbE® HAESE = Merlin
Hughes®] merlin xmlenc five[12], merlin decrypt twol13]
53 #Ho 22l XML B o= A4% phaos-xmlenc-
3(14) =712} ol ek

W3Ce XML 943

slojt}, wl A Ate]

=51

= 2 ] ‘E";, & e o 12

o FEAE uEksos Fdty] ffek Aol of 7]l A
AbE¥ HAEWE ZSoAis doleivt o)n mA¥el <)
om g %z ¢a 53 HAEWHZE AFe] oha
s} e e ANEE & glvke 59 o= s XML ¢®
s ZF20d HAE ot v et daglfel 2348 A8
= ZEATEA Alzﬂoﬂ ApgaE7lol v FREA oY BEE
G Aol XML 453t T2 Ay g7 &5
Eo e 23E AU 5 iz FEE o Hoaew
7t Agdslojof g B ool ool Al
Szl HAEWEHE YAdste 75 E 2 Ald B
= Nacia=

24 XML TXAAHE TEEEN AlY
L‘,}E Red] Oi;r’-fi XML 4 /L}Huﬂ E%X
itk XML A=A H[16])-
F5p7b 2 E9a XML %
A dzpAg ol XML 65*4 91 fﬂ
olrel o] FA violEof gt WApA
¥ odlelEell hajA dloly aé & )
A T HeblBE Al ook <ik 2>+ XML #
AW EEEA @3 e
XML dAMY 2F FA4 FollAl RFC3275{(17]% XML
Az o] 2ok §88 v FEshe] Ao A} ¢S
ek Al A, A hl—‘s dnEFS FATE FA e
RFC2807[18] & X’\H Az 2heiure] 2] W, A3
WAAM, XML M WAA s e §8 2Rl 47
e, H, &AM 55 vt 9tk RFC3076[19]&
welgog FHatxnt Held 5o ¢¥4d gdoel M=
ek A ghol Aol EAlE sidsly] g8 ¢ B F
253 7

= o Aojdol XML 1.02 XML ol § 7t

|
o

f
2
{olo o%
ky

i
e

rLi}:

-
o
-
i
LY
olr
o
)
=

ML =%t HEE 210 EESEdE AlgeE+ 78 437

CE 2 IETF2l XML HAME EEEM

ret
ot

IE REE

mUZEEFE| RFC27% XML M99 #+£3 A7
F | RFC3075 XML A9 FEat A2

el RFC2807 XML A% 2-A}ah

e RFC3076 A7 XML W2 10

T

Aeld XML A3 BA 10
XML A XPath 4€ 20

f5l= BAe Aoane EME WAskA gotie

& b XML A4S 2E
A Ao B ApE <E 2o yehd =ZER
RFC3275 XML MH9 &3 A2 A< B4R RFCS
‘RFC3076 A7+ XML', ‘RFC2807 A& Q7AFF A0 A

Qg HE 9AE BEoR EE $RS EFT XML
3 s

> N 2o

ANEy A EHow gaAEES g 9
2 AFEonE Eduta AY WS skl

A el gdue Agel e 5 XML A48 8
FA%4 A9l AgE PEe A8 Aotk Ed XML
Gas AF BEATHY AGS Astel G AT
P el 2HY HEvEHE A48 AHse PHEE
XML A7 el A58 A1g wgozny Agsan, ¥
TN 53 o A e dxsel Wd A5 A

3. XML 53 BEHEY ME

w dollM= XML st 7 2 AE A 2738

vad gEek AFe XML ¢Es ke %o V)5l o
F AR AREEE ANETh (29 2)= XML 9%
b meA@ds Aldeks e mAs Aol o)A
AT o] Fojrhe REE 9 EAE FRow
=23 V5o £EARA Ak ARET steg s
& olgshal gadt vlgel REAEY Ak AdETe
=08 V5E olgste] ¢rast Al dnE g @
A XML 9ogh Alwel EFHTY Ak (29 2)9 9%
LR A zef o] ool % Zu A~ XML 58
AEel 523t 7lgel BRAEY A4 daE doind A
g atA el e AdmTe] 4¢d XML ¢Est #4
B 71 & ol sl AT oA YHE EXE A
g Y 233 e :

o3 o st 94, 7 AR o8 HiEoR E33E
s paAs A Frhet XML 928 v 2E4E



438 d=2NcIS2=FX C M13-CH M4z=(2006.8)

XML =235t 059 HENEY XML 258 Jls0 EEXEA
=) M
[ we A% 3x1ss) | | A# 3% 3E(Ss) |
NE T HIE
XML 258 44

-

NE 20 & 433 AE 210
b 230M

4 e (29 29 B% ZuAlas go] o Foln.
WA AR 3 Fael 2 A da A%l duse
oJEE AATA o2 AY mrel dUste EFel 43
A GEHE et AnE Rad),

T

F{

<EncryptedType> ¢Hlli= <EncryptedData> dAHE

T+ <EncryptedKey> AW EZ} Yeld 4 glon ol&
T oUEle = o ® o) dyHEEe] o 7| uE

2% 4

g gtk g3 EY Y7 deiES =g dE5T) o
o ARE Uil “‘ﬂﬂ*E dzs % 153 ol XML
P& Tt A7 d HEolth GIF H
A XML A ¢toll vehtE 7

ol
~%ﬂﬂﬂ@u&ﬁ%%i%%k“”1Eﬁﬂﬁuulﬂﬂ
® A3 XML B4 ghol EAeh: AL ofv| et
=7lel wiet e dagd doly &2 sy 7
of U@ %ss S Aol Bad 7 AR XML 444
BlX J1%e dAdEES skt Yol o

o
o
| mg
o
N
41 2 e de
fot oXe i rlo

,d
fd

&
o
2

S

=
42
e

4
RN
oiN

o

—_

He 3143 323 e
A& }\]ﬁ‘lﬂg—ﬂg ‘3% }\]?'5‘4801—%_% 1=3 H_‘,_ XML OLE
w8l 7|53 4z ‘th T8 9 °l°ﬂ wk
o

(E 3 XML 458 EEXEHY &5

Bl

H
iy

Ad e

<EncryptedData>

<EncryptedType> T4

<EncryptedKey >

£ 5 (CipherValue)

GE el AA]

% % (CipherRefernce)

ds:KeylInfo

enc:DHKey Value

ds'KeyName

sl=7] R

ds:RetrievalMethod

RefrenceList

EncryptionProperties
AgreementMethod
ol % 3 :
g5 A 7Y 2 ?%}(Encrypt?on)
& % 8HDecryption)
sz TRIF'LE‘D{ES
obe] = AES-128, 256
AES-192
7l 4% RSA-v1.5
a3 F RSA-OAEP
7} o} AdmelE Diffie-Hellman
TRIPLE-DES
437 3 AES 128, 756
PR ok ’
AES-192
WA %o} Sl
obre)Z SHA2%6

SHAb512, RIPEMD160

A E9 Avs

A AA At

e AT

base-64

° 1o
}qu
Soty
N
olr
>,
ol

)
N
o
W
oo
)

2
3

e ko2 1o
o=
o
o
« Jo
oft
Ni

H

oot
i1

o
-0,
2 i

R

N

At

=&Y

=
o 2
s
2
o
i) ®

o
ol
ok
&
iib)
=
it

4. XML =3 Algi=7 78

<% 3»9 XML ¢33 &
FUL 714t

T

> ool @
i)
i,
il
B=)
T
k]

hu)
~N
ol
o
2
S
o
é v

g mlo
[ad

SRS
e
|l
kU
I

—
rlo
)
>

—~

B 2

fo 4o fol
| e og

N
in
%
o,
>,
e
4

il
=+
e

53t 45 AY 75
AGEFo A=

sha ek st

44 7)ol

B gene

041
N
:x::\
1,
=g
oz
ox

p
Lo
>
%
ot
i
o
i)
o
L2

F hae] BaENY B4
1

a5 AE gyl e

Fjel ehds 7R

Ok
BN
4
@
™o
=2
fu
e
BN
ol
ol
2
N
24
o
o
Q0
2
~
il
g
Ao,

X

O
ok
. 2 T oo

Ag w8

. R

-

T 2ol oo

o
[»

: 9] A BidE XML @3 #4
ohhn A5 sl o PRt o
o HAgHom 2y HE2
ot XML 4358 AFe &
¢ 4 Qe dosd
LMol HEEA T+

0@ > 92 oo ook

N
& o o

[ i



~0 N |
-

o

)

A

ol

i

il

N

pred)

>~

L

e

Lo

>

2 4 =

=

)

O

2% ot Yy moax K

><
=z
[
e
ot
@
=
o
o
Rl
rot
FH
4
il
ot
0z
>
not
H‘\
e
-4
o
Ny
[@%)
w

DTS .0 42 223 4% N 7S

g BIFE IP4W Ty I . =

summ:aau\ L S T . oG53 A5S A AP e Hus 3 2y
e ‘ Wasls @A F ARe 5 Qe s A 28

*THBY 4G

3} A9 7)soln e s d¥ H53) A 7ot
b i A A B3a e FAAE A9 shigl B
bl 4
R e e i 2 Bizaty 1 ARE wudcth 553 A9 Fo Hx
| szenanan s | edeld 2gylo] iz AFFZES BAst (29 )9
® TripleDEB-cbe ) AES128-che G AES182-the ) AES256-che | Zo] ¢ HEleAE ARE ged 4 = BiudE FHA
S } vt (3E 49 A oA

oA 'O’ HAENHA £
dsKaWValue [ dsKeyName []dsRetievalMethod (] Encryplediey i A] & S} b o2 A-]:xolz—l e 76’]%—_5]0)\1 g _% L’}‘E]('LHUq rxr - ]
poi

ia
(] AgreementMethod [] encDHKeyalus [ Referencelist [ EncProperties | JLE

. Foh NEYEe] ofd g et

S 7 ZRUDAE 4 %}‘Q— E“i—}_qlki_x‘:: Eﬂ_j_\‘E—_‘ﬂ}Ei E’_—%O] %0—]0]“ qE“HE]
R S ddsle 1 kel Solgls RE AdEE AN 3

(g e i aolsta 1 Ae (17 5% Lol mugth A Ao
[ i = AEEEe 2getn b daEdHY ARt #

Aslol, shaut e dgHen PeE Hasee)

Encrypt

—

2 03) N st MY Bt

tosoft Intemet Explorer

Ho# e 44a Ut vl (18 De MY & o
A ot Ay Bhwolh o
A wsh AN A4 AgEEe dsd wae d | ———
e, FuE vty BY 3§ HES A Age 7 T TR
a3t Yo TRHAX rAAX B Fo & 7} 191 23 waae— Bim "
vy gre 48471, 458 2udES @ A —
gech. el dEle) OF Hue EGAY 92 e e L
Fows aun ddsn g4y £3 9ndE Ee S ——
F due)Z Fol shbn Aelste] AFFES T
). olel Aew ded APEEe BE eehs g f
26 WE U gt . = .
g vd 3 BEE
I et A%e Bas vEe| U e A (7= 1) 71 =S8 g =0
DA g A9 NGBl vl 23y HAEYY
2 Bwste Aol Badd), oF AE 44 75g o%
A we ABe Rebl g Aol A@ 44 7ol
= AREAE WA Adatad s BE AQgRs ‘
deisii, A4E dAEAY R gEde 2w S “°§:: | ;':
e gde gEse P 2@l gad ) -
Zo] garue s At Q98 44 715S Sato ST S——
B A BT LR :

£ 2 o ol F25 o) A au3 23 ¥228
K¥-AES256 Nust 1]
Zag o]fiz AF ILPEH ATolA st Q= R e ey Eg;:,e " o
NeEs rdste lAy 9] diEoly, w3k JF i 1 T
2 A8lanal s A §]s(}gL o] AlgtEo] 9lix A% HMH I
3 Hg etrieva T AR ust 12
17) Wiolr) A% sl A4 U gAEuy ) £
S o3k atdal el vjEHoR A A Leee
o gom oy ARLE Adugdr BE e A |asm 2 -
El] N



440 ZEMEER=2X 6 M13-C M4 (2006.8)

o
Q8
e,
2l
o2
folr
oy
B
N
&
o
e
1
_O|L
2

i
(o
ot
M1 o

2 > o

2 ot
RV )

o2
o =
o g o
on HT
R
o 2 © [m
e no
i) fob
> et
oo N
i) olr
rir o
uiss N
fols au
P
X
LI T
£ ;
Au) >
N sk
q O
i oz a
~N
hu
o

o o
%

I
off M x

S
R
e
2
o %
B
st
st
4

o2
ro
i)
It
=
AN
1o
Jo
54
rlr
>
a2
=
o i
=
=]
1o
=)
SH

EX'EE%&HOIFL
ox =
o T
Ho

o o |» o
o
ox
k1
1o,

e
ol
=
ol
5
v
r
)
oXx
32
ity
~
o
==

i)
r

rd

> o 4
2z p R
2 oy
mg }Oi':rl.l_ﬂ
L o>
R
2 Mo
T 4o o2
oy
|o
oo H
N
=
o
v

ot
o %
i o wm

tio U )
i
FiN
2L
?{_j
0
g
> 1
l-oln
Ho

4r o
2
)

o jm
3
ofN
L
24
o
o
>
o

UO
fo
«w
~N
ithe
o
&
o
Hl
%
o3
N

)R XML Az

»d o 1 ot
1% oldel FA FRAY AFEe o
I

2 o
N

oo x
M N
RN a )%

2

re

ofN
o

[1] XML Encryption WG, “XML Encryption Requirements,”
W3C, Apr, 2002. http.//www.w3.org/TR/xml-encryption-
req

[2] XML Encryption WG, “XML Encryption Syntax and
Processing,” W3C, Dec., 2002. http///www.w3.org/TR/
xmlenc-core/

[3] Decryption Transform for XML Signature, http://www.
w3.org/TR/xmlenc-decrypt

(4] D. Eastlake 3rd, “Additional XML Security Uniform Resource
Identifiers (URIs),” IETF RFC4051. http://www.ietf.org/
rfc/rfcd051 . txt

[5] W3C XML ¢33 4384 AF, http//www.w3.org/
Encryption/2002/02-xenc-interop.html

(6] dAAL A AFsh: XML 453 45884 A8, hupy/
www.aleksey.com/xmlsec/xmlenc.html

(7] OpenSSL, http://www.openssl.org/

[8] GnuTLS, http://www.gnu.org/software/gnutls/

[9] NSS, http://www.mozilla.org/projects/security/pki/nss/

[10] MSCrypto, http://msdn.microsoft.com/security/

[11] LibXML, htip://xmlsoft.org

[12] merlin-xmlenc-five.tar.gzhttp://lists. w3.org/Archives/Public/
xml-encryption/2002Mar/0008.html

[13] merlin-decrypt-two.tar.gz http://lists.w3.org/Archives/Public/
xmi-encryption/2002Aug/att-0000/01 -merlin-decrypt-two.
lar.gz

[14] phaos-xmlenc-3.zip http://lists.w3.org/Archives/Public/xml-
encryption/2002Mar/att-0052/01-phaos-xmlenc-3.zip

(5] A&, o] 84 “XML A4S AFe £F=434 A3 by
277 AR BT ES| =51 14(4):3-12, 2004.

[16] IETF/W3C XML-DSig Working Group, http//www.wS3.org/
Signature/

[17] D. Eastlake, J. Reagle, D.Sole, “XML-Signature Syntax and
Processing,” IETF RFC3275

(18] J. Reagle, “XMI. Signature Requirements,” IETF RFC2807

[19] J. Boyer, “Canonical XML Version 1.0,” IETF RFC3076

[20] IBM XML Sccurity Suite, http://www.alphaworks.ibm.com/

tech/xmlsecurilysuite

X st L}
il - hannac@naver.com
20043 o]t A akel a8k}
20066 FHelAsn dgd HFeH
8} (o] 8HA A})

Lok EY A Bol

of & =

e-mail : thee@sookmyung.ac kr
1981 A&ign At A (gAh
198611 Washington University th3rgd
AFH R (o) g4 A
1990 Washington University tl3hd
- 7 76 781 7} (0] shuta})
19909 ~ A 5o JRrastr w4

ok A3 E, dle g 1t



