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Design and Implementation of Access Control System Based on XACML
in Home Networks
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ABSTRACT

For activating home network, the securitv service is positively necessary and especially the access control supports secure home
network services and differentiated services. But, the existing security technology for home network seldom consider access control or has
a architecture to be dependent on specific middieware. Therefore, in this paper we propose a scheme to support integrated access control
in home network to use XACML, access control standard of next generation, to have compatability and extensibility and we design and
implement XACML access control system based on this. we also had an access control experiment about various policy to connect
developed XACML access control systemn with the UPnP proxy based on OSGi in order to verify compatability with existing home
network system.
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grant codeBase "file:${java.home}/libext/*" {
permission java.security. AllPermission;
A
/1 Applet security policy
grant signedBy “hylee”, codeBase “155.230.106.77/download/Applet.jar” {
permission java.io.FilePermission “${/}etc${/} hosts”,’read,write”;
|5

// Default security policy

grant |
permission java.net. SocketPermission "localhost: 1024-", "listen™;
permission java.util. PropertyPermission "java.version", "read";
permission java.util. PropertyPermission "java.vendor”, "read";
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CE 1> XACML HTH|0f &=

<?xml version="1.0" encoding="euc—kr"?>
<Policy>
<Target>
<Subjects>
<Subject >
<SubjectMatch Matchld="string-equal”>
<AttributeValue DataType="string”>Administrator</AttributeValue>
<SubjectAttributeDesignator Attributeld="role”
DataType="string"/>
</SubjectMatch>
</Subject>
<Subjects>
<Resources>
<AnvResource/>
</Resources™>
<Actions >
</Any Action>
</Actions >
</Target>
<Rule Ruleld="1" Effect="Permit”>

</Rule>
</Policy>
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<Request information> <Request Information>

Subject | Resonrce [Action Subject | Resource | Action
father |PLC Light! On Son | PLCLight|{ On
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5.2 Policy Reference
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<Request Information> <Request Information>
Subject | Resowrce | Action Swhject | Resaurce | Actien
father Audio | Pause mother | Audio Flay
1t t
l anemd In case father
7 permit (Pause)
UPnP Proxy In case mother Audio
7.deny (Play)
2 request 6.result
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<Request Information= <Request Information>
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father | Audio | Pause mother | Audio | Fly
Liransmit

In case father

8 permit (Pause)
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