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A Lightweight Packet Filter for Embedded System

ByongKwon Lee" - Joongnam Jeon™

ABSTRACT

The advance of computer and communication technologies enables the embedded systems to be equipped with the network
communication interfaces. Their appearance in network leads to security issues on the embedded systems. An easy way to overcome the
security problem is to adopt the packet filter that is implemented in the general computer systems. However, general packet filters
designed for host computers are not suitable to embedded systems because of their complexity.

In this paper, we propose a lightweight packet filter for embedded systems. The lightweight packet filter is implemented in the kernel
code. And we have installed a Web-GUI interface for user to easily set the filtering policies at remote space. The experimental results
show that the proposed packet filter decreases the packet delivery time compared to the packet filter designed for host computers and it is
comparable to the systems without packet filter.

Key Words : Embedded System, Packet Filtering, Remote Control, Firewall
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