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A Tast String Matching Scheme without using Buffer
for Linux Netfilter based Internet Worm Detection

Hukeun Kwak' - Kyusik Chung"

ABSTRACT

As intemet worms are spread out worldwide, the detection and filtering of worms becomes one of hot issues in the internet security.
As one of implementation methods to detect worms, the Linux Netfilter kernel module can be used. Its basic operation for worm
detection is a string matching where coming packet(s) on the network is/are compared with predefined worm signatures(patterns). A
worm can appear in a packet or in two (or more) succeeding packets where some part of worm is in the first packet and its remaining
part is in its succeeding packet(s). Assuming that the maximum length of a worm pattern is less than 1024 bytes, we need to perform a
string matching up to two succeeding packets of 2048 bytes. To do so, Linux Netfilter keeps the previous packet in buffer and performs
matching with a combined 2048 byte string of the buffered packet and current packet. As the number of concurrent connections to be
handled in the worm detection system increases, the total size of buffer (memory) increases and string matching speed becomes low.

In this paper, to reduce the memory buffer size and get higher speed of string matching, we propose a string matching scheme without
using buffer. The proposed scheme keeps the partial matching result of the previous packet with signatures and has no buffering for
previous packet. The partial matching information is used to detect a worm in the two succeeding packets. We implemented the proposed
scheme by modifying the Linux Netfilter. Then we compared the modified Linux Netfilter module with the original Linux Netfilter module.
Experimental results show that the proposed scheme has 25% lower memory usage and 54% higher speed compared to the original scheme.
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