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Integrated Security Management with MCGA in [Pv6 Network
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Hayoung Oh" - Kijoon Chae™ - Hyo-Chan Bang™ - Jung-Chan Na

ABSTRACT

[Pv6 has appeared for solving the address exhaustion of IPv4 and for guaranteeing the problems of security and QoS. It occurs the
unexpected new attacks of IPv6 as well as the existing attacks of IPv4 because of the increasing address space to 128bits and the
address hierarchies for efficient network management and additions of the new messages between nodes and routers like neighbor
discovery and auto address configuration for the various comfortable services. For the successful transition from IPv4 to IPv6, we should
get the secure compatibility between IPv4 hosts or routers working hased on secure and systematic policy and IPv6, Network manager
should design security technologies for efficient management in IPv4/IPv6 co-existence network and IPv6 network and security
management framework designation. In this paper, we inspected the characteristics of IPv4 and IPv6, study on security requirement for
efficient security management of various attacks, protocol, service in IPv4/IPv6 co-existence and IPv6 network, and finally suggest
integrated solution about security vulnerability of IPv6 network in considering of analysis of IPV6 system, host and application, IPv6
characteristics, modified CGA(MCGA).

Key Words :IPv6 network, security, CGA, MCGA

.M B & F&ste] B2 59 o]5AE, HdAE 5 Post-PC o
. S e ol QEYl & Ao e FiAug EAE 2B
128 MBS FAAAGE AHEaE Pvee AA QEY IJ 4 . 1% o:ﬂ Cj Tl T
= = T o= P A= X} Ol 4] 3 ol k22
2 FEAY) A A BRH AewA FRY Fagn 0w HAEE AAHCEY Z2ESlt1234] a#y
T Z AA T AFGAISPIEC] AA QEYl FauA
% This research was partially supported by the MIC(Ministry of Information IPv4e] 4028 ZH FaME [Pv6 Fa449 &
and Communication), Korea, under the TTRC(Information Technology Research 5 —_— o L =0 FAl Lo - S
Center) support program supervised by the II'TA(Institute of Information = Ul‘l‘t O] T 7 ]*1’:4 IRz }%ﬂ}fl ?_Zﬂﬂ' H o X
Technology Advancement) (IITA-2006-C1090-0603-0028) and supported = o orol ] o 5
by E;RI(ElectromCS} and Telecommunications Research Institute), Korea. gol Az A A=A g %L, k4 IPv6 HEHA 34 °f
T F 3 dolgelAvatn AFHT M4} Aol FoRo o} WalE 95 ol § TLALE) 5
++ %_}di]%:ol:(ﬂo%/qmﬁl_j 74 Eﬂcl’i} J_ll'}‘:‘ 1’] ET‘—_‘——| L]. EJ_— ,_}E}E _l/]v(?l EI_ —‘—'—?_ }‘ooﬂ EH J.— ?i
SRR I b ’°i:r“’l AT T7F A2 ZHA sk Ho
trt X:* 3] %?fﬁiﬁl}%ﬂ‘l"dﬁl"! TEEedTE B bt ]uL Ml el =20 <lols
EEHS 20064 59 309, AAeE 1 2006 119 69 meEb ' =R M IPv4st IPv6e) EAS otstar



28 JEHMeES=FX C M14-CH M1=(2007.2)

Pvdol A 539" FAE 84 2 24 A2 ZE Pvd
oA IPv6E WA AFA 54T F A& tdFe 34
E EZHdAy B BAE u#HIte Alad SH SAES
o ZZ Al £, IPve EAYE W, MCGA (Modified
Cryptographically Generated Address)E &3 IPv6olA <]
2eA He BYE Y AL tsHtE At
B =2 ugsd g2 gAR FAH ok 134 A
2o o]l 2 M= Pvd/IPv6 £ L IPvEol A2 B
o Hok B H He BAE mETr 3FAT IPv6
Mo Z&A9l Hel AYE YT %@@o EHQHLO}O A

2. IPVA/IPVE BT 2 IPUBOIMS RO FHUM
B4 % HO BH 8

2.1 IPv4/IPve ZEratolla Lt
o} x|k
2.1.1 IPv4/IPv6 EgolA] FApet
IPv6 HEH AT 9738 PSecs
& AFE = dr FA PSece 7] #E] H A4
EAda ojggol vl wWiel oA dAdstE7] of
wgbd  IPSeco]l vk IPvdelA uehd U
(Sniffing), && A& &2 (Application Layer attack),
) @& deole] tiute]2 FH(Rogue Devices), ¥
2 (Man-in-the-middle attack), 8™ ¥4 (Flooding) #3
& IPy6ell A odE =4 & ?‘#Oﬂ et

_‘_‘F'B.OHEE'O.u
£ lo

r\l
o ol ofN I

2.1.2 IPv6llA MEA T8¢ 34
7 AAEAL 37
ARG FA L

A (5.6,7)
(Reconnaissance)
FA7 & AP A HA FEL

2 o] 34& 2Add 2e qEE qEgD $47 Q4
A E= FF BAZ FE 23499 doly 7 94 9
29 pE FYUT [Pvd, Puedl A 244 2 wold 9%
2 TEW AAYA FAY 54 <E D9} Atk

w H7F 4] ek HT F4(Unauthorized Access)
8|7} W] ¢he Ho FEold, IPvARRH A&
A% A& (open transport policy)S o] &3}

o P ZEEZ Ak

==

o
o
o

[o%
> %

rforf do no
fols
do ol g W e

a

Y

)

z

>

o of ¥ m oY of
2 o
= o
> 2
O
ng
%2
Z{o

2
rl
of
i

o}o#e 23 9 s 34
Fragmentation)
dHgh Fn 2342 FAX EYA HAY "R Al
glojut whgle s 22 L]E—ﬂ A Hk vlrjol 2o AL
7 MEYDY F& HHow FAG] Y5 AL
2 rh IPv4, IPv6°ﬂ*1 %El R A
o dHEgy sy 23 349

(Header Manipulation and

o

[e]
dgde 3

_.Vi

48 =
SR

F79

A BR IPva IPv6
o E S B B2 | wn | #He
= 2| i s e =7 =2
NFBEA B2 | BLE | Puos SEE T 2 2
s N
(Pvd) -
1 A OlE U edgefiel B2 | Rl | B2l | AR RIAE sAES0 FAEHBE = US
(Ping sweeps) MH|~EE DNS ‘7“ 1
ST e mgjrmz
2‘ j:E /\EH == AN
328 Yy Y
N =4 g F HE w72l | 22l | 1.2ARe CIEm o~ D HE 0l Folote B F5
A =3 U SAE A HHE
2,DDNS2| ol € Brglel 2HISS - I8 FHE
J1e5] HE Fa 0l | R | Bl | LR - TEEY 5 U BE T4 B20] US0E
g ETSD A OFE L =2 ANY0I HE T
ArE
2. B2 -5 H Fa B AWSROE LS {E
HEYIA S WEHE | /el | 22l | 1.BAR-IEE 42l Od FEF 0|85 &
Z gt FEE EEE Y = ANUSZOE RE/FF
ourgd 2.Ethern Mol 22 0185y interface
S
A EE PE 221 | 2ol | 2™ EW
AOIE 22 ZEFA | RE B2 | BARE UIEN 2L key systems TSN ST
E a0 AME = 2 Slaxt all rovters — FFO5:2, all DHCP - FROB:3)
EEE ICWPvE g2l | 221 | PvHAES CHED 28 ZHO ICMPHIAIKIZE S It
Ex) MD ICMP, Frd, packet-too-hig




Pve HIERZ =Z0IM MCGAE Dol SS& QI Hotate| 2ot 29
(E 2 871 YA $2 H2 34 22
2H £= P4 IPvb
i & 5| ol | e
SO A = ELYES #7d | =2 | 1EE
o e | q== éi
— o 1. Laverd ==
AlLs 2.0P AL IPve AR U=
(IPyd) 2 Layerd Bl EI2IRICH =
| R Es AM s S —
=256 B2 | & =24 sl
(e 242 H04) W2 255
2 28 g4
[ChIPYE 72l | 22 | PvBHiM = Pva } =8 IChP 2HE 0l 27t
2 FfAE TA F | B2 | A9-ATE ZEBHAED IPveY Dlss2 SE E
| Hof Gz HFt Fol | B2 | UEIF HE ol HAE IF A
W s nEkHLt s D“tHCﬂ °l FEH
AUE (masq )
TS HEY Fal | 22l | IPvBe] WEMHE IPvagt THE IPvE ICMPHIAI R 2F 2E
HAEMARES A4S =28
(Z 3 3| =% ¥ EHES 22 2
=43 37 Pva IPv6
sHE =2 | ol | He
2l | #eal
Fa ) 22l
IFVB2] 4 WTL =22 | 8
{rnaximum transkation
unity= 1280 octets
(RFC 2460)
AHSENEE | s2 | 2a | PE2IR AG HHl ete s 5 W2 HE
T HCER 250 4dE T2 ES(TCR, UDPIO|
BRI SH L Obs
=, 01EC 46 T2EE U IME BP0 S
(E 53 4 AB0Mel 2FE 34 AE
24 ER IPv4 IPv6
oy ek BE R 23 | gl | "o
3. A0 Me dg zeE IPvG GHlE 2FT 22| | B2l | ZRHCR RHAH TTE S A P T4 8
(Ingr: { Globally aggregated nature of IPvE addresses)Z
AzEd 23 = 2l HEHINA 2% TS 2F0l HE
P46 45 A% T 72 | 2Rl | IPvBbiAE BEIH0F St subnet?] 32|71 I
+ 23 R WS
SHEIH= LA PR Az
TEEE =3 T:’ﬁT?i_E!
CHUst B2 E H3US 72 | 22 | SIS0l AgEE S0 BN P s IPvES @
BH2 0IZ5H0 O P HSE SIS Bl ==
EEE
v F4 2A ZZEZ(ARP)Y 574 SAE A zZg Ul BEREANAE  FE 3ZH(Broadcast Amplification
E%(DHCP) 4 Attacks - Smurf)

T4 A4 ZEEZ(ARP-Address Resolution Protocol) HEEALE S5 342 44 hnd F4E 94
I 54 sAE *e”%] 2 2 22 (DHCP-Dynamic Host Ao FAR AH Y9 HREEAAE FAE EHAR
Configuration Protocol) ¥3& ZAEY %7]8 T AU} -84 dAAE BA, R Yl Ao BE Fd TAE
S2EJ ASS 98 FoEE dulo| A2 FIstE s B e &% F A4 FAE I-3HYAR $HE
Aol IPv4, IPveel Al TAA 2 whojz} 9148 1e st 7] wjiel A sAAE o Z-wlEte] WA Z 94
ARP and DHCP 249 E4% <% 5>3 2T} WA HE AHl2~ AR FH(DoS ¢ Denial of Service) &



30 AEMoIES=FZAC MI4-CH NM1E(2007.2)
{3 5) ARP, DHCP 24 #H¥
Threat Pva IPvG
Analysis EEE] EEEr 221 | wo |g9
ARP and AR, DHCPO | = TP 23 OFS 22l | #2l | DHCPOIZE T4 RIS 27 21592 Ml HRIE
g2 AZE {Autoconfiguration)
DHCP Attacks | ==8tiissis -
= g EQRc | 012 24 22 Feb | P2 IPv42] Broadoast® £3 ghe ARPE 7|
= ENES: (MD - Neighbor Discavery) SE SUHI IPYB AHE DIZEHNDIAl LAIE
" HIZE= multicast® R
e FANME LBWAN 252 | Rl | m2 | BAUE FeTL NS 4T OISE ABam Sy
Ol & & =2 B A =2 =
012k EA5 FHHLE ;\t%\-gﬁ\égge JuHuWU’Qéﬂ Hug E2
(6 BHRFS] MAC) 2 Eras
ZEHUEHI B2 7 0l 4 MM AFE fol | BT | DR EM A BT Ol 2 MR Fo e
S hs 2 CH2Fer 21 2 2D HIATIS0| A% E & CiHiol~
ol DI EM 4 REE YOS B & US

(¥ 6 EEDHN2E X 34 2(d
Threat Pva PvE
naysis S BIS} o o HE 249
Anal e St ma 2= | 2o
SRoAE ICMPYE e = Peatll s MDY 2 SH =S ICMPvls
Broadcast S0 ot=s ! T B NS floiens 25012 gk nser =
Amplification HeU DUE S \Uivam IGhDAqP}.txr:u:l rum&wgﬁ% Ij‘f% Pgéﬁml
= SNl Z2xks 0/ UEY =50 § S0 56
Attacks (smurf) W=D HAIA] 2 SUI2! packet Too Hig.
‘Parameter Frobler’ S HAIR S 2120l 22+
S5 VPGS AR S S HURS AAL ol By
ZHEEY 22 PENAE # &R B2 Ky
2 H(Dos) B2 143§t
TEREE CBt0| 29 2kRE T 2D ¥ Chass
2H, BHNS, N&, RS, Rd) HIATI S 28 ai
PIRE Hee 2T - 2
Aolt}, IPv4, IPvell A FAA 2 Hojx i3-S nefd B 31 AIAR EHollMe 3ot
ZEALE 3% FA9 54 <E 6>3% 2rHE) NagZRdae] densre be (29 Do 2o
A, el 2% —~ N
goy FAL YEaY EfFHS deEiAYy ¥k A G%—?—i) 41:;%2 ';“E‘i@
AR 23S wE FHLE G PAoE HefEed|, \J<\\i /\N
oY 74, 34X 458 A2 A dF, HEE A i
By . Ho1o #3
SE dAA AA T HAE o]&T F dorn 49 T -
AAT FRE AGHE ZREZ n deg ST R
Lk - T | f
N A wng\/"g
\é;&:;zy -
of. olel 2o} ¢
nltolEiasl We oE 2o IP VEHAA o M F IPvé ICMM
w = \ o - EXY £
o g FH2F IPv6Y IPSeco] jJ"7} Hol ReVEE&
Azt strds 498 28 F e &8 A \,.G;‘ { aag m
34 % S
(T2 1) AlRE MMl 2 et
3. IPvedIMel &0l HOF AZE AT SEA
ol g ot 3.1 AYABA LGS o83 B3P
AR 262 Zp YEA 17 ofide] HAEM v
IPv6i IPvdel vl B2 #Aed Aujxg AFHFA EQA AA fAste] e Ht HPHERFH UH
2ol M Ammgtso] sk Rt Fawe AqRE o AL HEsE Ko AL Hgshs Ayt
F7b AAAT oA IPvadl 4 ME BT TRF T o) vERD A% A4 2ud 2949A29S 1
AE0] w257 drh mebA #eEae A" S0 Pv6 23 ALAZY MA A% AAIJEA A", LA Z
Z2EZ AAE 54 FET 2o e uEstuA S8 dd 54 5 oY ATl 4T 4 slen, A
JARe s AHA g 2R EAd dojeHe 1% 2 02 AFdA £Fstel 284 F= Ut IPv6 AUA
FA4 B RN l%—%ﬂ?r% MCGAE AH8-8te] H& Al 2gl e [Py4st ZeH oz BUsh IPvert HWA
ZE Beks Aws] FEAQ] #YE SFolorh B ~E WA

=
s
N
[0
=3
sl
ol
1>,
-
<
<
i
>
N
ey



24
ol
o,
rlr
o
rlo
e oo
20 ofn

S
=
fo i
I~
K
o,
N
olf
Y
%
ol N
B
o
o

e
=

im
4
-
o

:
B

>

i

IR
5
=
@)
-

24 o
%
=
2

el i o

s

flo

ol

i

o

e

b

_QL_"

“(_:‘:

QL

o

=

9 3

= o j\‘-l

Mo o i jm
e

(1) IPv6e] F4

o) TE & IPve TR sje] QEsol2d T
G40 NEHRE 9 Faws pedtel wEeld
e AYAEA LYY GIAY N5 S0k
B Pv6 AQARA LY e ZEY Fat HE
fu ga 2gFad dadE 9Ee e An

B A el HEE Tolopdirl,

by ]S FAAERA (stateless address auto-config-
uration) : SEH FUNAE Fihe S$E7L F03
Zg~xRe [EBEE EUI-64 &9 AdAS ol&
sko] MAHI BUI-64 48 MAC F225FE
=g F 7] WE] P F4a9 MAC 49 3 Fo

Folsteh, o, YAATA 2D MAC F49 2%
ZEQY B AAT F glofebeh, AQREA 2
QolA ofnl uE dEGIAA 9% qEgaz
AEHE AR MAC F49 EUI 29 A%4
2 A2F # 9ot 4Roz IYHE F2EL A
gohs A9eE FaRust FEHoR 2H 9
oo}

c) DHCPv6 : DHCPv6 & AHARE fAshs T4t
F4A Z2EZo|t} DHCPv6 MHEL 4% sy
HEd gt SFefo]AEET} [AUdentity association)
ZeloldEEY BHE FeoldEE 2wty s
DUID(DHCP Unique Identifier)& A}4-3t}, DHCP &
goldEE ANE A4dT For) gle HAX A9
Mg sy 98] DUIDE Akt whebrd A9
AA]~9-e DHCPv6E AHS-3te] DUIDE 243 U
5 S2ERe] ¥ HES I TAES AFH0| T
SHEE dof gt

g AH P2 TG IPvdy AF F28971EG o
S fAEIER o AT B9 Pvadl e wel FoM
frAbettt. DHCPvG6E AHE-3te T8 ¥9dte 44, 2
A <€ DHCPvE BUHHY 3o Fa9 ods

[ %2 o z2

Aok Bk T 0 go F2AFHY B9, T
Ea

il
T

IPv6 HIERZ S0 MCGASE Edst Sl Hotite) yor 31

MAC F&l& 72

xo

I
s
Yo
™

Hg HAIAINS), [(

ps
r

IPv6 F4&, 22 MAC F4), (E3A IPv6 4, 544
MAC F2)E 7ML gl ol FurAAE EYHY 3
of gt} FYPHA~dle 9o F WAXE EYHA &
of ghol B AR FRI A HA ke B9 ofd
o AHE o)y B4 JdEZE EAslo A9 TE 7
45 AT F gk & AgAdA aEe 2E MAC F4
g 7H 92 PFAY o B4 dE WHaE LA
ofgit}.

(2) TPv6e] 23 A|
a) BEYINAE FA(multicast address) :
968 E ey $2FR5:2)9 ZE DHCP A
Blle FAFFE3)E 544 F42 ALEs)
A& 37 IPv6e] AO)E WS 72
FAE o)date] TAY ghgEH g
ol g X s AR T4
A AR e YR ERE
SEE VELYA HA

P o

Ag THY 37

il

ot
K
>

Ir
fd

M,
o, £
|m ol

)
[

7

o Iy rr

o,
fa
rin
)
o
oz X oo ob 9 o O fo B omdt 2 2 opet 2 opd @ Eorn

{m ;2115&
4oL
5=
ﬂ—&“‘
rl

ok

4

2,
2

e S |- A )

ol
Qo
e
e
A
ot
o
o3
=
o
el
=)

U5 IPv6

fy mo fo [ I &L T oa

e, o
oo
>,
u
~N
o
K
oit,
2
kS
o
o
=2
IS

o,
H
N
fo
>
I~
oL
e,
o
EiN]
)
2

=
<
(@)
i
B
e
ak o,
oft
zoljl
o
e
il
H
%

z2
b
(o3 FXL
>
>
it}
rlo

o
iy’
it
NE,
N
B
>
offt
e
o,
1o -
= e
fict
o,
N,
olf
il
m o
_g(j
B
[

s
=i
<
]
\
>
=

)
18
(=

ofo
:(x)g:
°
o
£
g
0
o,
1ad
il
(i
o
>
ul
I
i
=

ol
e
&N 2

Fau g3 AF SEARE T4

ZEAAE F4E M HAlo G

ol4 ¢k ®t,
b) AYALE F

oo I & |y g
o, T\u;
Ay i
o e ol

ofl
|o
ftl
o
o,

B
)
et
o
o
17
—t
o
=
D
1
@
-0
ofN
o
)
o
S
o
=

(3) TPSec (IP Security)

IPSec HEH L o83 A-¢ U [Pv6 HAA7} 435
gtelo} AFE7] o] YA A= gl Z42
Aols: & F glo] FAAE AU 2L 38
otk webr dEstd AR B33 & ¢ Je B2A 9
AUt Alsle) 43 2T 9 FAAY o AFsFe
AH(Authentication Header)?t 248 433} 971 A3}
tajaeo] A9 A= AWE J|xE Il g A

2

£ FEE &7 wEd A4H)



14-CZl M1=(2007.2)

gl==XC H

[=)
=

®/OT oMy T ,Z\w Oge ,Q OE
A TR OW M o G = zWuFﬂJ%_iﬂu
—_— —_— ~ o ] =~ : © )
= o 1ﬂﬂue_ﬂ%mﬂﬂ%ﬂwdﬂ R LR T o A
T B TR TR AT R Ty T RS s biuD Ton W PELEEL R
gy ® YR A ]mﬂwﬂiiﬂéﬂi}ﬂm% oy M)%]ﬂ.ﬂﬂ% T ol =5 9% % "
T A ql%ﬂﬂ%@ﬁrgﬂnﬂoi%% T e iRe o 2 X O EXdemoom W
5 ! _ G oF W T T K R = i} oF XX ol =
T i —_— —_— = K ~! L] = _ e ere ,C _— Ir
o T W, X T do W o TP s AE g ioww oy @ Fudzmw
om T O o8 = = mo np a- LN }L‘Hqﬂﬁ i o o — o Lt]q o A AN el
. _ ) ~ - ! o g it ,m_,u_.ﬁ of od N © fuy == 5o
e T o O 3 oo X F o ) TR ™ LT G AR
— R ) < DN oy X ew : L Ko
| e HAr ~o0 =~ o ﬂ Fe) 1_0l ‘M v _/L _ﬂx_vﬂ —_— ﬂ.l — oF s X ﬁ.ﬁ J_HO ‘D_l o _AU Of Jrn &l AM E#
o "W B N Mo o oF wo T ! _ T B iy © @ ~p oo o2 o) " ol - ™ ! 2 W R
S ol oo B T do = ~ o o 25 = T o Wy 5% | bl ot Jof |
B s K s o T W oo RGN T omy A = T o = o ™ o i N = Bl o % —_
o ! = Pt Gl °f 5 X E X o/ E3 froud o = ol
EO TR R TER® _etnz CEETy Took W N & o 7o T z %Eﬂzoe_%
o] ™ o mj ~ W T o oo ol B N o W =l = | s Mo
“lzasly  ETawhTd LR nToE ETaehkT TR . T CwWzub W I Y
B oy aF O e iy B ET = T B — A2 BB o © T U e
g =R Mo _ X = = el A R o Gria g ~ T o do —_= Nl — oF ok
Ao Ay W CHIY Mo oF — T W 8= 5 3 = | o = o sy w T ﬂ,ﬂ ~
e A U SCTN Ko T E B T2 o B W =B g5 Ry G
(g N = 4 o—l _~ Tl "R o_l < o VQ o Z‘t 3 o _ = oo ﬂrL o X e o o Of ot e X X
i Calc TIPS T ogm g By S — BT oaoE d e 0 o BK X
- it ) = =] —_ e =X % .mﬂ401v1m;w]‘ )
%%ﬂr% 2 o oTxiﬂﬂW%E% = . 7 ;W o= E op T X > — S K =
_ = ® T T ur N oA R il ol o & Nr B B o _
M oo 51 N = 9 o v Ao oo WY - o 0T W - o W AR iy = XA om —_ =
o o NS =0T | I X &3 Wa-E L S or T W oW "I e R 4 ald H T
Dok R %ok deglvue, Tl E = T2 < ) 2T w T T w
_ T . = il Wyl T~ My o G F o= i Woe w "N
T R e W u1@m11:;ullép 8 U R TR Wy 4w AN
™ X% inw%gﬁkvvﬁrmaﬁts Tx U 2y ¥ e o) T o oo d ST Eg < Dy
(R oo 2 Ly XXX R S R T A Wes  mems
Poows T ﬂﬂWﬂ&ﬂ.ﬂ%ﬂﬂVU. +© ouﬂlufz_w@&r ArmOES o ™ éAustuhEﬂoﬂm
f — i e v o ! ] =
SR wwmmﬂ.%ﬂmﬂfdr;:%mﬂﬁmm M Nl sxwz® -~ WA LY b
= o= T o B =T X = jul o i M e T = N\ R ook Mo oo NEA ~ oMo K o~ W W
KB MUFRRD .~ E ATV AT a o e s 8% g & = Moo T
N S B D oF A= FA SR WS Sevq
T EOR T % oo — No w8 = o
SRR R
— _— O M Prw_unﬁo HLLE
R R R - - ﬂs%%umo»wlzuxr%%_ﬂg o T
1A1A1Annﬂuﬂbtﬁ%o%a1uc T 1 R A 2 o o X b - T
W w T Mo T = 3 me XEXE ﬂﬁrﬂoﬂﬂi%_%aw& =" g5 Hma‘ol,x%a,ﬁwme%o A
T T BB o = o — - : B - 2
Hvﬂﬂ%kgewwﬁﬂ JMJUXM%HE_Eﬁ%QﬂM_ﬂrﬂvﬁE%M %ATL_L%%&%%%WM & 2
= _wn W W o w B oo LT I = Sl e e < 4
N o= B H > ) i - © FURES I ey o) A ~ Mo & O oy KON o M we W =&
O T mEIg MM N N & =m oK B O oW Z oo W — © & oLk
T o SECED- m B o o T w® o B . o W ) o el L OTJH,I =
N %%@%%ﬂ%}ﬁ%%zgwﬂmiwm wW%é%Wﬁa%Mﬂ 5 E
3 ; o ol LT T o] WK 10 = py e T
%%%Cxﬂﬂuﬁhommr o 9 X F ®mw® X g AL - Pt oo o 2 & =
=T s B 15 S~ S ) T oy m Ko N v B o =n W R S
— pa ' oAy o s 740.%oo_etuu]nn%%mﬂ = © o o W OB oam A o
o= W ‘ﬂmw_ EE o X% B S OnM T X = D ow \Dl ZT =B~ < iy 3 T ‘U_I e 2 T
=S 7 wp o ol o B 5 W T = oy N R e I N PN “
N & I < e SR~ SN O T T T %o = B oEK D N e T g 8
o A E T o = 3 W o 5 B Wom XC® oy o o Ho o o o W TR b8 8
zﬁzlmuuu e B S < T o A oex b oo oo R = iy = w KR =
N = T e P 2Ny s o ma_eﬁlxxiaa:fB#ai%ﬂ@ M ES .
avuza_mqiﬂ%ﬂvnm& ﬂ?%mﬂﬂném@%@@ﬁ&317r§%ﬂﬂulorA o S R I =
A — o] & No—n B i g | — O g i [ e O T oy w o BB B
= ) = o F oX AdE T W o 90 — o}/ e o W o5m Rk o N~
o X o4& ¥ 2N ® 1PA}LEMH1WOE1% T xEXTOT LT o 7 ol N ® o
TRV s VWE_S _xﬂgAI,ﬂﬁ_maﬂua% Mo g®@Ee xEX o N 1 %ﬂ%n
- WA = SRR 1 N < Mo Ly 2T m B ) N Jyw e A = o B, B o o T T s 2 W e oS
I [ e MﬁﬁWﬂi%%NHﬂ%iﬂMﬂﬁr%@#%:ﬂ%ﬂ%ﬁﬁﬂ%%ﬁo@mﬁm
L 0o o om K - T K o) ™ s & on T WS ° S B © . X 2
T o T oy oz W o .. Fo o 9| ™ g gy ow TR oy = o e do RN s
Vnﬁﬂjxlfdl%mn%kl o OO R T KT %%%%W%ﬂﬂﬁrﬂ%% Hk{ﬂuﬂ%
MxﬂaﬂoﬂgoLﬂ%,z o = T oaw W 6 A#A1H1Aﬂ.wﬂ_#o%ﬂoaiog;o;ou ‘..ﬁLINI nToTMEEE.«ouLtﬂo’@
LT LT paIx nmELRE RN N BB HE T R
GW“:o]ﬂﬂﬂme_/!utuﬂﬁMJLt ;ﬂllwimleﬂﬂuﬁ_l TH_L. Eﬁth,lxmlMoo#EW%mﬂoT:LHTMM]]L%_liﬂLﬂOTﬂLWN
V%ﬂoord;meM e = oo B T oo o %ufﬂ%ﬂﬂi.}Jlo*LoﬂeﬂomﬂﬂW.mwﬂuuwax7o -
WG 2 T T - B oM ool B e B W oo AR X ” 3
o) oLoa}T6EJ& B oy oy o ° = =
Emmzbmoﬂﬂ TR B =
~ = wm oo W Ew
o MW W Hm oo Y%

4ok B,

=
4

gt

A &4 (Destination Option)& 7}

J

kS

B
=



32 IPv6 EM 9 df-Sdkot
IPv6 54 Zulolxle] dewere (13 23 2o

ELY ESE
e Ye Ag

B 1PY6 ,,,..L

TEELY §
bisp v 229]

LBY XL EY fﬁ '\%% Y 4T
o 4 IPveFEL % . ‘
\ /
/N
ixllop fimit EE ;'}E o HsS {5
i Y B i ¥ :

3 ¢ 5 Mo

N

[

il

ek

oft

& =

_i <

% =

o 2

x I
o,

N e
>
rlr
o
s

o
oo Mo
j“L
&
ol |m
i)

ol
ok
o
24
iv

o |m
1
1

> do -
e
o

B2 e ox rE

>

rir

5]

)Y

=2

=3

[

i

of

o

o,

>,

>
ol df

-

ol & A to of mi
: 32
)
=
Ha
2

o Ly
oft
i)
R
rir
o
)
p‘L
~
ol
it
e
of.
Seb
of

3.2.2 BEAAE F40] Fo AL ARGl wh
IPv6e $AE dtolg U]

o
2

ol
-

> oo

oo o gl

O et

>
s
2,
[m
I

i

-

= sl ol Ho
> b
Do e

0 X orle
Ao
ol

e L ooff S

ot L 28 o m 4

1

=2

X

N

1o

p

S

>

oo

_0|L

Lo
I He

1

o]

P wg o2 Ry =Y E7be st stEofokdth

Fo0) She Fae) AAH A G2 )
Le]

g xgtolulA] &Afo] olgole} strictk, ZebolH
fo 3 AeAt 24 #4845 sy MEYAE
shedl ES oHA @ webd ZehoyA] A&

W MEH A7 2RE %

= AN

NP > ol

A
Rl

ob
iy
ol
A
(o3

o,

S

i

i
>..
m

|
|

>
fm A e oo
N
=

=2 4

& (H
ol
I
im
(]
2 w0
o
o
4
By
ol
rir
sal
i

[
2
oz
3oL
A
N
Xe)
iyl
fol
I
Il
4z
i}
s
o
3%
fr
Y
i)
o
ok

Pv6 WIERZA S0 MCGAE wodst SR =otite] Lot 33

yo

@ WA Wi dEdadAE e
= MAC F4 7|9k 24 F4E A
Fabe Edge A3 S FLE A

3.2.4 1A o|% FE (static neighbor entry) A&l

oy, viAxe HE
AY FRE F8F Axdd dis)

N

off My ofo il
o}

3.2.5 hop limit Y= ARge] W& &<t
TA0ZNE YEYI tnlelxd ZEEZ AHS BE
317] #138ke] hop limit& AHEaloksitt d& Eof, 71242l
1Ee enE 59 AlE 749 hop limitghe 255¢]t}. hop
< HFHE AAWEA fas] did A4dg hop
o7 ThE EYZ FXANZEE 9= AF

33 W= CGAMCGAE St tisetot

Pv6e] 128WEE &5H9 ZIi fuES Lkt
MACFAE 7|¥hez wEo|x & QdfHo]x MHER
FolAth CGAE #3207 IPveY 128H|E9 F4 £
Elglo] MMEE gzgleir ddd FAE ATsie
olt}, &Fx| ¢k IETFS] SEND(Securing Neighbor Discovery)
AAR 2FANM At 71E CGANLE FA7)1E o438 A

0,

SO

AXEE Ea] o Z(authentication) & AEaHFR T HA A
o] 7194 (confidentiality) S RASA ZEdtn AAdE 54
(replay attack) ¥ DDoS¢l 722 ZLFZAL uhx] Zgi}
whd (28 3)3 22 MCGAE AL ¢ z2E= oF
At oA Mulx @ o] AdE T4 AN AMux B
S Y3 Pve 7] E3E =l & ICMPv6 #AlAo] 7]
A5 AFera. AAE T4 2 24 Ava T, IP-MAC
Binding 543 22 ¢ 4% =& F U oA (2

o $£AAE WA 7] (symmetric key)E THEO] ICMPv6Y)

& 2fAe B e
B g Alat Al $a12ke] MAC address#td TimeStamp
74ate] IPv6T4h e AEH o] ~E A ste] G217}

T
4
fol
it
o,
ofo

7k MCGA 4 AA

MCGAE AAste d& U EY e HEy =g
YA (subnet prefix), A" 9 modifier, Fa LA
public key, Collision Count, MAC address, TimeStamp, <3
FTAE ] 98 FA<9 Mask Num$} security parameter
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CGA Parameters

TRETH@SE |

| 8oarce ~carens

(Sec) ©EA &7FAY & mesic) 3 AgH THE (2) 128 ¥1E %<& 7FAE modifiers HEU
o] $a WA e Mask ghel sidele Zole 4] Modifier:
5 e T3 | L Mask #¥ Sec 72 1ET AHE 89a8 a8b2 e858 d8hbS £263 3f44 d2d4 cefa
WEZEATIE modifiers 752 F=A0E IPv6 F49 128
HE F 640 E9 4] Z7¢l dEldo]2E 3 MCGA (3) Yol A w017 modifier S L EZ dZ o2
Zr2 AAEE ARE ohew o HakaL F4 Ak public keyst 3] A2 gt
Modifier:
(1) wA, (28 DollA Sec & Mask S A= = 89a8 a8b2 €858 d8h8 1263 3f44 d2d4 ce9a
subnet prefix® #elsic}, Public key:
Sec = 1,2,3,4, Mask = 1,2345, subnet prefix = fe80: 305¢ 300d 0609 2a86 4886 £70d 0101 0105 0003 4b00 3048 0241
OOCZ szl 3730 ...............................................................
....................................................................... 0001
CGA Generation
- Mosk1 (64 bits) = O« 1ot #if tHH 182
- Mask2 (80 bits) = (Ox 0000 0000 DOOO 000D OOOO itSec=0 16%Sec + 0
Ox fO00 1000 1000 OO0 1000 ifSec=1 16eSec + 4
Oxf100 100 1100 #1100 100 ifSec = 2 164Sec = B
Oxfif0 1110 1610 1140 1160 ifSec= 3 162Sec + 12
Ox 1t 1090 vOR0 900D POTY NSec=4 16+Sec + 16
. Mosk3(96 bits) = 0« 0000 0000 0000 QOOD 0000 OO00 dSec =0 1645ec + D
Ox 000 1000 1000 fOOO 10DO 100D fSec=1 16*Sec+ 8
Oxf100 900 1100 ?100 f100 f100 ISec=2 16#Sec + 16
Oxfif0 FI60 F0 00 €000 F6FOD 10O ifSec = 3 184Sec » 24
Oxtfre t00F C100 0000 LA00 1000 i"Sec = 4 16+Sec + 32
- Mask4(112 bits)= O< 0000 0000 0000 0000 OOOD OOOO 0000 Sec =0 16Sec + 0
OxffCO tfO0 ff00 1¢00 f100 1100 1100 JISRC:Z 15'502:24
Oxf110 1010 S9P0 PSFOD TOTOD 107D 1110 ifSec=3 16#5ec + 36
Oocttff $440 440 TR0 FEE4 FF 44 H04 ifSec = 4 16#Sec + 48
- MaskS(128 bits) = (< 0000 0000 0000 OOOO QOO0 OODO QOO0 DOCO ifSec =0 16+Sec+ 0
Ox f 000 1000 momumumumﬂmo i Sec =1 16+Sec » 16
Oxf100 1100 00 100 ff00 1100 t41001¢00 i Sec = 2 164Sec + 12
Ox?110 f140 f1CO 170 tE00 f010 11100110 itSec = 3 16+Sec + 48
Ox 101 F04F CORF A00F FEFS T 000 1000 T01 Y ilSec= 4 164Sec * G4

0 0000 0000 0000 0000 COOD 000D DOOD

Hash2 & Mask2 =

Hash2 & Mask3 == (x 0000 0000 0000 0000 0000 000D 0000

Hash2 & Mask4 == (O« 0000 0000 0000 0000 0000 GO0 0000
£) EEIER

(33 1) Secdt?t Maskzh o &4



A3} Modifier, Public keyd] 172 %k
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80a8 a8b2 €858 d8H8 263 3f44 d2d4 ceYa 0000 0000 0000 0000 00
305c 300d 0609 2a86 4886 £70d 0101 0105 0003 4b00 3048 0241
00C2 L T30 wevereeerermrmmmmrmeeimeaeattn sttt

(4) Mask gh& 42 A= 37] "l modifier, public key
o2 o Hashye® T3t B Secit
71 “H—Erl (28 HolA wE o)A

Maskl (64 bits) =  Ox 1cff ffff ffff ffff
Mask4 (112 bits) = 0x 000 000 £000 000 f000 000 000 if Sec=1, 16+Sec + 12

Hashl & Maskl == interface identifier & Maskl
Hash? & Mask4 == 0x 0000 0000 0000 0000 0000 0000 0000

Hash2 = 436b 9270 dbfd dbfl 926e 6e66 29c0 = Hashyz (modifier, public key)
-> 16+Sec +12 = 28 7} 02 A REA ¥S

(5 AN A Hash2el #t(Hash? = 436b 9a70 dbfd
dbfl 926e 6e66 20c0 = Hashye (modifier, public
key)) ¥ 2= 7 16+Sec HFo A 5&&4 e
16%Sec kol #lFdte= Maskghs vlaste] 25 (0]
H o 9AE Fesa, 0%te] ¢ Yo modi-
fiertb s 7471 & b dAE &gt § (4)9
A= Sec #o] 10]1 Mask #ke] 49 w 16+Sec
+12 gkl 0] ot v} 7otk webA modifier
& it ST & o ©AE F gt

Y

- =

¢

™

Modifier:
89a8 a&h2 e8h8 d8b8 263 3f44 d2d4 ce9b
3l A az Eye Modifier’} 1571509 b2 E9<
4 T Us
Hash?2 = 0fst Olca 080b 0388 0409 02df Osug= Hashiz
(modifier, public key)
> 16%Sec +12 = 28 7} 02 A|2g, whehA
7h e

o] modifier

6) &ollA wr=E)7 modifier ## subnet prefix FES
2% 92037 <A™ public keys A 912
ot

. Hashlg& % w< subnet prefixx= &5}

Modifier:
89a8 a8bh2 €858 d8h8 263 3f44 d2d4 ceYa

Public key:
305¢ 300d 0609 2a86 4886 70d 0101 0105 0003 4b00 3048 (241

IPvs WERZT SHM MCGAE Dedst SA Q! =Horptg] et 3

Subnet prefix:
fe80

At vt 2
89a8 a8h2 €858 d3h8 263 3f44 d2d4 ceBa fe80 0000 0000 0000 00
305¢c 300d 0609 2a86 4886 £70d 0101 0105 0003 4b00 3048 0241
OOC2 C2L 3730 cvreeererrerree

v BH Fa 2 24 Al

&
k=S
% T4 55 A 2238 Collision

(8) subnet prefix, modifier, public key, Collision Count,
MAC address, TimeStamp, Mask Num #& SHA-1
Hash@%e] 98 o 9u 458E #93 o
27 A" 7 T 7P 959 g9l 649 EE Hashl
go= @,

Hashl = fdda 5bf6 ffh4 ca6c = Hashes (subnet prefix,
modifier, public key, Collision Count, MAC address,
TimeStamp, Mask Num)

(9) ekl Al AAE Hashle b 7F&d) A W Aol A /‘ﬂ
A W E7A = security parameter (Sec)®] &

mlm jﬂ (I

7he Wek ‘ge] HEE Yol HFE IHY 1i
A3dget,

f d 4a bbft ffb4d cabe

1111 1101

0011 1100

3 ¢ 4a 5bf6 ffbd cabe <~ MCGA = ¢lE|Fo]~ ID

]
i
re

(10) &9 Z-9-H9] subnet prefixe} ¢IEH o] 2~
Aste] HF IPvbel 1280 ESY F4E AA ST

(11) 7FF Collision Count’} 39 o4 LAlsH] =W ¢ o
& T AAE SO diE] RAAE ddsiA "ok

Y. MCGA F4& A%

MCGAE AAT &54% sl 23 448 Al F
4 MCGAE HAAE Fato] dutelA fFuMsEY o
HALEE of&3lo] ALatA Aot FAAE F49 4&F
AE Az A e F4E8 25380 dE T4 2%
o] public keyE 41 glojof BT} WAAE F£A3 TAE
e Fad Od 2/d8E A5 Ao Collision CountE
HAbeto] W] o] dolhEal gAlsle] FEo] dojd
Fagtd ou] gle F4017] Wio MCGAE o€t &
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FalA = SHA-1S AF2-319] subnet prefix, modifier, pub- A= AR LE public key, 718} Bxo mjAwSE 238
lic key, Collision Count, MAC address, Mask Num, 3 WAl 7} k5 3tE MCGA F42 FARAA AdshA
TimeStamp #4& 2359 Hashly e AA . AAw H I FAAE MCGAY Sec #& 711 BA7)18 7HE9
el 71 9ZE 64nEY e JMAE Hashle wHEt)h o] A5 3td MCGAE Zojui 9= Aol g oz i}
2A AdE Hashlel @3 F49 9lEH ]* ID 7t ¥ A HW FAA7} 7FA = public keyE & ¢ 9tk R
A skal zpol7h YERVE Wg'9 & M E SPC%J]\—S 5 oz WAA W9 UFE public keyE ©]-§3to] FolE o
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T #tol 2u9 Sec#g 9l=th modifierst public key #
= d¥sta, SHA-1¢428ES 49dt). Maskghol 48hd B a A7)
(1" HF Fo| Hg el 4% 112 WES Fo] Hash? Pvddd Al ATdoz IPvez A&er] slsla gadxes
9] gho] "o} wixlTo 2 MCGA F45 AT v 2& IPv4/IPv6 £33 2 IPv6ellA 52 & e il 34
Hash29] 3<& ;‘“’“5}04 e HIEY $A] gre] 0% #Z2 & 13 Ri HAYHL BHse] E&FHY Bt #gE
A wHas] 2o 2F ool AFdela 03 gx ¥rid A Hel a7AE 9 B St AAE sfof
FAA 23 Tﬂ'oﬂ FAF7] v MCGAZAE-L2 4 o (2" 5E F4 TR oE 1ok QAN E8HE 9
3 Aolth UgHeks BA AT, A [PvbollA T8 Het #
o
X LEEEEN L wWEIeH 2R
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Azm 2 () Datet wermm X sz == o AE»’;Q ng@
ARP2} DHCP 22 ARF, DHCPH 2812 ’u‘ E:ﬂ. AT AL b A 21E, HE FEH,
SU s EEDotsy | 8,5 FA0 HEE AL g |87 oEy
IChPyES] T WA | T e aZ‘.THHIHI T E
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EEY=FTIY=] SRS AILZH M =57 247t a= OE, STy Oz nzy,
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Azstolole TAE(LTI R HERIT)

——CGA
—8— MCGA(Sec=3Mask=4)
MCGA(Sec=2Mask=)
| —+— MOGA(Sec=1 Mask=4)

AMI5ICo E RS HE2 HIERD)

e
AR s g
e

—8— MOGA(Sec-3Mask=)

ARks)

|~ MOGASec! Meske)

(2] 6) SectH3iof M2 CGARF MCGATHe] MEXol H|0|E

ERE H|D

Pv6 HIERZ =HZ0M MCCGAE 123t SN0l HotRip] det 37
T3, B2 Mula FAEn e 22 FAnA 4T
AE 7HeAdol d7lel owlzb Atk MCGAE o A& ¥
2 Sec# Maskzgt-s AE(d: Sec=1, Mask=4)3}o] | AjA]]
A 9 FAA, /EAS AFert Ale] AR Aol
AME < HdA] Adgezty MH ZEEe] H&
o] A4 Zolxw Zy FHOE Wil EL Sec? Maskit

MEl(e]: Sec=1, Mask=H)&}e] Tl A Alzgrh

b ol e
2

O

]

2o

L (29 6)F (28 72 NS-2 AEZolE e IEEE
802.11 wireless LANZH Aol A @ 27 F 1

Zol BAHRE W 71E CGASF 539 Secttyt
138 MCGATHY A34<l dlolH

fir N

Secgt® Maskit s HHT oZ2X

t‘z(
2
AN
—= B
2 o ol

Sec?t Maskzte] ol ZAAE d537E doluy7
A3 wRoksl WES) 7} wolA wete) Frie) W
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#AAAM MCGAE 288 25 4389 dojg =3g]
d ¥ee ¢ 4 Uk BE vpolelast 9§ 3A% 2e ¢
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& 9t
AZstojo|ed E&!(‘.'!Eﬂ Se uE3)
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w 097
&
H 0.965 o ——
T ——CGA
5 096 = —=— MCGA(Sec=1, Mask=5)
o | | —— MCGA(Sec=1 Mask=4)
il 0.955
fo
< oes
0.945
094 .
20 40 60 80 100
AlZt(s)
MZ 8ol E&TIEE)F =2 U4 Eﬂ_al
1
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[ ]
w099
H
T ——CGA
© 0,985 —a— MCAG(Sec=1, Mask=5)
T —&— MCGA(Sec=1, Mask=4)
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M 098
)
0.975
20 40 60 80 100
Al 2k (s)
(% 7) Mask#Hato] ©h2 CGASH MCGAZHl ME=0! H0|E

EAE H|W
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