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DDoS Attack Tolerant Network using Hierarchical Overlay
Mihui Kim" - Kijoon Chae™

ABSTRACT

As one of the most threatening attacks, DDoS attack makes distributed multiple agents consume some critical resources at the target
within the short time, thus the extent and scope of damage is serious. Against the problems, the existing defenses focus on detection,
traceback (identification), and filtering. Especially, in the hierarchical networks, the traffic congestion of a specific node could incur the
normal traffic congestion of overall lower nodes, and also block the control traffic for notifying the attack detection and identifying the
attack agents. In this paper, we introduce a DDoS attack tolerant network structure using a hierarchical overlay for hierarchical networks,
which can convey the control traffic for defense such as the notification for attack detection and identification, and detour the normal
traffic before getting rid of attack agents. Lastly, we analyze the overhead of overlay construction, the possibility of speedy detection
notification, and the extent of normal traffic transmission in the attack case through simulation.

Key Words : Hierarchical network, DDoS attacks, DDoS attack tolerant network structure, Hierarchical overlay
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