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Role-Based Delegation Model Using Available Time
Kyoungla Kim' - TaeMu Chang"”

ABSTRACT

The existing RBAC models are not sufficient for managing delegations or separation of roles. Researches have been done on
RBDM(Role Based Delegation Model) that deal with delegating role or permission to other users. In this paper, we divide the delegated
roles into two groups: periodic and temporary delegation roles. When a role is delegated, a time period is assigned together, which is used
to revoke the permission of delegated role automatically. In our model, the role of monotonic delegation by an original user can be revoked
at any time in case of malicious use by the delegated user. The contribution of our model is that the malicious use of delegated role can
be prohibited and security vulnerability in the role hierarchy due to role delegations can be alleviated. The proposed model, T
RBDM(Time out Based RBDM) is analyzed and compared with the conventional models, such as RBDMO, RBDMI and PBDM. Our
model shows an advantage over other models in terms of security robustness.

Key Words : Role Based Access Control, Deleagtion Model
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