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Detection of Personal Information Leakage using the Network Traffic
Characteristics
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Jung-Min Park’ - Eunkyung Kim™ - Yukyung Jung" - Kijoon Chae'" - Jungchan Na
ABSTRACT
In a ubiquitous network environment, detecting the leakage of personal information is very important. The leakage of personal
information might cause severe problem such as impersonation, cyber criminal and personal privacy violation. In this paper, we have
proposed a detection method of personal information leakage based on network traffic characteristics. The experimental results indicate that
the traffic character of a real campus network shows the self-similarity and proposed method can detect the anomaly of leakage of
personal information by malicious code.
Key Words : Personal information, Personal information leakage, Self-similarity, Traffic characteristics
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TCP packets per time uni
nN

1 6 11 16 21 26 31 36 41 46 51 56 61 66 71
Time

(22 17) BIEYYE oM THAIZEE TCP THaIZF

(22 19) HITAMEfoAM ChlAlZHE T T2l

E 7y HIZAUEHOIAM Eef= HlolEle] SAHIZE

MAX MIN AVG VAR
TCP A% 4451621 81916 | 14693040 | 847e+ll
TCP HZ F74F | 2024748 | 2232703 -124865 | 621e+11
A = 4537137 101994 | 15110540 | 867e+1l
A4 AF F/FEF | 2042510 | -2241191 -127886 | 6.38e+11

(E 8 HIZY Eafgo| =8td 1 5|~ ni2jo|Ee| Ha}

TCP / TCP/ A / w4/
THEY |Fge=ad| FARY (dYerad
DataSet[1] 0612 0.683 0.611 0.681
DataSet[2] 0.617 0.644 0.616 0.641
DataSet[3] 0.601 0479 0.600 0475
DataSet[4] 0.594 0442 0.593 0438
DataSet(5] 0473 0.409 0472 0.404

SHgk st

MAX MIN AVG " VAR
DataSetll] | 1670725 0232708 | -146326 6.01e+11
DataSetl2] | 1670725 2232708 | -14407.4 591e+11
DataSet[3] | 1670725 -2232708 | -141892 6.10e+11
DataSet[4] | 1670725 -2232708 | -163279 6.13e+11
DataSet(5] | 2024748 | -2232708 | ~-17397.1 85le+11
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Packel increments pet
tim e unit
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