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A Study on Validation Testing for Input Files of MS Word-Processor
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ABSTRACT

In this paper, we propose a method to analyze security vulnerabilities of MS word-processor by checking the validation of its input
files. That is, this study is to detect some vulnerabilities in the input file of the word processor by analyzing the header information of its
input file. This validation test can not be conducted by the existing software fault injection tools including Holodeck and CANVAS. The
proposed method can be also applied to identify the input file vulnerabilitics of Hangul and Microsoft Excel which handle a data file with
a header as an input. Moreover, our method can provide a means for assessing the fault tolerance and trustworthiness of the target
software.
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Name Description

Buffer overflow in Microsoft Rich Text
Format (RTF) reader allows attackers to
cause a denial of service via a malformed
control word.

Buffer overflow in Microsoft Word 2000, Word
2002, and Word 2003 allows remote attackers
to execute arbitrary code via a crafted
document .

CVE-2000-0073

CVE-2005-0558

Microsoft Word 2003 allows remote attackers
to cause a denial of service (application
crash) via a crafted file, as demonstrated
by 101_filefuzz.

Unspecified vulnerability in Microsoft Word
2000 and 2002, Office Word and Word Viewer
2003, Word 2004 and 2004 v. X for Mac. and
CVE-2006-5994  |Works 2004, 2005, and 2006 allows remote at-
tackers to execute arbitrary code via a Word
document with a malformed string that trig-
gers memory corruption.

Unspecified vulnerability in Microsoft Word
2000, 2002, and Word Viewer 2003 allows
user-assisted remote attackers to execute
arbitrary code via a crafted 00C file that
triggers memory corruption, as demonstrated
via the 12122006-djtest .doc file.

CVE-2006-0935

CVE-2006-6561
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EBugtraq ID : 8761

Vilnerable Verson : Microgsoft Word 98 Japansse Version
Microsoft Word 398
Microsoft Word 97 SRZ
Microsoft Word 47 SR
Microsoft Word 87
Microseft Word 2002 SP2
Microsoft Word 2002 SP1
Microseft Word 2002
Microseft Word 2000 SR1
Microsoft Word 2000 SP3
Microsoft Word 2000 SPZ
Microsoft Word 2008
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