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ABSTRACT

RFID system is core technology that construct ubiquitous environment for replacement of barcode technology. Use ratio of RFID
system rapidly increase because the technology has many good points such as identification speed, storage space, convenience etc. But
low-cost tag operates easily by query of reader, so the system happened user privacy violent problem by tag information exposure. The
system studied many ways for security application, but operation capability of low-cost tag is about SK™10K gates, but only 25073K gates
allocated security part. So it is difficult to apply security to the system. Therefore, this scheme uses dividing 64 bits and reduces
arithmetic, so proposed scheme provide mutual authentication that can apply to low-cost RFID system. Existing methods divide by 4 and
used % hits. However, that reduces 32 bits length for lightweight and reduced from communication number of times of 7 times to 5
times. Also, because offer security by random number than existing scheme that generate two random numbers, that is more efficient.
However, uses hash function for integrity that was not offered by XOR arithmetic and added extension of proposed scheme. Extended
scheme is not offered efficiency than methods that use XOR arithmetic, but identification distance is mode that is proposed secure so that

can use in far RFID system.
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