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Design and Safety Analysis of a Role-Based Access Control Framework

for Mobile Agents in Home Network Environments

i

Youngwoo Jung’ - Kwang Sun Ko™ - Gu Su Kim"™" - Young Ik Eom

ABSTRACT

A home network is a residential local area network in which digital home appliances are connected with each other. Applying the
mobile agent technology to the home network is expected to provide a new computing model. In particular, mobility and asynchronous
ability of mobile agent can be used to reduce network traffic generated for managing home appliances. However, in order to apply the
mobile agent concept to the home network, access control for mobile agents is necessary. In the existing home network system, there is
one special server, sometimes called home server. This server generally has mapping tables to be updated periodically, which describes
access control lists between users’ authorities and corresponding devices. In this paper, we propose a role-based access control framework
with mobile agents in home networks. This framework, called Secure KAgent framework, is designed and implemented based on KAgent
system. It has two main characteristics: to control access permissions based on Role-Based Access Control (RBAC) scheme and to safely

assign roles to mobile agents by role tickets.

Key Words : Mobile Agents, Home Networks, Role-Based Access Control, RBAC
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Authenticator = { AID | HPID | MD | TS | Certx,, | Signx, (H(AID | HPID | MD | TS))}

(22 2) Authenticatore| #+&
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DMS¢9] RTI(Role Ticket Issuance)¥ UMT(User Mappmg

Table)®} RHT(Role Hierarchy Table)S #z3te] 2 g]Al

& A4sta Baste que gun,

E HAS UF We o]F oo]HEE TYZ o o|F3}
o Mul~E 943t} ZYEI Service Manager(SM)E

E) 2Az3te] QA3 Au) 2o sk

. Z9Z29 SMT(Service Mapping

Table)w= olefgh A&7 d Ftol dg AR Fgdo

Service Provider(SP)¥= SM& Eajx @glo] Zhelg o)k

AolHEE iR MuAE AFdn
32 0|F oflo|ME0 st IF

Q 2E o= oﬂo]/ﬂtr’ o)A
& o]F o] EY authenticator
t}  Authenticatores & ZZ
(Home Platform)ell A o]% djo|HE7} AAE o wrE0]x
o, o]F olo]HE ol A} 1Y 2% authenticator
o] F2E vehdth
Authenticatore ©]F ofo]HES] DI AIDS} & ZHZ o]
D) HPID(Home Platform ID) 1] 1 o] % o]o)dE 9] 43
T o) MD( Me%%age Digest)& X&3tt} AID+= o] F o o)A
EVFAAE v § SHZ 0B RE Fojsn Alad Yol &
Al MDE O]% o] dES] S~ Hd o diste] i
& A FrE HE5te A4 vEGe]t}. Authenticators
&9 7H°J7]§—- Ak W2k A9 (Digital
3 A% AFAHE T3 =

(e

3 TS(Time Stamp)i= authenticator®] & 7|7

ol deolFEE DMSOA  authenticator® 5 sH},
DMSY] Certe ©]F °lo]HEQ authenticator® ©]&3}¢

AEE FYPst 25E authenticatore] ABE-& Hasstn
Asdozxn olFo A Bast 74
= o] elz=MrEy dE3

%W, Certe RTICNA

)

33 & EiA w3

DMS9] RTIE= ¢l5o] 433 ol dlo]dEE gjaro
Z gAS 9F3ch RTIE UMTS RHTS #xdto] of
dolHE A Tt Thsd & EAE A4sta ol TIIh
UMT:= AR-Ateh o&zte] BAE Aojgony 4 Akg
A o g Fold £ o cleAd dF FEE
XML7I¥Fo 2 gejste), UMTE =Hel dA Al e =jof
daf AP a9 3 F UEYSI F7A Abgatet
Agte] WAl g UMTE Helch

<7xml version="1.0" encoding="UTF-8"7>

<!ELEMENT UserMapping Table((UserMapping TableSpec)+)>
<IELEMENT UserMapping TableSpec(User)#>

<IATTLIST User Name ID #REQUIRED>

<IELEMENT User (Role)*>

<IATTLIST User Name ID #REQUIRE+D>

<!ELEMENT Role EMPTY>

<!ATTLIST Role RoleName CDATA #REQUIRED

) AH8AsE @zl BAE maels]l A% DID

<?xml version “1.0" encoding="UTF-8"?>
<IDOCTYPE UserMappingTable SYSTEM “UserMapping Table.dtd”>
<UserMapping Table>
<UserMapping TableSpec Type — “DClabUser”>
<User Name="YoungwooJung™>
<Role RoleName="SystemAdmin”/>
<Role RoleName="FamilyMember”/>
<ser>
<User Name="WonheeKim">
<Role RoleNamc-"FamilyMember”/>
</User>
<User Name="HyunsookPark™>
<Role RoleName="FamilyMemberAdult”/>
<User>
<User Name-"GusungJung™>
<Role RoleName="FamilyMemberAdult”/>
</User>
<User Name-"SKKU">
<Role RoleName="PublicServant”/>
</User>
</UserMapping TableSpec>
</UserMapping Table>
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<?xml version="1.0" encoding="UTF-8"7>
<!ELEMENT RoleHierarchyTable (RoleSpec)+>
<!ELEMENT RoleSpec (Role)+>

<!ATTLIST RoleSpec Type ID #REQUIRED>
<!ATTLIST RoleSpec MaxDepth CDATA #REQUIRED>
<!ELEMENT Role ((Extends)*, (SSOD)*, (DSOD)*)>
<!ATTLIST Role RoleName ID #REQUIRED>
<!ELEMENT Extends EMPTY>

<!ATTLIST Extends RoleName IDREF #REQUIRED>
<!ELEMENT SSOD EMPTY>

<IATTLIST Extends RoleName IDREF #REQUIRED>
<!ELEMENT DSOD EMPTY>

<!ATTLIST Extends RoleName IDREF #REQUIRED>

(12 4) & WEYJA 2272 Role Hierarchy Table2 £+ DTD

T = (AID | NAME, ,, | TS | Ex,,( HAID | NAME, .| TS | MD )))

role

(12! 5) B el R

O

1913 A 2 oty TUE 541

r

verifyRoleTicket(MD’, T) {
(1) if (verifyTS (IS'=getTS(T)) == false)

return false;
) AID’ = getAID(T) ;
(3) NAME ,’ = getRoleName(T) ;
(4) Sign’ = getSign(T) ;

(5) @ = HAID'|NAME,,
) b = Dk, (Sign);

V178" | MDYy ;

() ifa==b)
return true ;
else
return false;
}
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(1) MD = H (execution code of MA)
(2) TS = MakeTimeStamp( )
(3) Signature = SigKepp (HAID | HPID | MD | TSY)

(4) CertKuyy = Certificate for public key of ugent's Home Platform

(5) Authenticator = AID | HPID | MD | TS | CertK: | Signature

MA DMS

(6) Authenticator

(7} if (verifyTS(TS) == false)

deny access of MA
8)  a = DecKtiyp (Signature)
(9) b =HAID|HPID | MD | TS)
(10) if(a!=b)

deny access of mobile agent
(11} clse

(12) Role Ticket issue the role ticket

(28 7) DMSO|Me| 0|F HO|ME ol ZZ2EZE

Ezgeitt o] u AMEEE e B EY
T3 DMSE authentlcatorf—_

MDell sjAjgrE A&t DMS

47 1 £ A% ZEIe diA wa 3Aeeny ks
%
HP L DEFMAID, HPID, MD, TS)
SFy-Sighku( 11 DFy))
my=M(DF,, SFy)
HP — MA Ly
MA — DMS my
DAIS : COMPARE(H{ Ext(my, DIY)), Deckil Ext(me. SFy)))

if Maae = Aduo(my) then
DMS : COMPARE(H(Ext(mua,, DF)). Deckii Ext(Mug, SF)))
Decki Ext(maa, SF)) = Deckif Ext(my, SFy))
( “'Signature can not be modified )
Therefore. H(Ext(May, DF)) = Deck;« Ext(my, SFy))
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Adversary C Megured™ Ado(rmy)

Adversary — MA L Megpnred

MA > DMS  Mepinred

DAMS " COMPARE(EX Megured , TS).TIME) 1 Muypuirea
Therefore. DMS makes sure expired TS of Mepned L Mepred
kA DMS+ 92 viAZl me7t AAE HOASS #Rlst

i AFE AFF

He) 3 B odF TRESL A § 5 Hol AoRRH
QFaiT.
z %
HP : DE=M(AID, HPID, MD, TS)
my=M(DFy, Sigkp(H(DF,)))
[P — MA Ly
MA — DMS ' my
DAMS " COMPARFE(H(Ext(my, DIV)), DeckiSigkr H(DFy))))
Therefore, 11P signs a message with its private key and DMS make sure
a message with public key of llome platform i
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(1) T| MD | ServicelD | Parameters
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(2) a = verifyRoleTicket(MD, T)
(3) if (a == false)
deny access of mobile agent
(4) RoleName = extractRoleName (T)

(5) ServicelD | RoleName
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(8) ServiceID | Permissions

(6) b = checkPermission(ServicelD, RoleName)
(7) if (b == false)

do not offer the service to mobile agent
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DAMS - COMPARE(H( Ext(taa, DF), MD),
Deckm{ Ext(tus, SF)))
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( Signature can not be modified )
Therefore, H(Ext(tu,, DIF), MD) = Deckn Ext(ty, SFp))
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