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VLSI Architecture for High Speed Implementation of Elliptic Curve
Cryptographic Systems

Chang Hoon Kim'

ABSTRACT

In this paper, we propose a high performance elliptic curve cryptographic processor over GF(2'®®). The proposed architecture is based
on a modified Lopez-Dahab elliptic curve point multiplication algorithm and uses Gaussian normal basis for GF(2'9) field arithmetic. To
achieve a high throughput rates, we design two new word-level arithmetic units over GF(2'®) and derive a parallelized elliptic curve
point doubling and point addition algorithm with uniform addressing based on the Lopez-Dahab method. We implement our design using
Xilinx XCAVLX80 FPGA device which uses 24,263 slices and has a maximum frequency of 143MHz. Our design is roughly 4.8 times
faster with 2 times increased hardware complexity compared with the previous hardware implementation proposed by Shu. et. al.
Therefore, the proposed elliptic curve cryptographic processor is well suited to elliptic curve cryptosystems requiring high throughput rates

such as network processors and web servers.
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[¢aeF 1] : gr2m) 39 HE-89¥ F4 dudF

Input : A, BE GF(2™)
Output : D=(D,, D+, D,,_,
Lfor 0<t<m—1

for 0<s<m—1
Ds+t+l

1
2
3
4. end for
5
6

) D =c foral 0<s<m—1

&= ys,s+t+l)s+t

. end for
. return D
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Input : A, BEGF(2™)
Output : D=(Dy, Dy, D, _,),
D, =c, for all 0<s<m—1, where AB=3"_c,a,.
Initial © A< (ay, ap,-*a,_,), B—(by, by, -5, 1),
D—(Dy, Dy, D, _,)<(0,0,--,0).

1. for t=0 to L—2

2 for s=0 to m—1

3 D.s+(t+l)u)“ﬁ‘_ys,5+tw+ys,s+lw+l+'“+ya,5+lw+(w7l)+Ds+!m*7
4 end for

5. end for

6. t=L—1

7. for s=0 to m—1

8 Ds+(z+1)w—7“%.s+tw+ys‘s+m+1+"'+ys.s+zw+(w‘1)»7+Ds+tw—7
9 end for

10. return D
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Input : P=(z,y) € E(GF(2™)), an integer k>0
Output : kP=(zy, y,)

if k=0 or =0, then stop and output kP=0 or P
k“—(l T kvko)

(X, 2) (z,1), (X,, Z) —(z* +b,2?)

for i=s—2 down to 0 do
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[¢32F 3] Lopez-Dahab EFI3A A5 F4 S1dFAF)

6. if k=1 then
T X w4 +(X5)(%2), 4<%,
X, X407, X, 2, X, X,

oo -

else
9. X, —<4+(X2)(X%,2), 42,
L XX+ G X X X,
10.  end if
11. end for
12 5,
L
% o4
1 X X X0,
Yo (z+—)[(z+—)(m+—)+x +yrt
sz A 4 %

13. return kP= (z, )
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(2% 4 #2449
if k_, =1 then
Swap(X;, X;), Swap(Z, )

end if
for i=1—2 down to 0 do

Z—(X,5+X%),

X, —24+(X%)(%2), 4<%,

X, <X +bZ4, 4 <X(Z

if (1#0 and k; #k,_,) or =0 and k; =1) then
Swap(X,, X,), Swap(Z, %)

end if
end for

Fash a0 RE Q4 2 ) AR
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we] FAo| a7t Jeu [FueF 48 Avud A
45401 25 e A AY A 2 5 Ao w4
X,2(T, XZZI(T) Xz 3 A A4, ¥4 11,
xZ, bz' 5 WA gAdA Ads A 5+ Ak olsh 2
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(2% 5] FHHY F43 P40 BEstd 8 54 £ W) A

if k_, =1 then
Swap(X,, X, ), Swap(Z4, %)

end if

for i=10—2 down to 0 do

T, —(X%,%), T,—(%3), 3<(L+T),
T,—(X4), 35

2 X, TLL+2%, X, <bZ+X, T,

if (10 and k;#=k_,) or (=0 and k; =1) then
Swap(X;, X,), Swap(Z, %)

end if
end for
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if s=even
2-1=" _; ; (6)
if s=odd

A (6)% o83k ascr2n)d] 99& Fab7] 18A
Llog2(m—1) ] +Him—1)—171¢] FA <dile] Hgsjr} o
714 B F9A A4 27214 39 Hamming Weight
olct. IEEE 1363(14) ¥F I= =7] F 1630 tslA] 4=
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olc}. o3714
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Operation Code

l :
Instruction M
- Memory [* g

§ End Address  § WE
P(x,y). bk Input-A

Input-B

(32 5) GR2'®)4de| EREM AT Z2HM 7=

41 GF2'®) Mol Etd=M ztE ZME 9/ dlo|emA

B =EA AdE Gr2'$)E3Y NZE B3 g
ZZAANE (29 6)3F 2o B3 43 Z2ANE 2
A 98 7le] E= Host Interface, Data Memory, Register
File, Instruction Memory, Control-1, Control-2, AU-1,

AU-28 F4 ¥t} Host Interfacet= Host kPZ $13 Start
Azt A BE gebuElE Host Plo| A2 T2 A A 25
Aol B3 4E T2AME AEd) Host vhol=
ZEZZMNAE Host InterfaceZH-€ kP 279} End NZE
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(E 1) BTN I5 ZUE A8t 2Y A2 £
HHyol & 29 ApolZ &
Initialize Add: 1, Sqr: 1 5
Main Loop 162(Mult: 6, Add: 3, Sqr: 1) 162{6( [ m/w] +2)+4}
Coordinate conversion Inv: 3, Mult: 5, Add: 5 32 [m/w] +53

(E 2) EHEM 248 Z2AM Mst|n

tjujo] 2/=27] 29 F95 / &= ] 3
Sagib 5[13] XCV3200E 9.99 Parallel Karatsuba
2™ 191-bit, trino. 18,314 Slices 56 us 24 bRAMs, No final inv.
Shu (7] XCV2000E-7 689 6 MSD Multipliers
2™ 163-bit, NIST 25763 LUTs 48 s D=32,8
Orlando (6] XCV400E 6.7 . ; ’ 4
9™ 167-bit, NIST 3002 LUTs 810 1 167-bit x 16-bit Multi~ plier, 10 bRAMs
Jarvinen &[12] XC2V8000-5 90.2 o
2™ 163-bit, NIST 18079 Slices 106 fzs nerator
Grabbe %[11] XC2V6000 100 Hybrid KOA
2™ 233-bit, NIST 19,440 LUTs 130 s Generator
Daneshbeh (9] 0.18 'm CMOS 700 Div./Mult.
2™ < 2%-bit, Any 35,000 Gates 734 ps Affine Coordinate.
Eberle 5[10] =
. ” XCV2000E-7 G Wedlh BB
2™ < 256-bit, NIST 20,068 LUTs 144 ps Result for 163-bit
2™ < 256-bit, Any ’ 302 ps Result for 163-bit
Satoh (5] 0.13 s CMOS 510.2 MMM -
2™ 160-bit, Any 117500 Gates 190 s , D=64
Gura 5(8] XCV2000E-7 665
Multiplier, D= 64
9" 163-bit 143 s LSD Multiplier,
Benaissa &[21] XCV2000E-7 150 -
Qm‘ o 19508 LUTSs 660 s DxD Multiplier, D= 64
Mclvor 5(22] XC2VP125 4568 -
GF(p), 256-bit 15,75 Slices 3860 s 2013+18) Millinliers
Chen %(23] 0.13 CMOS 556 Divider and Multiplier
GF(p), 256-bit 122,000 Gates 1,010 ps (Systolic Array)
This Work XC4VLX80 143 3 GNB Multipliers,
2™ 163-bit 24,363 Slices 10 ps D=155
E9j0]% o#alo] Place-and- Route® +#3hx Blol ¥ 7], 4718 A8% B opd Nz g A7e 3¢
4% &tk ®3 Mentor GraphicsAte] ModelSims: ©]-&-3} 7hA7] o] AE3 vue f42 ¥o 9 49, [13,7,
o 1 71%% AFs YHEEA] SoC(System-on-Chip) 2]e 1%9 FHA 2L LFAL [BlAA Add F=
H2AE HEE o|83te] FPGAY BHY3A 3 Z2AME E faAg 2 Ar7)d dis f98E ATde Aol =
74 9ok H2E BREE € PXA72 vlo]AZ X2 AA Zolth, a3y & 30| YeptRo] A¢E FE= ASIC T
9} Xilinx XC4VLX80 FPGAZS ©Asta Slth e ¥FA g wmE AAolth K FAHoE v

<E 2o 71Ee] AR FE% A R e WA
Zdo A A%g Hlusdnh <& 2>o vehtxol Add
ztzte] Pz MZ T2 sEdo] THE, KA, Ao 2

7=

—

S B =RoA At BT E ZRANE 7]
Ake 7bg ME 72 Shusol Akd AAd wa o
2ue] sh=dlol AL ALEIAW A48 mech wrekA A

Ik
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