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A Study on CAN Based System Reliability Test

Raad

Jong-Hyun Kim" - Ki-Hyun Chung" - Kyung-Hee Choi

ABSTRACT

Controller Area Network was developed originally for in-vehicle communication network. But it is now widely used for factory
automation because of its properties such as strong noise resistance and high reliabilities. With changing communication environments
from peer to peer topology to bus topology, we should check each devices about not only mechanical operations but also electronic or
software operations. In this paper, we suggest reliability test environment for CAN based system, which is divided two parts, data

correctness and timely delivery.
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2. CAN (Controller Area Network)
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4. CAN Fault Classes

CAN OSI 7 Layerol A E2|A%<] 14123} dvlolg g
3 AFY 2A4F AFIch AT ol AgAEL
Official standard24] CAN7|#e] UEY I thdt &9
Az d&8e 33} Official standarddlAE wA]R]
o] MEEAT dolEe Ar|5H 2L YEYIY ENE
< At Aok F, 241F °lste] A$ole CAN AEE
219 CAN EZAME o] §3le djcgojzer T,
3AE o] A= AZEGOHoT THHE Aot}
et CANOlA A § &= LFE AA =g
% A 2ZEY o Ao YE 4 U}

4.1 CAN HES|F0|M2| St=9ofol o3t BAl 2F

Stedlofel o T4l o/ F$ CAN AEEHY E
AAH EE CAN B29 2Fd| 98] CAN framed] 27
7b 2AstE Zg-olth olgjd Z o= CAN frameold &
F7F 287 g o CAN AEE ] 2{FAA 5 9
A e Aoz AEHA ¥ CAN AEEH7E Ay
A Eoh mEb AZEAFA WP S AMEsloiME o)
23 QRE Fohd & o st=glojdl g FA 279
ZFHFE <E 1>o YehhATh

{E 1) CAN fault classes(3t=%I01)

A A k]
Node7} #£4%10] constant bit value® H$3dh=
Aoz it & F 7/ F/HE U] A
® Stuck-at-recessive fault
Recessive bit?& busZ HA$dhs A4
HEg o= Aa)l& A3)A et
® Stuck-at-dominant fault
Dominant bit?& bus® AHah=
YEA I A &g XA fk
Bus7t 714 o.& batterytt groundel AZE
ZBfelch
Bus7t #olAA M2 AR e sub-network
2 FHE 292 A4HA FAo| EibsEA
£ 3%olth
NodezH#| ] &Y connection mediume] &)
Bit-flipping 2 node7t SAESAEN7}F o dlel7}t Qe o
fault AAE AFSAY BAEA 4E valueE A
e 3%

Stuck-at fault

Shorted
medium fault

Medium
partition fault




42 CAN HESQ{FoMel 2z ESofof o5t §4 2F

LZEI O 9§ FA 2F9 H$i= CAN frameol =
FAZE glov ~2ZESY9 FAZ ID, IDE, DLC, RTR%
W} 2E WA Wgo] FEHAY, AW AEA A
goluAY, 2& WAXE Fho] ukaste] s 9o

th Framedl= #A17F §17] wj&ol st=gojdozs oF
S Fohd & glon, dAAE A9 AFez dEdH7] 9

Fol 2ZEAA Yool ol ©FE Fojopy ek
oJelg ofe £RE <& 2>ol Yehich

(E 2> CAN fault classes(2ZE0f)

A RAL ek

Z%9 value ID, IDE, DLC, RTRe] #%¥ #& 7HA= 2§

Ao AEAE dol dEHA FAY UF =
F A%sHE 45

bP node’}t time domain’doll X ©.57F Q= wlA]
A5 wf WA= fault®, ol s AA
AUnc o @ AU 2vde] o
o] e "}%3’?‘] 284 k= fault.
AZEG O HQ A WA &

HEte] A&l s A

AFAT L%

Babbling-idiot
fault

43 277t YES 0| o|xls &
stEgofu 2ZEY oo osjA AT 2 FIF MIESA
ol A dFL <E 3> o] 67k Z {7} Hesich

(E 3) CAN fault7t HIES|Z0)l O|Xl= He

5 a4
AR ] Aol obF 957k glo] AT A
No effect S53 2a8 Ae .
WA Ao QF7F wAste] dgEE AEAHR
Performaflce o o %A =33k 2A9( retransmissionol
Degradation

s 29)

FAsol & vAAE FAE B9l DY 2F7)
AEE data® FAE A4 CAN protocol ]

Missing Frame

Incorrect L4te] EAE AAA Fahz Aol AEF
Answer wA] A 2] CRCAE o] doll datacl ° F7H A
7! Q)
971-7} AR node/} busd o2 ofw g v x|
Blocked node E URA % 2 & node5e 343
o5 AR 7é 5
Blocked bus l;g\—;l- hl(x‘l\ 2 o nodee AL

5.1 Monitoring node

Monitoring nodex CAN busollA &5 E HAR =
FHR EAEE 71ee FAIHY 3. Momtormg
node= CAN UIES T2 RE WAXE Fa18 £ glojo}

CANZIgE Ala”del S 2y HF 201

Node 1 Node 2 Node 3

Node 4 Node 5

Monitor |
node ;
Analyzer

Dzl 3) HEY3 TAE

Address Data
CAN Controller
CAN Commller i i
Re Rx X
o

RxD 0 |

T
| CAN
Transceiver |

CANH CANL
;—_

CANHIGH
CANLOW

CAN Bus

CAN HIGH
CANLOW el

CAN Bus

24Pt Node Monitor Node

(32 4) L4t node®t Monitoring node2| 744

s, FAIg WA K Sl tisidE ACKE 8] @ojof &
t}. Monitoring node¥ TH2 nodeso] Fzto] &S Fo
M ¢rE7] giFo] & BE nodeSolAlE EA8A] &
Ay Rojof ),

olg] gt Aef W& A7) 98l A monitoring node
© (2g D9 22 wyeg FAsto s} o9t 2o
nodeE A3 monitoring node?] acceptance filterS A
Asto] busdo] BE WAIAE £ 5 oy, AEEY
ot E-AIY Alole] TxdZo] AAHS 7] oo
monitoring node’t ACKE A4$3 ¢ ¢lA "o o714
CAN ¥ 27} idle’d Bl Y W= recessived Bl 7} S ojof &}7)
ol EAAB Y TxDHAl = 34 1S JFstojof e}

5.2 Message Information Table

CANE YESZE AAsHe AN 2E nodest wlAl
Aol 3k EAE0] As|A A ®r}t. Monitoring node: ]3]
g AHE 7HA A Zpale]l A3 wlAx) 9} vlwate] @ F e
EA 75 getsta oW nodet oleldt WIAAS M4s)
e et £ 9tk F wAA Y D7 QW Y E
A3 AAGANA HogE P HAA RE EHEL &
4 3len °]& monitoring nodeZ - 4418 wA] ]9} H)
wste] wAlz o] HEG X AA S HAAG F Q)

53 84 272 MM
FAANY 0RE B
7} node5el AZEY Y
oA e/7t HAsE A
S

Fedolgel ofd o

7k o] B oA vhEoiAof Fhr),
3l 25l 93te] wAx e} &
AEE Y EUAY = B A9
3 LPE}L}., frame formol th3dk <



202 y=EXelstzl=8X C M15-CH H32(2008.6)

General 1/0
Mcu Port

CAN Controller

Rx Tx

R *yx
f—

™
CAN
Transceiver
CANH CANL

==

Modified monitoring node

RxD

CANHIGH
CAN LOW

CAN Bus

(2% 5) &=l monitoring node

F7F 2ol Aake dolg YA AF Aol 4B &
2 oAxe W WA 2F 79 AsE FHEd
Fds= o] 7Hssith

2ol Aol Mg AEEH L Y frame AHA
o LF7F BASEE wEo|Fojorgt gt welx CAN
wao A7AQ LFE wEoFo] FdEe Aol 7test
t}. °o]& 91814 monitoring nodeE (¥ 5)9F 2o] 4
g7}t gk ol HadlE MCUMicro Control Unit)9]
general I/O portZ “high”2 3o} B] 2ol recessive bitE
7‘*-&3}4— SFE WEASF & A7lolE portE “low’2 3

o] W22 ZAZ dominant state2 BHFo] F}.

6. &8 A 24

Ao M= SAE(Society of Automotive Engineers)[9]
oA AAEF  Benchmark signall10]& o] &3t
Benchmark signal& % 7719 node$} 53709 signal2
AElojglony koA “Battery”, “Vehicle Controller”,
“Inverter/Motor Controller”, “Instrument Panel Display”,
“Driver Input”, “Brakes”, “Transmission Control”& &%
= ECUSZMY signalES Asta o859 dAFEAT
dolel o] Z7], S9AZte]l thi Deadlines S Aot
otk ©] signalEg ol&3st] FEH AFPES st7] AsA
£ Monitoring nodeE %3t % 8709 CAN node?}
JosAv &8s UE noded Foll AdHo] o} 571
9] nodeZ AL AFPsALh ol E A <F 4> #
o] AR e, AEFN7} & WAL A A
£97 222 HAx9 IDE FodHch AP HAA

o] Aol e AN AFIH AAAA A AFA
AZS W2 AAA
(E 4) Nodet! &1 HIAIX|2H ID
Node M & %210 A 21(ID) d)
1 2(16),14(17),17(18) 1000ms
2 1(13),6(14),13(15) 100ms
3 3(8),4(9),9(10),11(11),1812) 50ms
4 5(1),7(7).8(2),10(3),12(4),15(5) 16(6) 5,1020ms

6.1 HlAIX|2| HEtM

HAR e Aol tht AFHA HAE A8IA EE node
e 2ZEJ0lY 2/ 3t HAAE 2/ FY AFE
%3] ID, IDE, RTR, DLCol| 77} 10%9] &&= A$3t9e
o] o]o th3] monitoring node”} HAME A#E <FE 5> 1}
2381A=

Missing Frame& FAlsjol & ®A|X)7} =35}12] o}y
& 2492 ID 2/FZ 8 2 AA dAA F 369%
olA o] 2 F7t wAsATh Incorrect Answers CAN
frameol = 2/7F §loy 1 W go] ZR HALHE H4E
RTR, DLC, IDE°l 977} 2HA3E 7 %o sjgich A
AR F 13%01AM olEd ©oF7F wAESith Blocked
node nodedll 277} BAF o o] WAANE ALEA|
et Aotk ol A9 AF Fole LAskA &
ko r=dolH e Fol A FE3 AT F AU
Agoln, LTI QFo M BT F e
oz Ala"d] YA FAE 4oz & Uk

(E 5) Node'd &L HAIX|et 27U H|E

]
I
[
|
I

I3
Jod
[
I

1 B 3 4

ORTR 28 4 30 102 1261
moLc o8 ] 3 356 1304
B No etfects 28 204 702 7843

0% 0% 20% 30%  40% 50% 60% 70% 80% 9% 100%

[@No effects mMissing trame ODLC 2% ORTR 2§

6.2 X|IA|ZH
A AAZE 3k A AFold Z HARIEe] Azl
LA 7| 3 deadlines @71A 23 HEo] Hi e
A gelaks Aolth o7ldle o 74A o] A&

2 4y rl

Ack SEZ2aY] L Fell A A dFe] 5

e AYE AS F don, &Y Aoz A 19
g Aol HAY Fx itk AT Agolt T 2L
CANe] A= #7S nejs) 2oid o)Zisd 9% &

FRoE EMITH 2o #58 LAA7IE 848
A A FA dAAN {77 B o]E ThAl dFst
T HARA AEAe L F{7F 2T Thegol g &
‘3}4_ & & ok $HALL FIAAAIDNE AFA AL
ﬂoi ;E?i?lt} °1 Foll A o A4 osA T+
S AFADAEZELZ (2] 5A
é°l stk (2" 6 (2" 5%
& YUehhz gk
F, 4R F712 P49 AR T busd BHE



Dominant duration

_L_—I_.".......-—l_l— Recessive
Dominant
L N

I Period i

(3% 6) +==l Monitoring nodeE 0|&35}04
ZHZ bustll 2F AA

dominant7} ¥ %% 3h= Zlolth

AL <HE 4>9 2L oM $EZ2aY9 QFE
Sitk= 7HA skl 50mse] 712 2.7ms, 5.6ms, 10.4mse]
dominant duration®.& “dAse] MEFcl old dig Az}
E <E 6>, <E >, <E 8> Yl

Dominant duration #4 F7]¢] 5ms& 7|F2 2 27ms
¢ 104mso.2 APt 24 oA 7tEHFS AREE Y
Bl ms®H 2 BAHALH, AZFE wAA 9 D
<F 4ol YeRd A3 2ol Ao Hof itk ID 160]449
S F717F 1x0]7] WEo] Z2efzidells JepgA %k
t} <# 6>9 %% dominant durationo] #7] w&ol A

A9 AgolE bR FFL FA ¥ee & F Ak 2

CANZIgE Ala”le] S M2y &

Ol

203

gy <F 7>9 <& 8>|Ai= dominant duration®] Zo]A|
AA I dgko] UEbEE & 4 Atk o714 FE o 3=
AbgFe <E 7>3 <X 8>9A dominant durationT-7to] #
Fol 4 AZE B ID 1HE 74X Aol T "ok
otk olgjd AL <F 8>olA FHstA =gt
o]+ CAN HEE# 9 2/FAA7Is wiolth ID 10
A 7& 9] nodeoll Agste wWAAER F7] EI F
ot w&hA error count”t WHEA F7FSFAA error passive
modeZ F2EHA S HAX9 A4S FasA Foh o
node7t tHAl HAIAE HE387] A8A = error active mode
2 Eolofopyt star o] Alzke] Ak Fof] wAlA] HFe A
Mgk wekA 27 EYAY AA AN HAAES
A3 Fujste] s} node’t £HoE Be HAAE
Agshs 497 BAsA dEE soF g

Moo

7. 28 A F HRH

Ay Aol A & el o] CAN HENAZF <E 4>¢
Zo] A H AN 56msB = Hol= EMIZ} H A s}
o FAlol o7k S node 4% block® 2 7EF2]
AA7ZE AEAZ g deadlines A71A Hdhe AAE
YehhA €k meba ol AR dAYS & F Atk

Azdel AE4E AFRE HE AL 3 $RoZ Uy

{(E 6 50msZF7|, 2.7ms dominant duration

* Message |

= Message 2

Message 3

Message 4

* Message 5

* Message 6

+ Message 7

- Message 8

- Message 9

Message 10

Message 11

Message 12

Message 13
Message 14

* Message 15

200 210 220 230 240 250 260 270 280 290 300

310 320 330 340 350 360 370 380 390 400

(& 7) 50msZ7], 56ms dominant duration

* Message 1

* Message 2

Message 3

Message 4

* Message 5

* Message 6

+ Message 7

- Message 8

Message 9

Message 10

Message 11

Message 12

Message 13

ko ey Message 14

Message 15

200 210 220 230 240 250 260 270 280 290 300

320 330 340 350 360 370 380 390 400




204 H=2xelstzl=&2X C M15-C3 M3%(2008.6)

(E 8) 50msF7|, 10.4ms dominant duration

+ Message 1

» Message 2

Message 3

~ Message 4

= Message 5

+ Message 6

« Message 7

- Message 8

-~ Message 9

Message 10

Message 11

Message 12

Message 13

—+— | Message 14

« Message 15

200 210 220 230 240 250 260 270 280 290 300

310 320 330 340 350 360 370 380 390 400

2 =AM FA7E He FES 20
Aol ol tAl Helg 9 ‘41%"“ o g

e A=ge dE HAFez roR
A= CANS YESHA @74]‘47—11011*1 s
Lﬂf—_%’%iﬂl/‘i AHEEE HAAEY DS AR, A
W 59 540l BF Aot Hojopt s HE o] &sto
AgEE AR e A4S AT dAIxe Al
ol W NS HAFH B o]8AA ARE Bl
ARA T sF=gofe] i nefzt glo] WY %7 HF
o eRAA7 e} 2 FHel ofs) 2 & 5 = A
AL FASOST 28y & =R A4 YEAA
g 7t Age 7] dWEd Ro A% AYdS T
T dneH, olg MENIY HAGANA AlLsd Bt
A e AAE 7FssHA & Aotk

oX & X

FT S
s S

[1] http//www.can-cia.org, 2005. Homepage of the
organization CAN in Automation

[2] Thomas Nolte, Hans Hansson, and Christer Norstrom,
“Probabilistic Worst-Case Response-Time Analysis for
the Controller Area Network,” 9th IEEE Real-Time and
Embedded Technology and Applications Symposium, 2003

[3] Julio Perez Acle, Matteo Sonza Reorda, Massimo
Violante, “Early, Accurate Dependability Analysis of
CAN-Based Networked Systems,” IEEE Design & Test,
January-February 2006

[4] K. Tindell, A. Bums, A. J. Wellings, “Calculating
Controller Area Network (CAN) Message Response
Times,” Control Engineering Practice 1163-1169, 1995

[5] Wolfhard Lawrenz, “CAN System Engineering From
Theory to Practical Application,” Springer, 1997

[6] Sasikumar Punnekkat, Hans Hansson and Christer
Norstrom, “Response Time Analysis under Errors for
CAN,” IEEE Real Time Technology and Applications
Symposium, 2000

[7] Ian Broster, Alan Bumns, Guillermo Rodriguez-Navas,
“Probabilistic Analysis of CAN with Faults,” 23rd
Real-Time Systems Symposium 2002

[8] Hans A. Hansson and Christer Norstrom, “Integrating
Reliability and Timeing Analysis of CAN-Based
Systems,” IEEE Transactions on Industrial Electronics,
Vol.49, No.6, Dec 2002

[9] http://www.sae.org. Homepage of Society of Automotive
Engineers

[10] SAE. Class C Application Requirement Considerations-
SAE J2056/1. SAE Handbook, pages 263-271, Oct 1992

Zl =
= o

re

e-mail : toy3901 @hotmail.com

20069 bt FREANG AAFER(AD)
2074 obFUHekE YRENUS AAFHIHAAD
20073 ~& A dsfo] e ok

BYRE YUT=A2H, CAN F4

37 8
e-mail : khchung@ajou.ac.kr
1984 A diste Fohdish dabE st
(3HAh
1988d W= o]t 8t EECS(4AH)
1990 W= 5 Foistal EE(4HAH
1991'd ~1992d Ao A A=A AT 4
19929 ~& A opFuistu AR W
ROk ¢ JEMRQE IHtE A=)

e-mail : khchoi@ajou.ac.kr

19843 Agdstar ApHoist -3harsal 3

1988\ T2 etdlE Enseelht HH}3}}
(HAh

1990 Zek~ Paul Sabatier JRIFSR(AD

1982 ~ @ A olEistal ArEAHTdEtd

12
JlA

WAEF : FAA YWt = A2, DAL A 2E



