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CipherSuite Setting Problem of SSL Protocol and It’s Solutions

ABSTRACT

As the use of Intemet and information communication technology is being generalized, the SSL protocol is essential in Intemet because
the important data should be transferred securelv. While the SSL protocol is designed to defend from active attack such as message
forgery and message alteration, the cipher suite setting can be easily modified. If the attacker draw on a malfunction of the client svstem
and modify the cipher suite setting to the symmetric key algorithm which has short key length, he should eavesdrop and crvptanalysis the
encrypt data, In this paper, we examine the domestic web site whether they generate the security session through the symmetric kev
algorithm which has short key length and propose the solution of the cipher suite setting problem.
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ExP-EDH-DSS-DES-CBC-Sa S5LvY KuDﬂilEl Au=0S8  Enc=| UES 401 ;D:-SMZ export
ExP=DES-CAC-S+A 5t -
EXP-RLZ-CBC-MDS

S5Lv3 KeREA(512) Au=RSA Er\cxﬁ.(?'fwl MaczMlS  ewport
EXP-RL2-COC-MDS

SSLv2 KwsRSA(542) fusREA Enc=RL2(40] Mac=HDS export
S5Lv3 Kw=RSA(S12) AusRSA EnceRC4(40)  Mac=MDS  export
S5Lv2 Ka=RSA(512) Au=RS&H DncsRL4(40) Mac=HDS export

[ lesBapache] s

(32 10) openSSLOIA! X|&H= CipherSuite

# SSL Cipher Suite:

SSLCipherSuite EXP-RC4-MD5

# List the ciphers that the client is permitted to negotiate.
# See the mod_ssl documentation for a complete list.
# SSLCipherSuite ALL!ADH:!EXPORTS6:RCA+RSA:+HIGH: +MEDIUM: +LOW:+SSLv2:+EXP:+eNULL

(3% 11) Apache CipherSuite AX
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