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RBAC-based Trust Negotiation Model for Grid Security

Hyun-Sug Cho' - Bong-Hwan Lee"

ABSTRACT

In this paper, we propose FAS model for establishing trust based on digital certificates in Grid security framework. The existing
RBAC(Role Based Access Control) model is extended to provide permissions depending on the users’ roles. The FAS model is designed
for a system independent integrated Grid security by detailing and extending the fundamental architecture of user, role, and permission,
FAS decides each user's role, allocates access right, and publishes attribute certificate. FAS is composed of three modules: RDM, PCM,
and CCM. The RDM decides roles of the user during trust negotiation process and improves the existing low level Grid security in which
every single user maps a single shared local name. Both PCM and CCM confirm the capability of the user based on various policies that
can restrict priority of the different user groups and roles. We have analyzed the FAS strategy with the complexity of the policy
graph-based strategy. In particular, we focused on the algorithm for constructing the policy graph. As a result, the total running time was

significantly reduced.

Keywords :Trust Management, Trust Negotiation, Access Control, Authorization, Grid Security
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§ZU=7l F7ts0 288 8 FAY S TEE 4 Uk
FASe] CCM2 RDM< %3t ZAAE Algzle gL
gRlétil, PCME §3td Aol sjPshs 3719 W
& F7I8ld £4 AFSAE 2P Fch

34 FASe| 212 gt
FAS 2de] 342 H4AHE Tl FepolER
Zle] A¥e Y55a, Ml g8 U Ade H2
S I F UEF Jrh= otk RBAC 249 A}
219k A% Alolo] $)x]§ RDMS FAS] Al & Fol
Al gadel #dshs nEo|t £ AelMi “FAS_TRUST
ZR2EFE"S A|QFgh
AnkAl A 4 wHe 3A g Zo] 3 7HA
2 298 F o
@ MH|AE 833 FFo|AdET} A BE AFA
F L35 iy
@ JAFA(EE: AW)e| NS m2 st x=FHof 3
£ AFME S3ss
@ ool tiste] M2 zho] P BAY H2Alo)
AAe =25 Wy

o vigac)
Client / Server
R e

O =S A,

¢, 3,

8V,

¢, «TRUE




A8 JAY AFAE ndste g4 d%e Qe w
gate WRlew HAPSE (2 63 2ok ol 2ol
A ASME =3 Bl o B AHE
g5t wA e FF A AFA] BERY xEFS
g itk

£ =894 AgkEhs FAS Y] {4 Z2EES
“FAS_TRUST"2} A ejgrt. A|QFéh= FAS_TRUST Z&
EZo] 1A ¢ AMELS tg 2 AA, AF
Y Ao hF FA oja] BT WYL FAS =4
o] AlFsfof 3hi= Bt AfFUA| Y] HFE RHojdtl
A, A2A Aol WASE AL, dE S0 AFA
o d# 4fd, 22 HFY A dF Fz2E IA
o ¥ 7HA 93] A FHE ¥ T A A
£ 23R gtk AA, AFHE g5 FA4
AM = E=oshA don] Aue Feo|dES] uAA|
S o AN 2, 2 F Al £ F9 WEe o
FA et

FAS_TRUST Z2EE& tg3 o] Fogirh

=

2] 1. (FAS_TRUST PROTOCOL).

0

2= 22t

o

oIt o

7l M g 29 461

!

e AH37] doll Fe]AdEE AHlA Rol H
718 s AL ®9sta, 99 A 83 w4
AE Ayel Btk o] 832 A& AFEA ik
%, FAS_TRUST(POfRe, POfRo, RI{}& E &%t} FASe}
SeolAE Alolo] & A= A7 A wAA] E=
4% wWAAZE ERE 7R wAxE @
FAS_TRUST Z2EZ2 MSSE 1% ¥ 3yt

2] 2. (MSS : Minimal Satisfying Set).

Hi TF L s A E BFdE 2 AF
Aol g 2o F, £ 2ol gl ASAM 3
o2 FASY HA 75 gt U4 A48 X500 =
FA JAFA, ¢, 2 B E) AESHE g3 21t

MSS(minimal satisfying set) =>

CECifandonlyif g, (C)=1 & WFsh= C'9) REHY

={C,g} o1, ¢ &C o]t}

prory

FAS_TRUST ( POfRe, POfRo, R ) {

UH : POfRe : 22 zglol]l tigk A2 POfRo : A&l tik A3 R : Grid-PACS Evjglo]A 2] o5t

=9 g4 Z3 ( FAIL or SUCCEED)
Let M, r

M: =& AR £ 273 (33

r = NOT_TERMINATED;

If(R is a local resource) then
r = FAS_send_response ( M, POfRe, POfRo, R );

If (r == SUCCEED or r == FAIL) then // Negotiations & i&.

retun r;

While (r == NOT_TERMINATED)

Send message m to the other party:

M= M+m ;

r = FAS_check_for_termination( m, R); }
End of FAS _TRUST.
FAS_send _response ( M, POfRe, POfRo, R).

Pm = ReceivedPolicy(M, POfRe, POfRo, R)

// Pm = Role®& E¥e 24 AH 5 oAlA, 1<m<n

Choose any single message m’ from Pm;
M = M+m;
r = FAS_check_for_termination(m’R);
return r,
End of FAS_send_response.
FAS_check_for_termination ( m, R)
If(R equals empty set) then return FAIL; //§ % 4 3)

If(R is element of m) then return SUCCEED; /84 A&

Return NOT_TERMINATED;
End of FAS_check_for_termination.
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Grory €C ©1919] €9 A2t 7 AR 488 2
g & de gAE AFAM7F st g e Algat
7F 270 ol4de] JEE AAY F A= dA" AFAME
278 5 9ok dE 59 Grid-PACS[14] =dl¢le]&}
7H3E o, AdlA &3 HEY JAFME &G MD K
(Kim as Medical Doctor in Grid Domain A)& FAlo] £
I HEe $3YE Y5 + de AFA, HD,K (Kim
as Head of a department in Grid Domain A)S Z#%
FE At

39 1

FAS_Trust T2EZS H&53= 4 15 1¥¢9 ¢
A9 e 2 olielth F MSS2| 949 Mg =2,

F3) 4 ¢F A Wi X509 ZA g5 AF
Mpror, S 3 0122 38 E0AAA FEHE 9T
< 238 F e UAE JdFAE EF¥U &8 =
QoM FEHE IAY AFME cppp, ©12 T W,

acproxy ec O] aL, Carigit =1 O] ng

MSS= {cpra.r v Ceprpigity CaPpigity  CaPDi gil_} 4

o o] uvehd = i, 4¥E ZAHI] AR Hox=
e o 7t BRFEZ, A TF JFY MSSE 2
o]’¢o|t}.

B =FddA zgtes FAS 34 dge (ad 7
2o ©, s §8 =dddA AlFEE AH2E ¥
3, p,. = FAS Wi¥ A FHLE 1<m<n,
1<i<n °lth mi® AFE Azt dAse 3334 o
gto] wel @R & ZEhA] AFAME ZefoldETL
HrEA] AAlsolstE HEE AFAolth & ¥HA
SFF 4L ;AT F e dAE AFAHE a3
MU AE Y5387 9% MSSY E & fiolt

Client - » O Server
Sip 4 Cppaq A G Digit

¢, + TRUE * 3gp 4 Cpriey NCopnga

€y £ Sgp F, Pus =Py Py Pas )

(32! 7) HMioteke FAS 2ol BiAr Hzt

AFEH nyL TP A FAS F¥GAE o
2.

[stepl] AWl AL Fejo|AdEA AL =
Grid AB|2& AMS317] 9% agl= ZA
M, ¢, HEE 83T F dE dAE
A, Coppigit = 233
[step2] EolAEE A9 27 AR Y AFA
S AT F AT AFAE AF
[step3] A¥{9] TS T AH Ao AA AYE
A et
[stepd] S}l ESE A9 H&e EeF A 4U&
AdEste] Mol AFect
[steps] ¥l HEfeolAx ANAE Foie] FeoldE
o AL FAdr e HF DA =t
OAEE Aol &S i drh
o FAS A #4 F, RDMAIA 9] Z3E FA] ALE
A A AFdAE Fech PCM % CCM #AE AR
ol F &4 AFME LPFozN FPo|AdEE T 9
&g A 4ok
agledAe 2= FFdAY AFE AHEIER
o AFAME AA Avjd =F3E 42 LA
%t} FASE MSSE #9, 5 ¢, % compe® FAT
F, A9 BA sl e A, FFelAdEE
Aol HZstaat shis MulA(EE A e AH
7 H4¥E FASE HAFTO. o|F FASE HEFo|Ax
AAE Fotd AHEAS] G| ME AY AT AFE
AARs7] $1std PCME &8t
Felo]AdE7F MSSE AAISHH, FASE MSS9 €4
oS o F BAFE ARE ANA AT a,,
7 agle ZZA AFA7E REAE AAFHokd,
oo & B0} BeOIAEN BFY 5 Yt DB
¥33ta gl AH Hdg AFsof doh HEGo|AL
AAE od AFA7E AL BEH=A 4R E 2AA
3te] Boolean 23 k& Ar&dch
£ =fdAEs = Add A2 A% Ha Q)
FAM9 Ad, MSSE #stxn AYL =FTAY oAF
& #AAs= FAS_TRUSTE A% M2F g #HES
ol AAE ALt FASE 9T FHEFetolAE AFA
e oea 2o

(A2t

s

A9 3. FASS] ZHEZe|dX AA

FAS AEegold2 AAE F fop C=>5°10.

L, C={porpCormgn} 1 B2, YHE AFA S HRe]
soh AR R ARV YRRl @
& fepdl A F Ex AN

dubgog AL wss WAL AFME w#3}
e uEg f E3dg gaFoes FAHE ZLeE



a2z gtk B =EdAME Grnd =vle 544 913
3 AFAM(EE AAE BET F dE Wote R Aokd
A g WAL Ydsct 2y Z $89 gt =
wole] Y 4 Jomz WS AFA MSSE o §
o2x, P4 dugFe dAE FaAA EJEE Fo
2, BAQY AFAMY =E2L WHAHNY dEHo=,
FAS_TRUST 34 #AoAME d5AMe Ha AF MSS
7b wEEE AFA ol FASS 59 AMEo F W
o] At FeloldEE AH o] i 2 #
¥ Fodde AAsa, vy, <p,, & A9 FAS
Edloldlx AMAE AXH Hul2E AFEAY 4R E 4
AetA gt B m=FodME dY¥or ALI}E YdlY
Aol b5 woloh AF (S Hd2hHsr] 4% 54
7 3o BEZEE Fo)7] A Weto 99} ol A
N =0

4. FAS 282 &4 ¥}

41 FAS 28lo| A3
4.1.1 2= Bk 2de) B}

<E >3 <F 2>F @4 228204 EER AlRY
I 8l& Pre-Web Services 714te] HF AMu|x9} FASE
w3 Folok YAulA o] HHe FRWAqME &4

(E 1) FAS Eotnt 224 2ot Mi|Ac| U]

0}

J2IE 2ot IS Qg 718e M| e 2 463

i

AFME ALg8tA] gon &4 AEHIAE AYUA @
). FAS RUdAE &4 AFAE 235t Barn
AAH oz AHEAE PR den, SOAP wAA)
HeHE H[EF XML 71 B 7|Eg AHEFoEN dA
AU Wet 7lEg H4sy] AF gAulz 7]vke Heh
71€€ =Y8a

<E 2>& 22vj2o HEE AF P40 X509 ¥y
B durAl f2 Al2geA AMSEE ID/PW ¥4
a2)3 FASS] AddZ 94e vag Ao

71E9 222 AT HAF LM E X509 ZeA
AFA TS ALgst oy, £ =FoM Agkse FASH
HAE £4 AFME F712 2859 o we} A
3 H2ARE AFsich A H 8 Ao lojA, 7|
&9 24 A 29 AR FAe 2 FIHQA P ¥
g & AEF J4E Tt Gl e} ALEAT A
o] g FAL AT  UEF e, 7 AoE #
A7 e FAE F AEE g 7|Ee] fFYx
AR s AAutg A g3t B} o9 RE Fg}
OAEZ FUF A2 Ad TS 7tF oy, FAS R4
NE 989 g2t 2 H2 A8 712 F IS 7
sk

FASE Alo|E 7]gte] FaAg 7pA 5 AMga; wjHgo]
7Fed Alz=dolth 4 #EAE ME O AMSA 1
FAA A2 o2 iy AHe HEo] sMedit =3 2

__Hazg Pre-Web Services 7% 2.¢t FAS B¢t
. X500 A8 A QA
se e £8 =4 5 oprapes
BELEMAL €3 X500 44 AZA
54 9%A AR B 54 A v
EEL AU B weAE 9@ A4 89 % 44 A08 A9
A4 Bt SSL/TLS (GT4.0) WS-Security (SOAP w4 #] weh)
YA 0 A% ARHA B WS- Security, XML 71871 %
] AR, B 58 AN LEAT
Qelsolx 157 8
e e “ VO HEdlel BAE el % UL AL
(E 2) FAS HBHIZT 7|Ze| S=biA wAlel Hlm
ERES X509 84 ID/PW %4 : FAS #3373
Aunz sa X509 Zep Q1A ID Koy 250 dE
X500 %4 Q124

w5 24 Lo /PW G 7wl A B
P 24 AZYS AR AAA |20 A5 A A9 4] 95 FU oAul e 44 3

we g4 £ 9 (AH8A AE))
ae vd AREA B AU U AIE welA Zwel Ag #el A

UNIX A7) S B Bl
A9 e Ha4AE ol ofel% e iR as

@2 Y 88) o
NeA 2o e wel | oA SER Fold
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83HH M2 AMER 2§FE FAE F A #HA
= EF o2 ulPo] AlEE ZAEES 2FL A9
& 4 gl AF ofge AL JEoly VO Ue]
% ¥ 439 £48 HEAN2 F YUd B =87
oA AFE FAS RS Q& e HH JIdg ALg
247 st gozd AA, e FHFS dHsgn
4, Aglel oig ohgdt H2alo] AL HEH = 9
=2 3tk

4.1.2 B3 g Mk FH £4

(29 82 A3 digst= A L dojn, A
A aRZE F O FRY k22 FAEY 98 ==
 AdSAM dddte k=03, U xEE AH Y9
A" @A}t d&Ete ko

(29 9+ A Jg=zE F4317] 9% Pseudo-code
2 3% 2=V Gaph)e] dH o2 AW FA(p)H
geoldES AFA(P)E ST 2n BE FH o
= Z3d(condition)o] oA AwrAl Fejeln 7}
g

(2! 8) A3t A= TJajzo| of

AA agmg P A% FnFe Ay AL
Pt P2l RA ] Jjaet dolo]| g} P2 9
dolg | 2 7MY, pegVigag)oAd pie F <
M9 A7t 3ol | =30t} EE A Ay
Zol& rolg ¥, L=max ., o, % Zo] Yehd &
Atk (2" 9)elA WHILE £=, (4)-(1DelM Aj £7}
A3 el veuds AFATE EFSA  |H<(L+1)
(Pl+IR) ol22, (Z+1)(P|+|P)YH AP}t tgo=

N_Graph(P,, P.){

(2 G=g;

(3)  BuildGraph(G, target_P,, condition_P,);
(4)  While (B= @ ){

(5) Pick e from E;

6 IF(p,€P,UPR N

(7) BuildGraph( G, target_P,, condition_P,);
(8) E=(EU condition_P,);}

(9) ELSE{

(10) BuildGraph( G, e, FALSE);

(11) E=F

(12)  Retun G: }
(13)

(1) E={P,@8UE8=ASA)}; // P, 288 Mul2 sof gt Z

Build_Graph( G, target , condition) {
(14) IF( target & G ) Create a node for target:
(15) IF( condition == FALSE){

(16) prune(target , G):

(17) return;}

(18) FOR (each disjunct D of condition) {

(19) IF (D is a conjunct consisting of more than one literals){

(20) Create a rectangle node R in G:

(21) Link R to the node of target;

(22) For(each element e of D)}

(23) IFle€G) Link a direct edge from e to R

(24) ELSE Create a circle node for e

(25) and link a direct edge from e to R; }}

(26) ELSE{ // D 7} =t el&EMalH,

(27) IFIDEG) Link a direct edge from D to the node of target;
(28) ELSE Create a circle node for D

(29) and link a direct edge from D to the node of target;
(30) 11}

(22 9) M3 D= FME 2|8k Pseudo-codel14]



BuildGraphO#4 ¢l 4] FOR F3, (1T-(25)gAlel A= =31
Woell A bl EE)(disjunction) S Helshe AdaA e
AXNEZ oo 0¥ A3 fok A ZHE7 axn
A9y gdz gmdsssihn MR A47M o FH
agze xs9 et aHZ GRE=E HE
(132,240 e Yhele] == oh) e E/=E
a3} 2709 QAFA 7 “ATAAAE e fE 2
833, Zo] 12 zte AYL [i/2]9 VEREE Y48
7] wj&olc}, o9} o] AR 2T [z/2](2 )+ 1PN 70
URxseg o) digste (+ )P+ 1PN 9YxEE
TSR

n < [L2)(P[+]P]) +(Z+1)(P[+IP])

olx, A#}H o2 BuildGraph()e] 3] A|7H L([£/2]+L+1)
(|2|+|P) el
weA (29 9)elA duelEFe F A8 A

total_running_Time=Z(Z+ 1)([Z/2]+ L+1)(|P|+|P))* (5)

ojt},

¥ =% FAS 2doAE MSS9| F 79 el 3
Fehe 2= ZHA] AFAG 4EE FEE F s
gAg AFHE AHEEE FAHAAA T e v
egho] EAFT mebA, A DHE v|vke] A £
Mg o] & FAS H4e & Ay A2

FAS_total_running_Time=L[L/2](|P|+|P)) ¢]|B=

L([L/2))(|P+|B))
C L(L+H0)([Z2]+ L+ 1) (PP
- 1

G

_ [Z/2]
(& t= (L+1}([Lf2]+L+1))

FAS total running_time

total_running_time

(6)

dedoz AuAe AW T suke] & A7}
Hl@eke] FAS @AM E MSSE Aggo=s 4 63
Zol AMAT Baste AWE AT

4.1.3 FAS 3£ AMu|x AUgle

FAS =4 HE& 9% Grid-PACS[15] Al Aln}e]
e 9&3 £t Grid-PACS =29 #+4L2 (29 10)
7 o] Tl 1 el n 7He] VO, & Grid-PACS1 ~
Grid-PACSn 7} & bz} shvje] W9log 7HAsln, =
fg12 el CN Lab.olAl 2]A} MDnK7}F “Alice” 9] X-ray
AR E DICOM olm A2 Ag ¥z 5y e
MDI1A(specialist), MDZK(general practitioner), MDnP(intern),
2251 MDjCho(nurse)®] G&-& 743 ALgAbol Al FAS
BdE ot A2 g& Ha d48S Fodsd Aliced]
X-ray o|v] Ao HITd= Ay ez 7 gl PACS
(Picture Archiving and Communication System)ollA] 3z}

J2IE =Hotg IS oE Jiue) olF @ 29 465

( “t otaEJ::h s ali m - \' nﬂl nﬁ ;
GridPacs o7 GridPACSa - . Grid-PACSn ,." i
L mnﬁ L Clinie # L r.‘l-uun
Pty {MDnP)
\\,\:ﬂ"{'ﬂ‘ﬁ;‘&"&"ﬁ.‘\ bR SR R S S RS L
|
,‘ .—-..
;_ ﬂl ol !pl & Seenario for FAS —
'\-\El m:s e \\ |
AN Cente ry |
(ooau |

R \‘\\\\\\\\\\\W'\\\\\\ TR O Y

wun L.
E:mm th El %1 :m_ﬁ!

[fas, st “"’""M

Applicatinn |

| Date-Grid Aw-u_] Lnu.—m n-mj ku\m-.\--mmgnj.| A H'T.I' s

‘ G Seryior Rrrvider Lajyer

Patient + - - gppr - - - g rw---= -r----Ir----

Study - - {TWd- === b rWe -l

Study_Notet - - —rwedr == =~ W oo o op e cemaiciaa

MDA € Rolessl.
MD.K € Role 12,
MDnPE Role 13,
MNurge € Role 14

Series +--Jrwd-----fIW - -mmmm oo

Role#1 Role#z Role#3 Role#y

(38 1) 2t A"of| sj=Lshs PACS AR HIEE

o] olg 94 AKRE FEEE 7]FddE= “Patient”
“Study” 28] 3L “Series"7} 3t} “Patient”= #AE &8t
= IDZ AMEE™ O 3ol g dAte] AAH £AE
i‘:}ﬂﬁ}t— Pz PR “Study"s= HEFS FEIE =
= HYs T3 $xe] ¥Fd dF ARE &9 & 4 9)
t}, “Study-Note"= #=}e] WZFo] gt A7 & 2=
F#22 Grid-PACSolA F71d Wj&-olc} “Series"= ¥
ZFo Hixd o A walE T3 A}l HFe xS
gl & = ok a2E GG QoA QALEL Fxjo] 9
294 ARe} 7 AF5 = “Patient”, “Study”, “Study-Note”,
1] 3L “Series"& ERIste] thE oAbt H ek ghaje] A
BE Q& 4 gl #xte] Fwo 3k 2zt @ik
SAALE <HE 3>, ZF o] g e o7 HHo o)
g HoAge (g 13 2o
FAS Bdeo] AgA H7E gle Z &8 712 A
2 o =9 49 AVEAY, MDA MDK, MDnP. Nurse
& gidez A I I1E A3dsAd <F 49 =3 ¢
ZF HYAHE 2003 S AP P T gholoh
« 34 1: 948AICU Grid-PACS1) =mgle] FAS &
glo]lE7F 22 FAS(DJU. CN Lab)s} 218 gA-g
T3] 94¥s @3e7A] Al A1z (RDM9
A AIZh
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{E 3) Grid-PACS MH|A AlLz|22| o4&ty ofE EHa
Role # : Z Aol digt FEz Vil I
<policy -Patient value="0xa" /> Patient :0
Role #1 <policy-Study value="1x10xa” />... Study:1
o <policy-Study value="1x14xa" /> Series:2
specialist <policy-Study-Note value="1xa" />
<policy-Series value="2x()" /> disease #1:10
<policy-Patient value="0xb" /> disease #2:11
Role %2 <policy-Study value="1x10xb” /> ... disease #3:12
- <policy-Study value="1x14xb” /> disease #4:13
generalpractitioner <policy -Study-Note value="1xb" /> disease #5:14
<policy-Series value="2xb" />
<policy-Patient value="0Oxc" /> ar-w-d
Role #3 <policy-Study value="1x10xc” /> ... bir-w-
‘ <policy-Study value="1x14xc" /> cir==
nterm <policy-Study-Note value="1xf" /> frm=-
<policy-Series value="2xc" />
<policy-Patient value="0Oxc" />
Role #4 <policy-Study value="1x10xc" />...
<policy-Study value="1x14xc" />
LUrSE <policy-Study-Note value="1xf" />
<policy-Series value="2xc" />

(E 4> RDM, PCM, CCM S=t &2|A|ZH +2| :msec)

Role |  @FoIdE A | 331|374 0[3A2N
MDA | Grid-PACS; (Domainl-1) 6,588 826 7414
MD,K| Grid-PACS: (Domainl-2) 6,455 782 6876
MDnP| Grid-PACS; (Domain2-1) 138 295 433
Nurse | Grid-PACS; (Domain2-2) 194 421 489

H 54 Azt 3,343.75| 58L.00 3,803.00

« ZA M AAY 9L oz =gl digh H2
AFE Fojutzm, £4 JAFME @H3Psii=d A=
A|ZHPCM, CCMe] = 2] AlzhH
Z+ =dgl 2 A 1 HEe HFE AL 9
333msec, 54 I A HAFS S8lmsecold, B
% AeAHe ¢ 3803msece. 2 UERETE FAS 249
7zt mEo] A A7t Grid-PACSE &3lsitetxs Al
2217 BRHEE =AA 4& FEY AHADYE
g 5 Ak

AEFH o2 B =TdAE AR g2 9482 71 A
£217 FAS 24 539 F28 & de A4S AT
stAA Grid-PACS =dllel H2¥ F A& AAUFS
AFsch 2el:, FAS 299 CCME T3t 237
= &4 QF Mol AFR717HE BAFoEN odF 9 H
SRS FFean ALER F e ARPE 27
gozH, 7|&Ee 2= AF AF HAUFTLZ AHEH
= CAS(Community Authorization Service)?] ©3& S5
EiaA= o

£ N2 o HIAEE 7K AEAE qEd o

g FREFLEHN, VO W9 BE AgRIvitt 4A3E 9
L7F e A2 #d AFE q¥ol T 1Fo ¥
Fotd ALERe 2R AMEA} FrlsidEs wEvt &
o|3t=F FPAdo] 7tsd RdE A

5. & % g% uF

%2719 2= 7|&L HAY 48 AT AFHY
SETFx2 gz, d+4 F 53 ARYE o3 de
olg&xdo, 2 R dit iy W E F4oE ag=
E e-v AUz HESeE x=go] XEHHAT 2
WatAQl ARFUE 22 ALEAEA HEHE =
71Ee g =2 A AP 3 o 223 F8 olF F
shubs Hetd Azle] 58 § F Utk 22l= 7%
AestsE7] fsiME ag=e] i FY 842 A9
T & 9l Bt fAYUF] FEFojof fr) 2= B
gt A 7HE F okl dFSHE clare AP T 4
ojty, H 1= AFAEL “Grid-STP (Security, Trust
and Privacy) 2007" A H2E WFH3l= 5 8= e
Hol 9 Algle] #3 FobE MEFA Z=Esta, ol 7]
5 AdA7Esa e, g8 AlagEe] AUHIA
ol A gte 7 AlA"L 7]Ee] agls B 7341 GSIZH
7HA 3 e FAEES sEskEn =Yssg ey, VO #
gy AN By 5 HFTEH FAHNEE AT AHER F
3 £F4L AFeA 23 ok

B =FoAE 9% 7k HIZA0lE o] &% My
2 FAS(Federation Agent Server)E #|9talsdt}. #|2ts}
= FAS 292 7]Z¢ RBAC(Role Based Access Control)



nde] Fa 949 AMEAL 98, a3 3t MNETE
& FAgsln g3ste] A% clME AMvE AATS
24 280 & JA3 J2ARE $3E + A
Al @3 agls Bt §F mdott

FASE 7z} Al8z7h old 93g 7HAexE 23
(RDM)&ta, 9o uwg HIAFE EHPCM)EH, 9o
g HIUTE s F4 AFAE EH(CCM)E
= A ZH UR RE2 FAEN FASE AREARS] 24
& HATo] 7HE3ESE TFEHJLH, AlJE et
7y THor AL B F AEF dAsHrh

A4, RDM #AA 7]&e] 248 Al=q AA FH
= U WS dod £ U=H AL T3
of Aol ulel ALEAZE A A9l AHE AR 5
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