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A New Dynamic-ID based RFID Mutual Authentication Protocol
Eliminated Synchronization Problem

Jihwan Lim" - Heekuck Oh™ - Sangijin Kim™

ABSTRACT

The recently proposed RFID(Radio Frequency Identification) authentication protocol based on a hash function can be divided into two
types according to the type of information used for authentication between a reader and a tag: either a value fixed or one updated
dynamically in a tag memory. In this paper, we classify the protocols into a static ID-based and a dynamic-ID based protocol and then
analyze their respective strengths and weaknesses. Also, we define a new security model including forward/backward traceability,
synchronization, forgery attacks. Based on the model, we analyze the previous protocols and propose a new dynamic-ID based RFID
mutual authentication protocol. Our protocol provide enhanced RFID user privacy compared to previous protocols and identifv a tag
efficiently in terms of the operation quantity of a tag and database.
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}
update /D’ = H(K?",ID/)
felse{
forall tagx =[1,n]
¢ if (received H, = H, (C Key,, N, || N;) )
update C_Key: K™ =H(K" | N,)
P Key: K"
ID'*' = H(K", received ID,)
break
yelse if (received H, = H, (P_Key , N, || N, )) {
ID/" = H(K]", received ID))
break
}
}
1 EPC. H,(K",N,lIN,) =
if (H , = received H,,){
. K™ =H(K!|[N,)
}

(38 7) Hetets =253



476 ZBEHMIEF=EX C H15-CH M6Z(2008.12)

e AN T H (K" N, IIN,) kol C_KeyZ
A 3 gAEA god dA " 7 K'e
P Key¢ 5713} Hojgle Zo|ng dlojgjo] 2= 7
g 7NEA g ofelt] gk Gt dA 29
AR & A% dlo]efuo] 27} =415 ofo]t2 B2
g FAAsA PG delgulelaE Adstn e
BE B9 CKey@o2 H (K" N, IN)E AXs}
o FAG @ A & Feodh dAskE @l
ol 7 A$ do|gulo]lAE @A FgI old A9
AGE BASL FAF wlAA g ofeld e o] &
@A) ofolt] g Ak

o O 4 28 AEF A2ge B EPCY UF
& H (K" N, lIN,) & Bl ¢ oAl At

o A 5 w49 HARE ST BT By (K NIV
Fe AFdn gu=EA AFHJAGE A AE
K" = HK" | Np) 2 73A8ke] ARt o] 49 ol
NAE FAEA] 2§ AU HF grol vEA &
& A% Hae Az BAEA geo

6.2 4

B A Aste L2 EZo| TDF-0-Secure T2
EZ9S ¥3lt

Lemma 1. #Aoksl= =ZgEZS 272 (A-00C)
{L S F, D, c¢})°| W&l T-O-Securesict.

9. 1) A-0F(0)°) Wg F4% SIAFH 764

T-0-Secure® F933t7] 918 3344 A% &4 A
de AZHrA FFEA A-0°(0)c b3 2& 8A F
A AYE FRB

1) 3% Ax FLENN} s=1LDYD I,=[1,,1, 1904
Oracle(T,I,,00& °©| &3t BE Bl T={t,.t,, .1, }
of i 4¥ A% AR o, (DE Y5

2) Challengers 27 WA Bl & WGl A=
(b={1,2,...,n}) FHA AcllA P}

3) FE7t u(=1)Q 4=[4,4104 EAA A= Oracle
(t,7,008 o438t el g0 oid 49 2% 3
2,(t,) & g5

4 334 Ae 23 23 3Y 2, (D, 9,¢)25H
o gdnEF o8 ol4dA 0, (t)=2(Q,)E TF
& HL & et

5) FAA AE t,7} t, @ F5u

A% A3z A 2,¢)° EFHE ¢ &7 ©AA AR

S o33 o] ERdEA WA §¥ ID AYS Y2E T
o), ¢21%& AR H(Key, Nonce) (H:0,1°=0.1°) FA3HE =
E Ad go} ¥7¥ch 2 WHor 3 1 oA #3d
Ha $9 HAYE Y, Ao & o FHAE 4=a(y)
(FvENFED) BE §=0(5)(EATEA)E WEFE 44,0
3} 58,08 FE& T lojordith

o714 34 AL FAANA o Fedtes FAR 5
e AYe 7 oM F3F 2 &7 F FAUE b9
t,9] ¢ee FAANA AH AANsm 1,7k 7 A
r={m", m", ...}, A={HK" Nonce), HUK", Nonce),
oy HUE™, Nomce) }(s' < )3t I 73+9) €9 A% r'={m)\
mp,.., Y, & ={HK" Nonce), HUES, Nonce), ..., HIK".
Nonce)} (v <w)olAFE  y=)ELYEDN) &
s=0(5)(6eAFEN)E UNFEE 14,07 6,6, S 2= A
Yelt}.

A7 AQAM 7171 AsME D y=9()
(yenyer)g 9Fie 44,68 AU @ 6=0()
(6eAFEA) & BEGE 4,6,6F L F ookt

@ Algste Z2EZNAM 829 IDe oA IDS b
IDS] #i4AAe BAZF Qow D)= HUD], Key) 9] ¥
gz A ety 9ug 84 ¢ H'E o2 -
wy A% 27 984 pMERYH g A E 5
9lojotditl. AR} A-OF(C)= a-bite] Keyol ta] 1/2°¢
g8z pUEYH Mg Ads d F Qo mEkA
2R DM ALY BE, F 4y RS 2T HELS
1/2° 5o} 2,

@ 2e whor kMoK e AAA BAC Jon
Untet #l4 B4 H'E #o2 8t 68 4 27 98
KM2RE KE AL 2 lojol @k Mt a-bit
o] Key ¥ Nonceol W3l H(K™, Nonce) & WF3hs K&
Z3 o)2HE K& A Y &8, F 40 BE 32
& 1/ 8k 2o}

O @25H FAA} nradziy (& F38
Qe BEL 1/ BT Fon ol FAY F &= #E
oltH6), WebH B L2 EFE T-0F(C)-Secureditt.

9. 2) A-0*(C)oll ti& A3k Zefo]A

9 912 F4 AYE m>i9 FFoA FAPsgich & F
Az A-0'(C)= T3 oA 828 E8de] Bl A
() 718 283 Zeoln ojd 3o A} Jf 2, (DL
282 34 oA g9 $9& FEstdor @k DI vt
A2 34 dd B2 ¢, $RHIYE nr.aged 7
e getn & o FAAE v =d()(ELED) EE
§=9'(0)(5EAFEA) & NFEE 1,63 56,6 & 2E
% Qlojof gtk it 2& WHOR 44,63 45,8 %S



S0z 2HE WSS MES S

271 faH dx kVERFE KUE AR d F ool
g}, Blx|ek Key 7441 Algste dwst @4 o9 984
o= U o pAdl wel EASA Fov Key:
A = g AHEAI} 4, 628H 4, §E T8 F de
g8 122 'wyg A ey B Z2EZL T-0(C)
~Securesttt.

D3} 2)2RH 2 ZREEL T-0-Secureditl.

O

43

Lemma 2. #A¢te=s ZREFL
(0c {L S F. D}l 8] D-0-Securedtct.

A-0

9. 3349 vE7] AYE FHse T4 AF A
slwal. Challengerol Al €4 did t,& YANE 44 A
= 72 1, ~1, 914 SEND, FORWARD, DESYNCH 2.2}

(28 8) ei12 DBO 718 2t& Mol
(E 3) FYLEHOIIA ERA| 2 BIAIXIZF REH

22 AYYoz ¥ TAAI 292L 328 u) o] ujo] 2 e

shth )1} dlolE Mol 2] B AHE WASA o o T S Tomslite| & (=0T

o et 713 Aex WatA Bk, el | [ (e o T | e
<E 1, 2% (29 8) dlojgslo] 29} g1 F7]3 ; - ) e R .

e 2 AEAF H= AL AYNH FAR} ojw o e 0 e sl ] e v e ]

2o sZetslel W BojFm ok HoEuo) gt F || o' | &' K" |0 K" N-C

B1e] 718 BHlE <E 2>9 2o] 574 FHE BF

& 313 BARS O(F,S,D) 538 Z2EFIA <E 2> CE &) BANEOIN B2 4 AR} et

o2& Z2F}E /M4 eA €k

t o] Ef v o] 2~ 2
Oracle o 7 State
& _Key Key | ID Key
(E 1) g9} co|EfuloA2] S7[5t Ale : - _
Initia] !Dij“'? ](I_m+l K_m [Di__;+2 Kl_m+l N'C
State ID Synch. Key Synch. D 0+ | g2 | g | oS x| [ nep
Normal-C match Synch. with C_Key ‘ ' : : :
1+ 4 n+3 1+ 2 i+4 m +
Normal-P match Synch. with P_Key F | [ &) & | D7 | K] [NC
Abnormal-C X Synch. with C_Key
Abnormal-P X Synch. with P_Key CE 5 Tl 4, THA| 29| HIAIX|7} XX o2 RIcH
Broken X X E“"’iﬂ Hﬂo]f_-, EI]_‘.\‘.
Oracle State
P ID |CKev|PKey| ID | Key
H 2) 32X #=(0racle)ofl L2 MIMo| ZIgH AH : 3 : .
( Joll T2 MjMe| ZE Atej nitial | | 07+ | &3 | &m v it (k3| [ N-C
Oracle ZZEZJMe A3 D IDi*5 | K+ I{fmni DI+ | K™ +3| | N-p
FORWA‘RD % ‘}}'A-H a S ID}i 5 K™ +4 K™ +3 IDJi’ 6 K™ +3 ]
SEND wA 29] v A4 ek : : . A
DESYNCH L RCELEER F || D7 | K" | K DT (K IN-C

2 HolHe 2L EHE o2lF OFSD)E HA¥gHow 5% BT S B
S (28 89 5713 gl Foleolq ol ARY i B Temslons| B Tall"™
& Z9oI= State-Broken Hols)7| gtk W ¥ Z2E =
& D-0-Secure Z2EZ0|t}, Initial | | ZD)*7 | K4 | K| IDTT | K| | N-C
D S ].D‘_J+7 }{l_m+.i K;m+:! 11),”—3 K:m+.| A‘C
<E 3, 4,5 6>2 (¥ 8)9 Ay AHE AH VY D ||| K" | K" D)0 |t | NP
el w2t dlojeuo]2s} Ble] ofelt) R F]9] §7) F | (DP9 B9 | g+ | mmd+ 9 g +8) | n-




478 HEX2|SS=EX C M15-CH H62=(2008.12)

(B 7) 3 A7 o Hokshs Z2EF9| oY 3 384 Him,

ZREF TE i v 7] ks H| 3 oy ji?}
| A% Normal | Worst -
Weis A2 X X (0] X D-0-Secure O(n) O(n) H+R’
Juels Sk 0 X 0 0 TDF-0(C)-Secure O(n) 0O(n) 2H+R
Ohkubo ] 0 0 X X T-0-Secure O xm)” | Olnxm) 2H
Lee | X X 0 0 DF-0-Secure O(log n)™ | Ollog n) 2H+R
Dimitriou 3 0] 0] X 0] TF-0-Secure Oflog n) Otln) 4H+R
Vaudenay 53 (0] 0 X (@] TF-0-Secure Oln xt) Oln xt) 2H
Ours 4 0] 0] (@] 0 TDF-0-Secure O(log n) O(2n) 3H+R

He 314 94, ne AZeta e B2 £9 4, O 3 93¢ Hd niits S o

« RE AW 9 4437198 A

* m & 27t 7R #AAR0e] Zol2 elart U F e Ad J5E vepd
ssx: do]Elolo] 27} AAEa A nlel Bzl & g @& vlal FAse A6 &S ov

A7t o9 A WEHEEA o FI RAFL Yok <&
3>& dolHuo| 29 Bjart F713F Holde El(State
N-C)olA HAe] Azslo] #4271 288 SENDE 5%
& 3 QAL g A7 Aot F FHA 9 L=
EZ 97 29 uAA7} AgEo] HAe] FRE R
olelWo] 29t el F7]8 FEl7t <E 1> State A-C,
Z ojolt]e] E7|8tE= 7jojA L dlolEHo] 2o AAE
o) o)A Agdt Bl2e] @A Fgko]l F718 Helsle &
gz WA g AL noFErt

Lemma 3. #Aotels ZT2EIZL A2 A-00c (LS,
F, D))ol A8} F-O-Securesttt.

z9 3349 9% ¥4 AYE FPse THAR A€ 4
ZtajRal F4& AR T o049 4% Y o, (D&
H53)h o] F 1=mQ T 4 FAAE @, (DE
2319 1,93 B} A2goRRE AFES AETH
2ARE 2R 4387 A8 el Zhssor

- olA PN FHE vAANZEH HYP HAAE

NEA BAsY 1F5E T

- o]A FlA A4 "9 wHAANE ARFst]

< B39

A g FARE 34 A B2 9] oA WAA m
2ug A2 75% WAA m'e A4 Wy A 944
A7 AY el ¢,9] 7] K& ANE F ook
. 2AA} 718 AN F Qe BELS o-bit o]
1rolng ol BAE & gk EF AEe TEEZLS
g1 IDE A&Hoz Az gled AF @& H2 4
9] Nonce?t E¥s5E= g2 vjAx AL 238 9l
7] W HAAol &rsx I AHFE HAAE (2

A DA AAF Aade HI AF duFE FHY
F g med FFAE oA v AHFE FHA
e AL 9% + ik

weli B LT2EZLE F-0-Securedtth

O

Lemma 1, 2, 325€] Aoty Z2EZL T-0-Securedt
i D-0-Secure3t™ F-0-Securedt2= TDF-0-Secure
ajct.

7.d B

=R A 7] Algtd 4] 71w RFID 15 Z2EE
¢ AA ojo|f 7|4 ZREZI FH ofolr] 7wk Lz
EZZ BHsn o5 ztzte] AaHd] i A rgtd
T3 B ERoiE Awsy/Fue AXFH, 5713, A%
FAe Mg TFsE MRS B RdE AAslon
olo] 2As 7] Aty ZZEIFEN AgstE TZEZ
hAAdE EASGTh At §F ofelfrut 43T L
2o okt Hel nde] TDF-0-Secure ZE2EE
2ayn 723ty Al ZolAlE A FSHEA EHL
2 golgulo]29] A} FWME H&HoE HIE
AAg 4 gl

2
=

#1F#

[1] A. Juels, “RFID Security and Privacy: A Research
Survey,” IEEE Journal on Selected Areas in Communi-
cation, Vol.24(2), pp.381-394. 2006.

[2] G. Avoine, “Adversarial Model for Radio Frequency
Identification,” Cryptology ePrint Archive, Report 2006/049,



S71% EHE oHES MZ2 S5 00ICI7IE RFID &% 2

2005.

[3] C. Lim and T. Kwon, “Strong and Robust RFID
Authentication Enabling Perfect Ownership Transfer,”
Proc. of the ICICS 2006, Vol4307 of LNCS, pp.1-20,
Springer—Verlag, 2006.

[4] A. Juels and S. Weis, “Defining Strong Privacy for
RFID,” Cryptology ePrint Archive, Report 2006/137,
2006.

[5] . Damgird and M.. Pedersen, “RFID Security:
Tradeoffs between Security and Efficiency,” Proc of the
CT-RSA 2008, Vol4964 of LNCS, pp.318-332, Springer-
Verlag, 2008

[6] S. Vaudenay, “On Privacy Models for RFID,” Proc of
the Asiacrypt 2007, Vol 4833 of LNCS, pp.68-87, Springer-
Verlag, 2007.

[7] P1 Paise and S. Vaudenay, “Mutual Authentication in
RFID: Security and Privacy,” Proc of the CCS 2008,
pp.292-299, ACM, 2008.

[8] T. Dimitriou, “A Lightweight RFID protocol to protect
against traceability and cloning attack,” Proc of the
SecureComm 2005, pp.59-66, 2005.

[9] S. Lee, Y. Hwang, “Efficient authentication for low-cost
RFID systems,” Proc. of the ICCSA 2005, Vol.3480 of
LNCS, pp.619-629. Springer-Verlag, 2005.

[10] M. Ohkubo, K. Suzuki and S. Kinoshita, “Efficient
hash-chain based RFID privacy protection scheme,”
Proc. of the Workshop on Privacy: Current Status and
Future Direction, 2004.

[11] K Rhee, ]. Kwak, S. Kim, and D. Won, “Challenge-response
based RFID authentication protocol for distributed
database environment,” Proc. of the SPC 2005, Vol.3450
of LNCS, pp.70-84, Springer-Verlag, 2005.

[12] SA. Weis, S. Sarma, R. Rivest and D. Engels,
“Security and privacy aspects of low-cost radio
frequency identification systems,” Proc. of the SPC 2003,
Vol2802 of LNCS, pp.201-212, Springer-Verlag, 2004.

[13] P. Golle, M. Jakobsson, A. Juels and P. Syverson,
“Universal re-encryption for mixnets,” Proc of the
CT-RSA 2004, Vol2964 of LNCS, pp.l63-178,
Springer-Verlag, 2004.

[14] ]J. Saito, J. Ryou and K. Sakurai, “Enhancing privacy of
universal re-encryption scheme for RFID tags,” Proc of
the EUC 204, Vol.3207 of LNCS, pp.8719-8%0, Springer-Verlag,
2004,

[15] A. Juels and R. Pappu, “Squealing euros: Privacy
protection in RFID-enabled Banknotes,” Proc of the FC
2003, Vol.2742 of LNCS, pp.103-121, Springer-Verlag,
2003.

[16] A. Juels, “Minimalist cryptography for Low-Cost RFID
Tags,” Proc. of the SCN 2004, Vol3352 of LNCS,
pp.149-164, Springer-Verlag, 2004.

[177E. Choi, S. Lee and D. Lee, “Efficient RFID

479

k}

IEE

i

Authentication protocol for  Ubiquitous  Computing
Environment,” Proc. of the SecUbig 2005, Vol3823 of
LNCS, pp.945-95, Springer-Verlag, 2005.

[18] A. Juels and S.A. Weis, “Authenticating Pervasive
Devices with Human Protocols,” Proc of the Crypto
2006, Vol3621 of LNCS, pp.293-308, Springer-Verlag,
2006.

[19] H. Gilbert, M. Robshaw and H. Sibert. “An Active
Attack Against HB+ - A Provably Secure Lightweight
Authentication Protocol,” IEE Electronics Letters,
Vol.41(21), pp.1169-1170, IET, 2005.

[20] K. Jonathan and J. Shin. “Parallel and Concurrent
Security of the HB and HB+ Protocols,” Proc of the
Eurocrypt 2006, Vol 404 of INCS, pp.73-87, Springer-Verlag,
2006.

[21] M. Bellare, P. Rogaway, “Random Oracles are Practical:
A Paradigm for Designing Efficient Protocols,” Proc. of
the CCS 1993, pp.62-73, ACM, 1993.

[22] J. Lim, S. Kim and H. Oh, “A New Hash-base RFID
Mutual Authentication Protocol Providing Enhanced User
Privacy Protection,” Proc of the ISPEC 2008, Vol 4991
of LNCS, pp.278-289, Springer-Verlag, 2008.

[23] S. Kim, J. Lim, J. Han and H. Oh, “Efficient RFID
Search Protocols Using Counters,” IEICE Trans.
Commun., volume, E91-B(11), 2008.

A X B

e-mail : jhlim@cse hanyang.ac.kr

2005 st M T FEE
(ZHAH)

20073 gFdigta e T A

20079 ~8d A FFon HFE I
uba} 2}

HHEoF UENDT Bt

2 3 =

e-mail : hkoh@hanyang.ac kr

1983d @Fhetie A2 g (3ah

1989 ofe] @ e} j 3t A A} 2ks}a}
(44h

1992d efol e sbF st Al Aket
(9FA})

19939 ~1994d @4 AT Addrd

19959 ~& Al fFoistn HFeFea we

PR YIERES Y ET ¥l




480 ZEXME|SBE=EXC H15-CH H6=(2008.12)

21 Ab x|
= =] —

e-mail : sangjin@kut.ac.kr

19954 249 st HAbA ket
(84b

19973 29 @St AApA A sta
(414h

2002\ 8¢ FoFofstal A apA Lk n}
(2kAh

20039 39 ~4 A ¥=7)suguistn Qdedlv|)o)F ey
ESE

BTk FE7E &8




