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Context-based Dynamic Access Control Model for u-healthcare
and its Application

Jeong Chang Won" - Kim Dong Ho™ - Joo Su Chong™

ABSTRACT

In this paper we suggest dynamic access control model based on context satisfied with requirement of u-healthcare environment
through researching the role based access control model. For the dynamic security domain management, we used a distributed object
group framework and context information for dynamic access control used the constructed database. We defined decision rule by
knowledge reduction in decision making table, and applied this rule in our model as a rough set theory. We showed the executed results
of context based dynamic security service through u-healthcare application which is based on distributed object group framework. As a
result, our dynamic access control model provides an appropriate security service according to security domain, more flexible access control

in u-healthcare environment.

Keywords : Security, Role Based Access Control, Dynamic Access Control, Context Aware, Distributed Object Group

Framework, Ubiquitous
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