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Design of High Speed Modular Exponentiation Operation Method
for RSA Algorithm

KapYol Kim' - ChulSoo Lee™ - SeokCheon Park™

ABSTRACT

At a recent, enterprises based on online-service are established because of rapid growth of information network. These enterprises
collect personal information and do customer management. If customers use a paid service, company send billing information to customer
and customer pay it. Such circulation and management of information is big issue but most companies don't care of information security.
Actually, personal information that was managed by largest internal open-market was exposed. For safe customer information
management, this paper proposes the method that decrease load of RSA cryptography algorithm that is commonly used for preventing
from illegal attack or hacking. The method for decreasing load was designed by Binary NAF Method and it can operates modular
Exponentiation rapidlv. We implemented modular Exponentiation algorithm using existing Binary Method and Windows Method and
compared and evaluated it.
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Agtgte}, Alet 2me]F2S ECC(Elliptic Curve Cryptosystem)
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2.3 Binary NAF Method
Binary NAF(Non Adjacent Form) Method= ECC ¢ite]
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(10-=11)» 8—=2%1=7%
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Input: k = (en-1 em—2 *** € e
Output: k = (Zm Zm-1 *** 21 ZoINAF
i—0
while k > 0 do
if k is odd then
z +— 2 — (k mod 4)
else
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k — (k — z)2
i—i+1
return Zz
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Input: X, k, n
Output: (X* mod n) = Q
Q «— X, X'« Inv(X)
R[] < RENAF(k), i « strlen(R)-2
while i >= 0 do
Q « Q=Q
Q<—Qmodn
if R[i] == 1 then
Q< Q=X
Q« Qmod n
else if R[i] == -1 then
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Q< Qmodn
Rl e
return Q
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