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Design and Implementation of an SNMP-Based
Traffic Flooding Attack Detection System

Jun-Sang Park’ - Sung-Yun Kim' - Daihee Park™ - Mi-Jung Choi™" - Myung-Sup Kim™"

ABSTRACT

Recently, as traffic flooding attacks such as DoS/DDoS and Internet Worm have posed devastating threats to network services, rapid
detection and proper response mechanisms are the major concem for secure and reliable network services. However, most of the current
Intrusion Detection Systems (IDSs) focus on detail analysis of packet data, which results in late detection and a high system burden to
cope with high-speed network traffic. In this paper we propose an SNMP-based lightweight and fast detection algorithm for traffic
flooding attacks, which minimizes the processing and network overhead of the detection system, minimizes the detection time, and provides
high detection rate. The attack detection algorithm consists of three consecutive stages. The first stage determines the detection timing
using the update interval of SNMP MIB. The second stage analyzes attack symptoms based on correlations of MIB data. The third stage
determines whether an attack occurs or not and figure out the attack tvpe in case of attack.

Keywords : Traffic Flooding Attack, DoS/DDoS, SNMP, MIB, Detection Algorithm. Detection Time, Detection System
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1: Boolean TCP-SYN_Flooding_analysis( - )
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1: Boolean UDP_Flooding_analysis( - ) {
2 int weight = 0;
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B D EX 35 3 45 Tt

&8 O0IH | TcP-SYN | UDP ICMP Normal Total
g8+ 794 | 832 802 0 2428
TCP-SYN 794 0 0 0 794
UDP 0 832 0 0 832
ICMP 0 0 802 0 802
=PI B 2526 2769 2613 49732 57640
TCP-SYN 2459 0 0 67 2526
UDP 0 2747 0 22 2769
ICMP 0 0 2613 0 2613
Normal 12 26 48 49646 49732
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