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A Study on Secure Key Backup/Recovery Scheme for Device based on
Mobile Trusted Module

Kang Dong Wan' - Jun Sung Ik" - Lee Im Yeoung™

ABSTRACT

Mobile environments are evolving the main communication environment as a develops of communication technology. In mobile
environments, sensitive information can be compromised on-line, so demand for security has increased. Also, mobile devices that provide
various services are in danger from malware and illegal devices, phishing and sniffing etc, and the privacy. Therefore, MTM(Mobile
Trusted Module) is developed and promoted by TCG{Trusted Computing Group), which is an industry standard body to enhance the
security level in the mobile computing environment. MTM protects user privacy and platform integrity, because it is embedded in the
platform, and it is physically secure. However, a security approach is required when secret data is migrated elsewhere, because MTM
provides strong security functions. In this paper, we analyze the TCG standard and migration method for cryptographic key, then we
propose a secure migration scheme for cryptographic key using key Backup/Recovery method.

Keywords : Trusted Computing, Mobile Trusted Module, Key Backup/Recovery
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