ZotEl AEX ZEl0|HAIE ERsle S 8HQ RFID M Z2EE M7
DOI: 10.3745/KIPSTC.2009.16-C.3.347

AR A4 Taolu A wAsHe e
RFID ZA¥ Z2 &

ol x #.2 3 Z".o of 8.0 2 F™-A A4 ™

2 o

RFD A4 Z2Ego|A 2ltis §3¢ gavte] d4% £ Qe A8E A4sn 2 $82 F48d 8% a9 24 578 Badd
glrie] Aol FAstnzt sk o] Adal) EgEolojgitle A4 Z2EZe) F2A EAe A ZZERS JA45 TH gL
AekstA shav] dubEQl RFID 13 Z2EF|A AMsH: 435 dF 7IMES 242 837 ofgds W B =R 12EE 4
43 ol2@ FAE AT A ofolr] 7]ty RFID A4 ZREZ £ olo|t] 7|yte] RFID AM Z2ESS Aokgc) Fah & =
oMe AU A, w7, A% T49 Ade EHee N2 Bk AL AN oo A8 7 Algty Z2ERSH Aot
sl ZRES] A4S BAHc

IS RFID Y Z2EF, ALBX Z2l0|HAl, FH2E

Efficient RFID Search Protocols Providing Enhanced User Privacy

Jihwan Lim' - Heekuck Oh" - Daehun Nyang™ - Munkyu Lee™ - Sangjin Kim™"

ABSTRACT

In an RFI) search protocol, a reader uses designated query to determine whether a specific tag is in the vicinity of the reader. This
fundamental difference makes search protocol more vulnerable to replay attacks than authentication protocols. Due to this, techniques used in
vxisting RFID authentication protocols may not be suitable for RFID search protocols. In this paper, we propose two RFID search protocols,
tme based on static ID and the other based on dynamic ID, which use counter to prevent replay attacks. Moreover, we propose a security
model for RFID search protocols that includes forward/backward traceability, de-synchronization and forgery attack. Based on this model,
we analyze security of our protocols and related works.
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