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Efficient Regular Expression Matching Using FPGA
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ABSTRACT

Network intrusion detection system (NIDS) monitors all incoming packets in the network and detects packets that are malicious to
internal system. The NIDS should also have ability to update detection rules because new attack patterns are unpredictable. Incorporating
FPGAs into the NIDS is one of the best solutions that can provide both high performance and high flexibility comparing with other
approaches such as software solutions. In this paper we propose and design a novel approach, prefix sharing parallel pattern matcher, that
can not only minimize additional resources but also maximize the processing performance. Experimental results showed that the throughput
for 16-bit input is twice larger than for 8-bit input but the used LEs/Char in FPGA increases only 1.07 times.

Keywords : NIDS, Regular Expression, FPGA, String Matching

.M 8

AiE &kl HESA2 E& olF dlojgy F4l 7|%0]
HasiEA vES A9 Heole] FaAge HAE Eeold zirh
53 QEAIE T A2y Q] AEE Al 5EFE
48 AL B@dsiA 7tn Qo) webd Alzge] v
ke 9sle] HFEH Alxdoez Soje: YESI HAS
o] y&& E48td Q) AFE BgsiE vEYT A9
A Al 2&}(Network Intrusion Detection System: NIDS)o)
AlrE ek NIDS9] Ase dHoz #euy 7%
+5ed, ol YENIE Bl ABHE £¢e] we
HAE] HE7HA] A& A =87 fEolc). = gk b

&

tE 3 4 xAelw ol HiEFa A4}
el e ety PREget Ay
TSN A5 eka e ety R A
= 20009 74 690
+ 4 13k 20000 839 59
b 20004 89 18%

Al AZES Y vy dneFe LdHoE LT3
3 YESZY £571 FF3 2 79N LZEg o
o7 AN MEsrle gt 2 AL By
% oln] GbpsE YESZ dElselx =7} RFE T ¢
= #@4dM NIDS7} YIEQA £58 metax Zao 7
AHez FHAES 48 £ UE HASL HBA 3 AlA
3t A7 gAsr| e §ho)

olell tig Aoz NIDSF H-at7t 718 Beo] Helx=
Aol ATL s=dojd] HA7A7E AoltH1-3), =
sloje] WA ASICE o4& WHe 1 4% oy
ot AF A2 TAYA i dlgo] AFE 9y
ol Atk webr M2 FHo] wAL u vir} ojo] WL
HE BAMAE QTS & "art gk B AP
FPGA(Field Programmable Gate Arrays)E o]43 @<
AAstnzt gk, FPGAE 1A ® t=9ol(ASICS)E A}
&3t Aol HlE ATY T 5 U= EHL v AF
s Heofde] HHsE sl=gojy dme]Ze AL



584 HEXM2IESB=FXC HI6-CT M5Z2009.100

g & il oy B4 gos AT eSS F|ute
NIDSel H#) 95% A5e w3g 4 Aok 2y A
WENZS [45e Ghpsoll E2s3 93, FPGAS W
25 ojur) "oy u, E# Ao Zvbs: BA ¥
HES #dg Z7e FPGACl HEA Aol s: BAE
FPGAE o] &% NIDS 7@¢] 44 o shjolc),

2 =Fo)AE SNORTH4] #3¢ BHES 98 £ 9
£2 PHEAAY fHL UM, Hqugos HEe 2
3 A2 F AEs YT TH ¥ deo)A(Prefix Sharing
Parallel Pattern Matching) 3|28 FAst= zleold), gty
wae AgE UR £58 7MN3 A FPGAY ©EE
2887 98 shtel 29 Alo]2 59t oy e EAE
ez vastd 4%5e 298t A7l EAY Asd B0
o] FPGA 242 AHE%E H4s 35S YeSoig 32
He YT (Prefix) & TH3to] 74 ¥4 Has ¥ £
Aok, £ =2A A WA diste) 6252 SNORT
Fao tsked, # wel 28 5 1719 2709 EAMnE
AESE H2ES YD olE e A5 Yirs AL
Fe A2 Adagd. 49 A, 44Gbpsd) 2FE
(throughput) o) £ % 068 LEs/char®] ] § ¥l £25)%
e e B9 Fsx, e B vlmEAH vmelo 2
o] AFES U= WA v LS oF 107HS A
o® #lstA

g e 2 golie Ag8 BT Bt 7)&e
T 3PA [EeHoln mASY AW HEE FHss 3
2 A7e] date) ddstgch 43 Ads 2o 44 U@
gZo e Hdwstn 5% Asustel g8 s&sac
7223 63elN AES B

%o
g

2 BAUAT

21 aaﬁx% o3t HREsl

NIDS®| SNORT #&& §F 7HA %
Bogth, A FAHYLL THE PEF A8 S
A&EAge At AezAM HA A ggT%E A
At g shhe Boh #34¢ PORE(Perl Compatible
Regular Expressiom® Ad® H=g AHEstE RAelth
<¥ 1>& SNORT 1%l o} PCREEES] 74 & B
oFn i} o] AFEA4E NFA(Non-deterministic
Finite Automata)2 E#3t1 old] tigste 2= 2#PY
4= g5l |

NFAZ AH4& 32 dA: & 24 & vlolE ¥ g
8% & JAEE so|xegl Fxo FAN|EI|ER T4
slo] gt} BAH|Av)E HaE YT @329 vnE
AL 93 1-bite] ARALE o]FojH Ut =HEHEE
A7 Soj9E gHo] segoifoz Z2aPY EAIE
9} zrex wmstm, AMAFLE old GA9 EHor d
A7t Bl @ARE debdch (29 DS ATFEEYL Ue
e Heo)x Y oF RoFa Qlch o] WA A

(E 1) SNORT TH&|2| o

alert tep SEXTERNAL_NET any — $HOME_NET 21(msg:"FTP EXPLOIT
STAT # dos attempt”™s < pere/"STAT\s+["\n]*¥x2a/smi”; )

Protocol TCP
Source Addr 8 vEgga
Source Port Any
Destination Addr Uit ez
Destination Port 21
Message FTP EXPLOIT STAT = dos attempt
Condition “STAT[E &2 7o) 41" ol F HEj =7t
AE7] H dAlmE OxZagle] e 23
[
I_. 13 T
l
[
Payload i i o
Input
Comparator
{a) character matcher (b)rirz

I o

(e) ri+ fyr?

(38 1) HEsidol S5k s=

FRAN el 4 £4 MDE AES 5+ A 5
Ak,

22 3% CRLE o8& ey

desd dig e FAE AF ¥IE A2 ]
byte B2 & ZAojEz 8hit Held UHL 7} HHS T
Ag fzg varjss dgdd. EAY Y49y z2a
¥ ¥ Ao wuARst dXFEA < e 2EE
W7) ¢s Z wl@zl=l-bitd] BRG 23 I AT



1-bit ARE 918 8 bite] EAUHe Z A wlH7]
(match unit)2 HesE 22 B 98 H2E S
7 vlggHolch weby 2+ wjx|7]uich 8 bite] ®]w7]E
S 4 FYolA ojd FA1Ye] HeAE Bt 2
Z7E | bit2 HLSES dto] YW ALY TAHE §
k. BE wEE 3tv] s FYol 8 bit f2CE HA
sta R EYE 295E 26719 A% F shvE dE
sl EAUx 712 AEATE B FH dad B4
[6lo12} gtk AzHor 2z Expojz7|e] vzl E BHH
o2 Hrl B 2i2sg 4P F AUtk AW oHx
JulEE 2AES 48] E4 ok SNORT F3el= o
Fatn we sEEol Aoslol YA o F FIT
A5el7t 239 FHsHE FAGvid 28 474 T5
A FAsHE AL A9 ot £ wRdAME g
& AFlE HUF THY & AEE JRE FA4%9 9
A2 S FHAs A dd

23 ¥ vluo|y

TH dag 94 zde @el dFd + U3 FPGA
o] A7l wsld EE&How FHo| shesflch AR
FPGAE U% 29 &= B2 AL 7HAx 33 o)
AFEE AgstA € old ARS SH87] A & 2
g AbolF Bk 179 @A} obd o2 EAE FA
Hashs AFEell6, 71 AAS S stk ¥E varge &
2 vlio) M g 25 el F A o] EAE FA
Hlishs Wajolng o E2b AN EALe] AR
o] tt27] wio o]F mejF FHEE st Hlaso
opgt gk, 71ES WhEE EH3AF AFEA4o] ohd vE
A% Farde] WE o] FFso] glo] SNORT 3¢
E34e AFEdd o Aol Hasjey =g WE v
271y e 9% FEHEE AN2o] AAs A FIHE
of7|¥c}. weby @ WHIAY wixe Ae Agd
FPGA A9 g o] &% 4% 12 #4% F A& Hdd =&
€ Fol=v vio] WYY # =RdAME B34 A
E¥AZ HER vusEA O3 v 8E B BEHOR 7
g 5 e B4 e AAsaA g

3. HF0 3w YE WEHIIY

31 ZvEsis ¢E gHofx|7]

AFEANE uLa7] A% NFA 71ve] sl w4
& stolzaRle 2 BANA £ vzt s 7 v
B A%} 08 wAz Aes: 728 2td gt
M vm 528 P A, 2 BAvH 949 24
ge gol stolzelel H2E FAH, of W FFERA
o 23, |, +, 7 5ol Uehtd 2uzixe) 2R @9 o
ozaele] AL FRSD b FEe) B vz
A% FHRES & F, B9 Moo w2 £ad
dolLelg AAFEE wrh dF ol AFEAY

FPGAE 0183 =8N HFESNE 565

abledeflg)h* & ab, cdef, g, 28] hE&Ad &l disll 247
do|zeolo g FAE F A

olg] ¥ £a3 ¥AY HEE g/ A2 748 & ¥
A9e 1 29 Ao]F FoF WA vuss F 2 vhte]
Azke) wal old gile]l £z FolAM shtel 44 #He
o] AlZsE £e FAE siEo] UH glo] wiAHE BF
o 3 #27F 9 ASoNMEE g-1719 27 dele 7
A F qle A9 nesor sk 3 WA sho]Le
ol cAlelX e WM Eole: A% MYPHJY FAE
g Zuvt gemz Y Yavt ok F UA so]Z
gel gAlold FEE AlFA vlasielof & g7l EAAR
wat opujgl o)A wAllAN 2HH g-1719 EAERE L8
2 @y adug 7z golZel dAcME 2q-17]¢ Y]
i BAARARYE et (2 2% FolzZeiel dAA
TAE FAar|E 285 ok 9714 Mout N& N®
A vlarlel v A¥ gho] FEsE 2IE Culsta,
Min N& N4 vlm7|2 glgsle old wAlef vlw A
NEE oujFich
(29 2)9 Zo| solZolg FAE7] s d&%EAY
oH2 443 don't care(@)E F7HA Ao} sk 214
3 spo|Zelglo A g-1718] #AE side] dil= AS
@ o Bade] HFEH el g-1709] don't care(@)E
wojof goh, g, 7HF vhAlet sto] Lkl HA] A F A}
AN dglo] FAd A unjA -1/ £2HEe] vlazt ¢
8 " 297 ngste dL£EAde] Ao Fel don't
care(@)5 Eojo} ok F7I2 glEolof & Hv|H<| don't
care(@)# 2t e ohg 3 2ok

o nje lo dto

postfiz_length= q— (string_length mod q)

g oz, AHEHY ablcdeflg)h*3} BEE ¢=2 458
7H4& A FA4E ¥ £AE(substring) € FHoz EH
3t {Dab@@, Ocdef®D, D@, Gh@toltt. F& AL +
Aol nFd A WA don't care(@)?] HAHE g9 &
A& vigow stolZeRjle] Hlar] & HE Aosin @
A EQJEHE LEFRSR olFsy o AL WNHEIC

: o | '
; = i
- Comsoe " —

i 1 M M
| Emt e ey e

Hm_q
Comparator q | :
e o s e . - £
Stage 1 Stage 2

@ = don't care

(32 2) mo|=ztel wWas|z



586 HEXMei=B|=2AC HI16-CA M5E=(2009.10)

ojtf ¥AE7} qi ol FEW o] so|Lael @A 1F
o] g4 e}

ALEAY 992 Holx 29l THFE FReME,
7t 288 d4EAdold SUAE O ASEAY
o A S| LM ool HRE A=Y 5 Uk A
o, geEadel H Ho|zaAe od Bad vixg 5
ol LRl vjA e g-174] EAYRE ¢ Wast At ol
o) o|dBADe] EAH so|Zajele] v]E A} Mynol o
LB A ol Zepele My o2 UYHDZ M, n@td
Ao EAUY goz dAsslo] MTE AEY & U
714 felaiol & Mol F A7} v, e AxAH
o2 @ wAZ ARSAR F&4s qAe) Ex7b A va
7t 92 @ Fojo} grp= Aotk 2 wjmzle A WA Y
Hol don't care@ ALE ok gAe vmst $2HA
ge AL gusinz de AHELES) ool H2 g
@A spo|Lajeloz e oo} wh}.

golzalel 7+ Y& dF A 72 $4%¥ W
Mool e} N3t theeb7] sholzabele] My, el Al Mol
g4 dAlex FeUE Aotk 3, oW Ho|zele &
g Mo| thg dolZelle] Qg Moz s uy 53
¢ & AT ¥ HEE oW WY WAL AR o
% wolA Uk molE: 27E 1 Hojmelgle] o
o] 7 FolLa}elA] Y ojg 2 do|xe}
A 74249 vhA% F0] don't care(@)?] &
An Utk F2 dolZaloz nYd Vg
), QobetE WA M2 olBAY AAAE R WA

Nf-'F-l

X

3

2 Ao ot 2t |r 82
T oox Mo re Ao

axe HulR don't care(@) 7ol o8] AAHG. ut
A Ay FALAe HulR don't care(@ 47} N7l

A Mo (B solx 2hele] Mgn3 hB T (%,
N=0 o|® My 2 “AFEeh. Hol2] MuES A Mo
ol oj58 Azl We} & 2& A7|WE o5& sl Wk

Feiste, g=2 93, 2 dolZaklel T4Y £ Ue

“’E‘Z} Hl-‘_l!—ﬂ—o-'l C‘gg ‘E'_z};ﬂ @'% {ﬂCrurlc(:m‘_’. Cpre?CeuriCeury
|

cmﬂ_m——[D_

Corez_dect _|

Ceurt_decz
Ceurt_dect Court_dect _|
Ceurz_decz I | [ Court_decz™—]

CureCenrtD, @D, Been@) 1tk 4714 = T HIAHR
HE Bluse] ¥ FAE Yujstz cure @A mo]x
2tel, pres o)A Ho)ZElele Haln, £abe nHA 22}
P ok (Y 32 =2 ¥ o], g4¥ EAol u < &
= "7 328 HoAFT 9lon ulAY decN & Ff T
A HEE oo}, (¥ 4= HTFEHA abledeflg)h*
7t HFEHLR 322 FAY RELS BoFm Yo

(e

ki

Mo Moy M "":D Mo
H_ﬁ [ Mo

(D24) Yr##4| abledeflg)h” ol thSs= 8=

32 50 3771

Snort T2 W£L B39 HAAE HEHE 5 2L F9
507 FHEh (29 5%E oracle 7HHYLS] W& F
4% 2 “dbms_repcat_alter m"9] EA}go] ole] sjEelA

E_ ¥ m_

FD._ a 3

Court_decz ™|
Court_deet __|

CorezCeurtCeurz

CorazCeur@®

Ceurt_decz —

Court_dect —)

Oc, .0

(38 3) g=2< w 3 2A} H|lWI| 3=



Aolsle] Qi AL BAFH 9t oA FHHE £
£¢ adz ddeitg 322 FAEE A A vt
Hr}l, NFAd digsts 328 7oz, F3E HAF &4
e F713Q =4 glol AH Y F/7t 7Hsstch (29 6)

FHY HF BAYe TH3E NFAY 2EE HY
)=

]
g
==
e

alert tcp $EXTERNAL_NET any -> $SQL_SERVERS
$ORACLE_PORTS (msg:"ORACLE -+ content:
" dbms_repcat.alter_mview_propagation”:---)

alert tcp $EXTERNAL_NET any —> $SQL_SERVERS
$ORACLE_PORTS (msg:"ORACLE -+ content:
'dbms_repcat.alter_master_repobject”i-+-)

(38 5) WEEe| HF 2AtE FH ofH|

c d

f{_“'—__\ g./[“:)\
a b e | ,“ =) @)

o~ & (_?'“w)i.f(;—\“/m b -
2 “Jv\f”{‘}/’g“ﬁm:/\»\
U OMO O

(a)

ai

|
d

f
(b)

(3% 6) HFOE SR3t= (a)NFA 2t (b) BIZE

33 HEE 2 AHSH4AT|

SNORT #& 5] g 325 HAstn FPGAo LA
7171 18] WA SNORT 7% udolA content TE=,
uricontent 2 pereZ =9 YEEL FE39 25 AFEH
Ho® FYHHEE SNORT 73 #HME AFsigct 2
AMBANES vlgeg VHDL ZE=EE HAstes AFEA
2 B & Alztsigdch VHDLRZE A4e glo] 713 2%
&< vl4d(routing)olth, FEAAL L HojF HerE 43
371 S8 caheedze 2{REL H5d 3 BEo
2 v FAEE stn 1 B2 A58 ¥E ojYPse
TZ 248 B4g o]fsld VHDL Z=E QA% 2
Afolde Ande AF 59 Lex 9 Yaceg AML3ld
SNORT 13 #tA4 9 A EdHY AME 2390} 28
329 A7} FPGAd 739 wAAA RE HAL (1Y
N3 2E gAR 25aEel.

FPGA®E OI2% =2H HAE0IE 587

SNORT
rule file

SMNORT rule parser

Regular
BXpressiol

Regular Expression
Parser

VHDL
Code

Synthesis

netlist

[ FPGAimplementation |
(38 7) 32 XS b
4 o8 R Ey

B oA SNORT #H3< BAste Hag A=
HHES FEFL HFo THE 7oz Bbit(g=1)3}
16bit(q=2) 12l 7ol oiste] 2F 79 ANE A=
o} webA 2 ERE utoz yaEeE &S o o
ohut B2 2SO AHSEke 29 FPGAS Ao 29 F
TG57E At F Fol=uA BEEU AS Hrke
Pentium 4 34Ghz 9] Processor, 1GB RAM 2| Al%& 7}
A e A2delM o]Fo] #ou, ALTERA Al¢)
Quartus I 42% 34 AZEg o2 Cyclone EPICI2Q
DeviceE Ebl tlulo] 2z A3} <E 2>E= AFd)
ALg® SNORT 39 FF 34 dd 725, 22z £
A 5o ARE Aot

<# 3>& H¥2F=2 LE(Logic Element)? F+ q7i9)
EFf st Jzce g LEE Eg=HS o 489S
T8 g=1 A B9 g=2 A F 2R £E2 FAL 3
o 2FFL A& 2ve] HF Ao|E Holxwk ALgg
LE®] & of 1070l E33}ct goll we} A8 LE /A4

(E 2> AF2E SNORT T7&le| He

# of # of # of odd

tile Patterns | Characters | Sharings | * °f ORS

ftp 151 G677 8 0
*oracle 613 10,764 122 0

smtp 152 1,824 15 22

sql 61 1,140 4 2
web-iis 144 2,118 5 2
web-php 206 2,752 73 20

total 1,326 19,275 276 46

*Oracle 73| & pere §4& A 9stn 145,



588 ESEX2SH=2XC M6 CR HES 2000100

(E 3) MY 4t
: shitig=1) 16hitlg=2) -

Rule LEs | LEs/Char | 1Fs | LESChar | 1%

ftpp o4 0.8% 740 LB 0.22
*oracle 5,008 047 5,405 0.50 0.04
smtp 1.530 0.34 1,690 93 0.09

sal 604 033 702 062 009
weli=iis 1840 .59 - L4 1.01 0.12
web-php | 2123 077 2395 0.87 0.10

total 11,74 (.61 13073 (.68 007

7} ¥ak= 2& OR ?H‘Fﬂ- FHEE prefix ol gge w
7] wWl&elth. I o|fr+=, g=19 #& OR-gate7} I8 fIAT
q=2 °|4d %% ﬂlt.—'a" opc} mpx]et gpo] el A ¥
=3 09 match A5o] HFHoZ 1719 LEE LR
OR-gate® F7t¥7] d&elcth. 22y HFe /2 U3
o oracle®] 7ol Hol €& FH7 SHAE Afol 2

vl g9 Zrb7t Aoz HA FrishE Aoz Fod,

5d &

B =FoAdEe NIDSe ¥ #dujds EAsiw
FPGAE AHgsle] & 2428 AgstnE £ 27
W H5o] T4 42 Heofy 718 AMASAch
%OI AN e ¢ 2 Alo)F Fot 948 Ay 3

2 Y ol FAlo| vuE £ HFT& Eole A
°ltlr g Hogde] YFolE TREty fdas AL 3
43 stdch 492 Eaf SNORT #3& 33 Az 4
Hol Hojg BAES MEETh ¥ Hit 068 LEs/Char?)
AUL AMgEHE AL A 4 e, HE vaE
B¢ £7%9 3718 #Asch =@ 999 EALE
gbitel Al 16 bit2 W& v E F7istodE 1.07 wie] 2419
AHE 27171 W AdEE AL Eelsiy

#AY 2

iT
T A
X
foe

m‘ﬁ rh_ ﬂllo

‘”1

B 3 8o 48 The 22nd Annual ACM Symposium
on Applied Computing (SAC '07) gt=thse] L& A&
th Eg o] =59 g4 =g TN FA5, HA,
Aol ZA ="

da1gd

(1] Joannis Sourdis and Dionisios Pnevmatikatos, Pre-decoded
CAM:s for Efficient and High-Speed NIDS Pattemn Matching,
In Proceedings of the 12th Annual [EEE Symposium on
Field-Programmable Custom Computing Machines, pp.
258-267, April, 2004.

[2] James Moscola, John Lockwood, Ronald P. Loui, and Michael
Pachos, Implementation of a Content-Scanning Module for
an Internet Firewall, In Proceedings of the 11th Annual IEEE
Symposium on Field-Programmable Custom Computing
Machine, Apr.. 2003.

[3] Y.Cho and W. Mangione-Smith, Deep Packet Filter with
Dedicated Logic and Read Only Memories, In Proceedings
of the 12th Annual IEEE Symposiumon Field-Programmable
Custorn Computing Machines, Apr., 2004.

[4] Martin Roesch and Chris Green, Snort User's Manual.
http://www.snort.org/docs/writing_rules

[5] R. Sidhu and VK. Prasanna, Fast Regular Expression
Matching using FPGA, In Proceedings of [EEE Symposium
on Field-Programmable Custom Computing Machines
(FCCM'01), Apr., 2001.

[6] Christopher R. Clark and David E. Schimmel, Design of
Efficient FPGA Circuits for Matching Complex Patterns in
Network Intrusion Detection Systems. In Proceedings of the
13th International Conference on Field Programmable Logic
and Applications, June, 2003.

[7] Christopher R. Clark and David E. Schimmel, Scalable
Pattern Matching for High Speed Networks, In Proceedings
of the 12th Annual IEEE Symposiumon Field-Programmable
Custom Computing Machines, Apr., .2004

o & ¢
e-mail : janghaeng @gatech.edu
20060 A=cietn FHHFHFEHEAL
20093 Georgia Institute of Technology
(AR
4] ¥k : Dynamic Compiler, Parallel
Computing &

o 4 #
e-mail : swlee@kw.ac.kr
198813 A &fsti Ao A &3 atei(FEAh
199013 Mgofsta AojASF etz
20033 |5 University of Southem California

A7) 3okl F S
1990 ~ 2004'-4 A AT
d A geosta HFEIe 2
FHaEok: vltjol LB A A, SOC"—;MI, Power-Aware Computing,

d4 Nz §
“ s 4
 e-mail : neungsoo@konkuk.ac.kr
| 1991 AR W7)FsaHEAD
1993 AAldietn M7 e (AA}
w2002 U= University of Southern
California, #7358 aH# Fe|Feh
(Z&erAb
20023 ~20039 A HA HYA+4
20039 ~2007d P a HFEHTES AT
20073 ~d A AFdEn AFEHTYE Fup
s ok AFHTZE, duts Al2g WEA2", "EAY
o] AFH, HFHES 5



