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An Efficient Anonymous Authentication Protocol Based on Multiple
Anonymous Certificates in VANET
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ABSTRACT

Until now, some protocols have been presented to provide vehicle's anonvmity and unlinkability in VANET by means of issuing
multiple anonymous certificates to each vehicle from the trust authoritv, or shot-time anonymous certificate to a vehicle after mutual
authentication between a Roadside Unit (RSU) and the vehicle. However, these protocols have high overheads of the trust authority, RSUs
and vehicles for generating anonymous certificate. In this paper, we propose an efficient anonymous authentication protocol, in which RSUs
can issue multiple shot-time anonymous certificates to a vehicle to alleviate system overheads for mutual authentication between vehicles
and RSUs. Several simulations are conducted to verify the efficiency of the proposed protocol in terms of RSU valid serve ratio and
vehicle's computational costs, Moreover, the proposed protocol provides unlinkability and traceability when multiple RSUs are compromised,
whereas previous protocols do not provide unlinkability and traceability.

Keywords : VANET(Vehicular Ad-hoc Network), Privacy Protection, Anonymous Authentication, Multiple Anonymous
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