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ABSTRACT

By identifving the unique information of the objects using the RF, the RFID technique which will be able to manage the object is
spot-lighted as the main technology in Ubiquitous era. On RFID  systems, since the information of RFID may easily be unveiled in air,
the secure and privacy problems alwavs exist. In this paper, we propose mutual authentication protocol based on svmmetric kev. Proposed
protocol has been able to minimize the tag's H/W resource by using symmetric kev. And we use tag ID which is encrypted with hash
function and a shared symmetric key by Challenge-Response pair of PUF(Physically Unclonable Function), thus there is no key disclosure

problem in our protocol.
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