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Reliable Image-Text Fusion CAPTCHA to Improve User-Friendliness
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Moon Kwang Ho' - Kim Yoo Sung™

ABSTRACT

In Web registration pages and online polling applications, CAPTCHA(Completely Automated Public Turing Test To Tell Computers and
Human Apart) is used for distinguishing human users from automated programs. Text-based CAPTCHAs have been widely used in
many popular Web sites in which distorted text is used. However, because the advanced optical character recognition techniques can
recognize the distorted texts, the reliability becomes low. Image-based CAPTCHAs have been proposed to improve the reliability of the
text-based CAPTCHAs. However, these systems also are known as having some drawbacks. First, some image-based CAPTCHA systems
with small number of image files in their image dictionary is not so reliable since attacker can recognize images by repeated executions of
machine leaming programs. Second, users may feel uncomfortable since they have to try CAPTCHA tests repeatedly when they fail to
input a correct keyword. Third, some image-base CAPTCHAs require high communication cost since they should send several image files
for one CAPTCHA. To solve these problems of image-based CAPTCHA, this paper proposes a new CAPTCHA based on both image and
text. In this system, an image and keywords are integrated into one CAPTCHA image to give user a hint for the answer keyword. The
proposed CAPTCHA can help users to input easily the answer keyword with the hint in the fused image. Also, the proposed system can
reduce the communication costs since it uses only a fused image file for one CAPTCHA. To improve the reliability of the image-text
fusion CAPTCHA, we also propose a dynamic building method of large image dictionary from gathering huge amount of images from
theintemet with filtering phase for preserving the correctness of CAPTCHA images. In this paper, we proved that the proposed image-text
fusion CAPTCHA provides users more convenience and high reliability than the image-based CAPTCHA through experiments.

Keywords : Image-Text Fusion CAPTCHA, Filtering, Text Matching, Content-Base Matching
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