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Privacy Management Based on Profile for Personalized Services in u-City

Jun-gyu Lee" - Ji-ho Kim™ - Oh-young Song™

ABSTRACT

U-City pursues personalized service by collecting contexts through sensors located over the city and presenting the service
automatically depending not on the user's request but on the situations that are needed. To provide the personalized service, however,
contexts collected through various sensors are needed, and they include private information. Therefore, it is important to keep a balance
between the convenience by presenting service and protecting private information.

In this paper, we classify and grade person's various contexts requested in the personalized service environment. Based on these, we
make decisions on whether to present the service or not by profile-matching between user profile and service profile. Also, we propose an
efficient privacy-protection management scheme to encrypt transmitted private information and to control key distribution.
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o] Z+ M|~ Ay Al AEHE NI £F £ UZAE

of w2t HdstA Agd & A=F Ik

M|~ AEE#(Service Controller) Mu|~ 3te] &
S-S A AT Mula 2AEEE FRAFLEN 9
2] Mula7t FAO A8 FE}= AE WASE 9
& #oh Aujze] dig delH7t Au|2FA4d REZEH
A5E 35, 94 Mula BNE 880 Auja §£40
g Aol 2o 5F off 9 Mulavt ST YA AP A
A A AFE F AcA Y HEA ARE RIS He
A E@ Y P XA FHEH} B2 PdE A
vl 27} o] FEFo| AL} G ALEAA Bge] Foix
A ¥ Mulzgtd o] @Al Myl 8L FHHD
AL A AEE F slokes HAAE dgd

5ot A8 7| (Security Behavior) ARt A 232 &
T M| 2o dis] Mu|2FY REZRE W] HEHY,
3 Mul= AFA FEEE AABRY £7F ¢ 9PEd
net AAE 453 S FH 7] A2ES AYsie &9
& ¥ 83 A 2AFAHSpecified Service Provider)ol]
g3,

Bet o|WE R E(Security Event Monitor) A&}
o} Mujze] de 3 BHE FFE AFsie Mu|2E
NAE AS TEstm, Aula7t FE5E FE Au2d F
F BHE AR ggo Mul27t aFEHE FYE B
gilg H&A stn, HF JHE LT Auz9 HF
Aol R E seamless@ Mu|27F AFE F AEF

ojg} o] E RN AgtElE AlAHE ALz e
47 Hulx Z25de] v & F3 uCity 25 Aul&
#70H AAAFRE BI/Feste Fxolt (Y HE
Akt ol7|EAe] F8 EE(module)d dolE o]FE
BEAE AMFHYA sgxolth (¥ 59 MMEL u-City
E3e] 9A8u, A2 G2 E BAs 1 AMPRE
AFHozY & AU ESAs} AL T HFHo
2 719 FREE #e opF|dH ¢ FRAR 3 BE
of Aggct & B0 NMUALGLIE 2A G EAAFT
old &2 AgAYgd B £ Ex EA U HE
o} TP EdME ¢ 2 2ol AR AME
o]g A3 1 FRE AYAN £ REZ FAdE
HAo|t},

o] ¥ }uAY £ REL FAT AMPFRES T A}
A2 ASEA e ALk AREY AWM=
HolH o]z A4E AP LE2A R 7Ntez
A AMAPRE BAe A ALzt 43E FEF
o d& &9 AHEAU} B2 FFA B4 £, #AE
AMABE 43AE £33 ELE25H dedsidd 432
A dFe AA7E ZAE Az 3 AT AN 9A o
ANSE EAS 71 ‘HA AHEAE b &#24olt'e
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1
]

=207 7iIARE S e of7] 93

Context
Aggregator

Profile Comparison
Module

Ao e

A 25

(T8 5) Z=2mel7|tt 7l HEES #2| 58

T 4%eE FE8.

EAREY A FEF AHEAY] A%E vNeR ¥
A ALgAR Al g %EFY Mu|& 5L E43i=d o
g B9, F0EL o839 225U A AR 4%
of AAF “BEFY HAAME Mu|2”, “GH/RF A
A"Fo] M2 BEoz 9L, “SA/Ad TFFE A
vl A" e 79E uCity Mul& R Ao o} ALg-zL 4
ol #AGle] 718Mu 224 EFHE F A

Z25d vmr)es A GRERE AHER S
FAst 2+ Mula ZEodn £ AL ZE2Rdg
H] i3} 2L(compare process), 91714 F Z2a] 3t uf o]
ojFol7 Mulx F @A ALEANA AFE F de A
2 PR YU (¥ 59 Mulx HAEES
AY7)1E u-CityZ Y& wHdste], AbgatelAl AFd Ay
2o oig Ag/FT B, Mulx AY A AdHE AAA
2ol 433 Wy 7] ¥ §& AAMSE FY(command
file)s A48t 77 31F Mul= A FA(service provider)
oAl A% (28 59 5F Mu|lA A FAE u-City F
T2 % EAFTHSYAH U Mulx AF EE
(Service Provide Module)e] A}, & 9% $|x& 44/
Uk Mul A AlF AlAago] E 4 gla o d g A A
AT BES Mulx AEE 9} B Ao A
9 (command file)& WPste] Mulx A A AdHE=
MAAR, & A ALY 9H), A9, 2A1F 59 FEE
bHsHA Hel/RnE AN ALSAbAl RFH AMuAE A
F3.

command file®] F8 W&, AlS-Abo) A &P Au| 27t
ATE o Luvhe AR ARARS] M3 E WHs
T ALEN FAHORE MHlZ AFA fFEEHE NG
gARe 2F 9 HEe EAste gz dnFa 7
Alo|Z2E A A g AHoloh, E% o] command fileg TAI%

| 2AF2 oM, AAALEE H48te AR g
3 5AE &1 HFHoE Ay Fo| o]FojA=H, o
o durHog Mul2AFAel AR @R Alold] F7F]
714ke] 7] Euj7t WA o]FojA:, o] F UAI] ¢E3}
71YE& AFEste] Aulx AlFd Hagt FRE FawA @
o (¥ 6)& AHl2 AFA, FFHE AAEFERY ¥
o] wg ¢33t dueFa 7] Alo]= A€ HolE9 o
Alojth, AREAOlAl AFE AMulzo] diF FAJo] U,
Bt Ay E (28 6)3 2 HolgdA HHF o
33 gnelF 2 7] Alol=2E ddsta, 7|er u-City 2t
AL HLAFA command filed AT (I8 6)oA B
AX & uiel Zo] HEYAE B34 AEHE AAE33A
Hel Beb7|¥e] AHEL T FR o B Bx, IR
o} A7), tute]29] AFH T9)ol mhebA 3ol o o
53} 7|9 <l @ olgA e AL =ukd tjup
ol2g EA #A wlele] JEHE v s HAFE FHol
ik NG FAFE A T A7) W g3l
g2 A 433 7EE HEste] HAdS FASHEA
A28 HeldE Fe FHolUh

Security Level Encryption algorithm/Key size
Level 1 DES 56bit
Level 2 3-DES 56bit
Level 3 AES, SEED 128bit, 192bit, 256bit
Level 4 TBD TBD

TED * To be determined

(28 6) 2ok|dol| oE Zst 202|FR 7| AO|= OjfA|
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26 HAEHE 15 o AH

Agkel Aladle] HEg 2437 SlEAd (2¥ 79 2
ol HAEME #73 & FAsA A AN2de Z RE
A AL ZAE HAENEE AX ZeodE, A
47} Sl E, Au|& FEo|dES &4 ZR2IYPL A
43ttt ol ALR-E dl=dols FEH o IDEC A9e
e otk AN ZeeldEE u-Citydd AMFELS &
Foe FEE 7HEHoz FEs F2 8 TRyl
ol mE] Aslld A4 HEE, d2E Heo AR A
¢t Alxd MHE AEPr A8 FEoldEE u-City T
AY 98E 935 FES MEHes 7E ¥ $
Z2agolr}, o] she 2= g AHgAE @
i AHEA Z20Ye Addhs S48 ZEadolr, Ay
2 ZElo|AEE ARt Al2gelA 25 vjY L T A
B2 AlRWEE wod NHAE JHEHoz Ay, A
27k A A A5 E A8 2EAER Hu Mu]x
7t AFEHL e FRE LeFd aa Mule A%
B4 o2 MM Feo|dERRE MA HHE ¢ Hulo}
AR 38E FBSm, 4% % 2EYMu2E &Y
e J8E sted olF 9% 2EEXE F-logicd AMR
gto] FEatglen, o] 2EEA H(query)E WA A3
S FEsIL MH|2E FE8E 742 SDOR(http:/www.
saltlux.com/) & AHg-ste] FE& A

3 A FAAUE WA OgF AL FEo|JIEE
=g FHstn, AN FodEdAe A4 AEE
o] W Afste] ALz FEo|AE Mu|a A M7}t
=287 A o] ZEd Bt NS Fech

H2EWES HEd u-City MHAZEL 3 1)
A& 7R 2AF g2 T BE A, 2EE HAx
AE Abl2, o8 d" MulA2 F4 §an. &4 Zeh
A2 ALY BEAXNAE, FUST/INAR, YA
B 58 74 wo} HuA, n¥RALYE F 9T 3R

g AZHFE Aoz, AFRZE MHlAE AR 2AE
EE o] 5o MH|AE AFF 2EY AAANE Ay
&5 AMEAHY] AQ], A, B §& E£AE BEUA
FHolU AAF 4L AT dagdd Aul2E AL
Aol A&, wut G Fo AAGRPR} o8 V2L &
Aste] F3)9] F9E B Mulxo|t)

(2" N & AzgdM =sd A A Hprocessing
delay)e] H#ast Myl AEEHE 7]|Fo2 B 2§
HeAIZE v &g 78 Zlo|th Bo] WEY AT HE Ay
2, S RAE AMH| 29 ZSdls B Ao H A|Zte]
500ms o]/dol® A F Auzel vla] HAi 160msol A
3B0ms7tA] AeAzto] o 71 AL B & 3, 53] o8y
T A2 ASolle AREAN MulA FEAZHE 9v]s
© SR A7 A AZlo] 544msE 47FA] Mu]A F
7Hg Ao, =% 285 AN )& PFAE HY, Z
23 v@v)e NulAFA 2§ MulA AEEYJ )
3 Zbzh 1.24), 2709 A2 Alzte] 225 Y o] A RELS
A MM F AAsh= vlFo] o 273%=2 YERRT
vido] JEEA A7, Bt A7) FERYo] Bsn,
AE AMo] Bol AAE ARt o T36%E B HFE A
A8k ok,

BREA, AqHl2 FE ARME Yehde 2884 ddg
1Y EAd, AF BEe A ASAY A3 BAs
3 AAZ MulAs 280 Bad AMFRTL Bo| 27T
AlZE 2 A MElA o] 87|59 A e} 3R
A A} gho] ddaty] dEe] Mulx FEA|ZRe] o2 2
dok. £ Bk Agr]e] A AE BE o8 49 Ay
29 S T2msZE 7HF B Aol 22HdEd ol
Mol A Al dess QAR b2y gL Hotyd
of £ada ety B g5zt duFa & HESFY
7] @& A€o &g Aol £A €

CPU 4% | Core2 Doo ES500 3, 16GHz CPU 4% 4 Dual Core 2.01GHz CPU % | Core2 Duo EBS00 3.16GHz
-~ Memory DDR2 1GB < 2 Memuory DDRZ 1GB s Memory DDR2 1GB = 2
HbD 1012 HED0GH HDD T 1IN ‘&ili].}. AL -~ HDD IDE 1{5000:)
0s Window X' professional 0s Window XKI' professionsl (3 Window XI' professional
Sensor Service
Client sLg-sted Java jdkl 4.2 Abgeled Jova jdk1.4.2 Client Apggie] Java jdk1.4.2
Time Stamp 2 - 08:07-25.45.08
User 1D 19 1637 46
Authwnication : 01
Core2 Quad QHGO0
2.40GH2
P ]
FER Y DUR2 1GH < 2
SATA2(5000)

(agn

Window XI' professional

Java jdk1.4.2

HAEHE &Z
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(7+9] © millisecond)

T—— &4 2t A5z wad dANe | saew Average
Situation Analysis Engine 282 387 231 '| 544 310
Profile Comparison Module 68 98 42 119 816
Service Configuration Module 136 219 101 281 1843
~ Security Behavior 418 563 369 722 580
Service Controller 69 61 58 81 67.3
Total 973 1348 801 1747
a mE A Az
[ o4 Zan] oy wz sha s AP of s e Average
| Situation Analysis Engine 4.1 6.3 4.0 6.7 54
Profile Comparison Module 1.0 16 0.7 15 12
Service Configuration Module 2.0 3.6 T 3.5 27
Security Behavior 6.1 9.6 6.4 B.9 78
| SeniceConmollr | 10 1.0 1.0 1.0 10

(D2l 8) ==m7(dt Jjel HEES 22| A|2H2| Processing Delay

3.8 B

u-City87 ol 715tgk 719 AT Fe A2dE 75
871 YaiME HA Mulx Algel o|&5HE AAEFRAR
o 7 FEF desty, s AFHFHe u-City
Z} M| 2378 A4S 7o g AMERY/AMH|A Z2ue
& BHIE Jlee] 27€Y £F RRY ANERZEH
T8 ARE 89 ¥4, A, 71FEd olyF FHE 7]
Hto 2 ghEd NuAE AFsl7] $1F AR FE A&
g Fdo| MajEojof gl

2+ =AM E u-City B%Y Mu|2 #HdM a75HE
st e 4EAEE NFH ez B F 558 s,
o]& 7Moo g Algzl T2odd Mula Tzadg 7o
o] Z2sy vfjHS 5§ Hulx AFeRE AAsm,
AdEe AAARS 5 ol& 3 7] RulE s
= AHES #E Fx2E ALsAT. e g u-City’t +
5 Mu|27t Solud F3EHE AAAR gk n
ol me} sfAsjer G Al&zLe] AHgto] F7E Aol ®
AMul 2 AFol g AAARI AEstded wel Algay
Mol 22 sl e 2R/, #F0] Bisa sle
2 odn. ety A3y 282A 2dd #AF AT
o tEo] Hulx FJAE A5 YL Tl AYAR
o Y AREF 2 Zagd EF3d gF 477 A
Zslojo} & Zlo|t}.

#agd

(11 AYE, u-Citys] 4FAA 2 mda} AARY, A FALT
2, 2006.

(2]

(3]

[4]

(5]

(6]

[7]

B84, AT, 7, "uwlity F8& A2 R AV, #5
AL =837, A2 A|1Z, pp3-9, 2006.

SHEE, 24, "u-City AH1E A% 22 284 u-City 44|
& Bdl el #E A", ¥R £33 20079 8
Srad =83, pp.366-371, 20076.

FEA, 2714, ‘g8 u-Cityd] 433 v2 2 29" &
TERN28 =52, ATA A11E, pp223-231, 2007.
Ao, ojdd, “FHYPEE FET FHAA A2 o
T Yot e, EATH ALY = A, A3
H #1235, pp.27-41, 20076.

FTAERTAZY, FulFAHL ZetolA] BE TP
TFH, ¥R RIANFY, 20069.

ol T, oIFE, AAE, £29, “U-City #7149 HARR
BT S A% ARAA 7 Bt 71y A7, 208§
ey EASE RN =E3, AL5E AlE, ppl132
-1134, 20085.

o & 7
e-mail : jg3546@wm.cau.ackr
2008 FIHFE A7) F (8}
20089 ~3 A FAoigtw AxpAv)ZER
A AL
BAHROFIUSN, 284, VEHZ Hgl,
WLAN % WPAN 5
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e-mail : jlhokim@wm.cau.ac.kr
20009 Fgistn AAH7]F - (8Ah
2002 FGohstal WAz ESHH(E 4D
N 2007 FIREL HAA7F I EHAAD

A 3% | 007d~E A TS A7

SEFE
SAgok: ful A2 AFY, ¥R, MENZ B, WLAN
32 WPAN ¥

&L 9
e-mail : song@cau.ac.kr
1930 d M&digtn A7) 5 saH(ErAh
19823 =787 e AAA7|F e
(ZEAA}D)
1992 WA A2 FFEFSHF AL
19913 109 ~19923 10¥ Intergraph Corp 4 €714
199214 ~19933 IBM Corp. 44974
1994 19~1994d 8¢9 4H3 Az LSI AR Y- 474
199¢ 99~ A FIdgn A4A7 4T iF
A E-ok: Ubiquitous & Pervasive Computing, IMS, Mobile
Computing, Wireless Network Security & Privacy &





