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Clue for Secure Route Optimization in Mobile IPv6

Sehwa Song' - Hyoung-Kee Choi™ - Jung-Yoon Kim™

ABSTRACT

Mobile IPv6 is one of method can keep Mobile node's session. To solve legacy Mobile [Pv4's triangular routing problem, in Mobile
[Pv6, Mobile Node could directly communicate with Correspond node by Binding Update. But, attacker could interfere Return Routability
Procedure that is Correspond node check Home address and Care of address reachable. At this result, Attacker is able to hijack Session to
correspond node from Mobile node. In This paper, We propose new Binding Update scheme for solving that problem. Our approach is that
MN gives association both home token and care of token using onewayness of keved hash fuction. From security and performance
analysis, we can see that proposed binding Update Scheme can achieve stronger security than legacy scheme and at the same time

requires minimal computational overhead.
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