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Fixed IP-port based Application-Level Internet Traffic Classification
Sung-Ho Yoon' - Jun-Sang Park’ - Jin-Wan Park’ - Sang-woo Lee™ - Myung-Sup Kim™

ABSTRACT

As network traffic is dramatically increasing due to the popularization of Intemet, the need for application traffic classification becomes
important for the effective use of network resources. In this paper, we present an application traffic classification method based on fixed
[P-port information. A fixed TP-port is a {IP address, port number, transport protocolitriple dedicated to only one application, which is
automatically collected from the behavior analysis of individual applications. We can classify the Internet traffic more accurately and
quickly by simple packet header matching to the collected fixed [P-port information. Therefore, we can construct a lightweight, fast, and
accurate real-time traffic classification system than other classification method. In this paper we propose a novel algorithm to extract the
fixed IP-port information and the system architecture. Also we prove the feasibility and applicability of our proposed method by an
acceptable experimental result.

Keywords : Traffic Monitoring and Analysis, Traffic Classification, Application Identification, Fixed IP-port
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£ FP(False positive)) FN(False Negative)22 et}
& X FP@, 313 ¢xngFol X7t ofd S8 X3 &

10

o fo
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FAE Y dagEo] X2 gE 4oz A3 Aotk
E= #ale EYY Aole] #-A EohH FN-Unclassified
EE} FN-Mis_Classification®] © & $¥4& 7Kt =
2 BAse AL ol BA4% v Rade wlojth

7d" Alzde EALS ‘3}2 =xoA AQtetE off-line
}L]a} AN AZE 7M58HA Stk off-line A
S Y% Eﬂ°]E1‘? oz wEyoz Ay
B duFe Fuststed &3t B9,
dugEg vw 2A3E Ao stk AAl
AA YEHZA Mgd duFEs HE4US
YEYZ e dis) @A 4 Al2”o] o
A& st do o] uf$ fr&ath
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6. &F N A

B =foA AL 1A P-port 71 4% A3k
S EHAD EHFS ez APt 492 Intel
Dual-Core E2140 1.60GHz CPU$t 3GB RAM °| &€ %

& AFHAA Sk
A48S 98 gl EQIAA 54 FX EFFYLS 3
}Hh <F 1> Agd A& EEHTLH %% AEA
(Ground truth)dlo|H 9] ZF& BT
CE 1) MEol ARZE E2fg FE
Flows(K) Packets(M) Bytes(G)
Dayl 3089 / 48872 111 / 1,801 8 / 1541
Day2 3,200 / 21,767 % /749 67 / 624
Day3 3352 / 55,940 90 / 2,034 65 / 1,707
Day4 3450 / 53,353 136 / 1,969 112 / 1673
Day5 2932 / 52,282 95 / 6,051 70 / 58,334

(Ground truth / Total)

DX IP-port 718 S M QIE{Y EiE EM0l st A5 21

6.1 Az MY

A B (Tauration) S L3 P-port T35 o] £33 ¢
Al P-portE AAsE dlo] ZFo] gtk YAl P-porte
B/ ALRAZE EAOE A7) dEd] HEFE dA#
(Tauration) S A3 14 P-portst 748 & 5 ok A
& AZ (Tawaion) S AR A8 LS dloJHE
02 %8 AR Taraion) S AEAA HA P-portd] 7
49 1F P-portd AF, 28z 1A IP-porto]l E3Hd
A IP-port AFE SUste A¥FH 29 14 P-port
2 Algatd B e W 9& BMER AGEE 24}
gt AF A 0E JARY FFE Has 7] A8
A A G (Tetienthos) & 12 AL YA R (Timelimi) S T
2 A

(29 6) YAZ (Touaion)?] @2 e Ho] tho]o] 1Y
oP-port®] % 75 (Total IP-port)st uadFel| o3 F
2" 1A IP-port¥ 7/H4(Fixed IP-port), i 7%
Pportll &3 dE UA P-port] 7|4 (temporal)E E 4
Zth oA Agfsoe] 14 [P-port ¥1gFY FEE ¢
Al IP-portE AYs 1A IP- portE Z22 3= Aot o
A (Tauration) S AT o] 02 AH3AE o, YAl P-port
7} FE2HR] g AL A T F AU ojrn ¥ Y
A B (Tauration) > QA P-port] FZ& oF7|AA 1A IP-port
% N2d9 QI =E F7F AT

(¥ N2 (2% 69N F5F 1F P-portE AHE-3Ho

Day SEZES A3 Al E4E(Completeness)9 A
8% (Accuracy) &
A A Z(Tduration) =
"14 B]g— Z}‘- 1= A=

Yehdoh, 2R &2 & F Axe,
Z7F AA YA P-port®] 2% IP-portol
BN EdE A 9FE XA &
T3 YAF (Tawaion)®l AZTE

—&— Total IP-port
O Fixed IP-port -
—& —temporal IP-port

3 6 9 12 24
Tduration(hour)

(32! 6) LAIZK Towaton)0ll T2 IP-port JH2| B3}
(Teientrost=1, Ttimeimit= 0, Day1-5)

W g e S e —————— !

.| —é& — Accuracy(flow) .
: ] : : : —&— Completeness(flow)
0 i i L L 1

01 3 6 9 12 24
Tduration(hour)

|7/t(Tdurat|on)0" LLI.L- |_—|E :'<| QQE tﬂil'
(Tetenthost =1, Ttimeimit =0, Day1-5)
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O Fixed IP-port

2000 Il I i
1018 24 36 48
Thinit(hour)

(32 8) LHZH Terenmos)Oll THE EMEY HET B35}
(Twraﬁon=0. Thimelimit= <o, Dayl-S)

8

F o 383 24 [PportE & & F 7] W&o F&
=7t st AE 08 4 A9

A (Tetennos) > A P-port FZo] Ao BEE
FEe T AR (Taenmos)0l S 5, F o8] Z2E
¢ F4l sk 13 P-port 9% ¢ 2 FFEE nal
. &A% dAge] wobd 5 FEHE 1F IP-portd
M7t EelEo]l BAELS oo wes H¥e 53
A AARE Aok Sk A YA Taienmos) A
e 98 ok Aga v AN DA Totienthos) ol
4 Az $HES A

(28 8)ollA & & = IOl YA Tetienmos)®l 7+
st 4 E(Completeness)& 7431A| 9, A 8% (Accuracy)
T F71ed. Eggg 24 Fd S2E4A EFYL
T8t 23 P-port& F&317] dEo] LA Totenost)
o] rigtE ¥ A¥x(Accuray)E BSlt) uebrd E
EfFd glo] AAF UA G Tetienthost) S 20] T},

DA G (Timetimit) & 52 L2 Fo] A 9 of M 4
T AR (Timeim) S WF3A] 3] & FejolA d¢
3 ZFEA e AL WA H ol HoHEL F& ¢
12|59 LHIEE F7F AlA AA BAE oA F

(29 82 14 Pport & 22FNA AR Tumelimic)
< B89 S o WESE ZE [P-port(Total IP-port)<t
F%9 14 IP-port(Fixed [P-port)e] 715:2] ¥3ls ¥ o
Foh. YA Tomaimi) & 482722 A3QE o 24 P-port
o &4 glo] AA P-portd] #A #F& EY + Ak

£ oA AdF A 712 ARELS <HE 1> AAE
dolHE djdoz AYe olch o YAFEL B4
g HEYIY 8¢ A AxAH A4 5 Sl

62 EzfE £4

£ =8dA A A P-portd A%< Brle7) 9
8 <E 1> 71&% dHoHE o] &3l AFL Ak A
& Day 1-4 &< AATe2E 14 [P-portE FEF3x
Dayb o] i3] AAe2 F&3 E4L FAd +3 3%
oh AgelA ALER AARS 617NN e oz 4A4
1=

<# 2>t 1A IP-port 7]¥t EY 4o A} &
AF7e] sE3 LCS(Longest Common String) 7]%e]
Payload AlZ24Y# #47][12]9] £4 ZA3E HoF). Payload

(& 2) 1% IP-port 7|8 Eafm =4 zat

Day 5
Fixed IP-port Payload
Flow(K) 24.83% 86.06%
Completeness | Packet(M) 5.15% 6.75%
BytelG) 399% T5.72%
Flow 99.91% 97.49%
Accuracy Packet 99.92% .18%
Byte 99.91% 9B.4%

AayA 479 vms] Bgte o, 2 R =2 3
& AT BHEL 433 EUrh B0 ¥e
A2 v g @2 v]&9] FEA(Ground truth)dle]E & A}
4391 2 Pport2 4 & F & §3F, dA
[P-port®] ®]&o| @3t7] wigolch AW, o 7% A
A dolEolA & @ 1A P-portE AHEst <E 2>9
2e Z3g 4& A& 1% P-port 7| EY E4o
gui7t e A& ¢ F A

FPE A =HE Z9E dEHez2 F 7N ys + 9
. A HAE 53 MY E F2 Hb9 £33 g2 =
o2 FAsH:E %ol Widnows &4 AAol4 DNS AH
9] FHZL& svchostexe’t @93l A% abdobeAlol] A
A 54 ZTZAHA(mdnsresponder.exe)t E4% 23 &
7R F7]1H o2 DNS AWl 2ok oldF 24,
DNSA ¥ (svchostexe)2 5= 14 IP-port FPE e
g F dA o= FPe /M B v&E AXsE ¥ 7]
g &8 Z2ado|rt, Al B AIgEC] AMgdE $&
Z2IOPEL { Zweln ol &8 AA 8 HesAS
AHERTE &, §8 ZEao] AH 4 Mujg FA1& ok
ol#1gt 7S¢, & Alv(exploreexe)Z F2¢ IA IP-port7t
FP2 ueldr}, olet & o= nateon, afreeca palyer 53}
22 ¢ 7k 28 e oo el

4 IP-port7]§t £4 W& vj$ FsA W, 71E9
o2 dyEnd @2 E4E(Completeness)E 7}tk whe}
A, @A ded & dneFol oid, F o A 3
gz Fo| dasie) £ ) A3 53 Y 4
o BAE o] F o F7HHA £4o] s

<E & 3% & 23 IP-ports} 89 /5-E e
ot 4 7IkF B F 82709 8ol diEAM ZAMEA
a3 F T2(%F 88%)° &84 3360709 1A IP-portE F
28 5 A

(& 3 2F IP-port & €12|1E Ms

Day 1-5
[P-port 3360 / 7187
Application 72/ 8

{(Fixed State/ Total State)



6.3 2HIH =

14 P-port 7|4 ¥4 AlAgle] 4e OH3I=E Hol
7] f13te Hol2= AlaYA 7I¥k 4 A2 AL
S H T 34 <E o= 48 23E oo

<E DAA A F F %o, EYY Foj2=E 4Y
o] #lgfel shi= Hol2E 7yt Egy £4 wydd 4
53 F& A%g g wE B ARE AA% B4 E
7VsetA gk

(& 4 i BN AZHH|m

Min. Max. Avg.
Fixed IP port 24 210 81
Payload 1,252 45,765 17,235
(e+$]: msec)
7. 48 ¥ 8% o7

JEYl EfY BAE HEYA B FH oA 2
FoA4o| Zzs 3 o B dAPdA Aot EFY B
A HHEL 2 onFER Qe AA YEYI EYd
@%31'71 ojgrh et & =FdAe g Fgstn 7y
& 1A P-port 7% 24 $YE At 24 P-port
E 23 & $8dM nAHe2 AHgdE (IP address,
port number, transport protocol}?] #o=M ztzte] 222
M AEHoR 78 F AUk o)HYd A IP-port
E EfHoz FE3] A ¢ngFE AdEAG o
2nFe I 849 HLY F UEF {FAF AR
& 7HAE Aol 5ol wEA B =RdME 7bEn w
E2r FEG AL ERY B4 A2dE Y s £
A2 22, B4, AF N2dez 74 gled
BE A2€e ANz 2 Off-line F2to] 7453t A4
HEHA EFo HL359S o 2483%9 453 9.91%
2] %QE% 7Hi .

EEAE E'-f%l' Y gadFe Agse ARq
o Y SRS FEHS AT N 24,
AF N2 Adsigd go2 ol A2 o] 43
o 24 IP-port 719 24 4 g 71&d d7E BEH
Bl I Bt Fu And A2E dudF g dF
& Agoldt =8 £ dFdME A P-portd FE317|
g JAgs A¥9E Fotol AAsNAAY, dFH UE
3o LH= FE A HHE Ashes 477 gesig
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