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A Study of Protection Profile and Analysis of Related Standard for
Internet Banking Systems

Heasuk Jo' - Seungjoo Kim'™ - Dongho Won™

ABSTRACT

Due to the advance of Internet, offline services are expanded into online services and a financial transaction company provides online
services using internet baning systems. However, security problems of the internet banking systems are caused by a lack of security for
developing the internet banking systems. Although the financial transaction company has applied existing intemal and external standards,
1SO 20022, ISO/EC 27001, ISOAEC 9789, ISO/IEC 9796, Common Criteria, etc., there are still vulnerabilities. Because the standards lack in
a consideration of security requirements of the internet banking system. This paper is intended to explain existing standards and discusses
a reason that the standards have not full assurance of security when the internet baning system is applied by single standard. Moreover
we make an analysis of a security functions for the intemet baning systems and then selects the security requirements. In this paper, we
suggest a new protection profile of the internet baning systems using Common Criteria V.3.1 from the analysis mentioned above.

Keywords : Internet Banking System, Protection Profile, Common Criteria
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2.1.1 ISO 20022

FE718 ¢ 3§ AR $740E A% EF 1SO 20022
[1](UNIFI, UNiversal Financial Industry message scheme)
= ISO/TCH8 Financial ServiceselA L@ FFo2 BF
g XML FEFR(ZLIPYPE, XMLY A& F)olA
AR E fdslr] S ERELE F& Aol AFE
UNIFI= MDDL, FIX, FinXML, VRXMIL, RIXML, XBRL,
FpML, IFX, TWIST, SWIFT, RosettaNet, OAGi, ACORD,
CIDX, 53 #o] XML 3§ "AIA ¥ofe 8BS $54
BEFESL 58k, Adstza AE=HNdY B 3§89
EE 7185 ALY F UEE 3§ 2ok WHE =
2AA, ARL o B e FHE EEolh

UNIFIE= ISO 15022 ¥Fo 25 E waso] g3} o]
5749 HRo2 FAS| o Qdrh

- Partl. : International Standard: Overall methodology
and format specifications for inputs to and outputs
from the ISO 20022 Repository

- Part2. : International Standard: Roles and responsibilities
of the registration bodies

- Part3. : Technical Specification: ISO 20022 modelling
guidelines

~Partd. : Technical Specification :
design rules

- Parth. : Technical Specification: ISO 20022 reverse
engineering

ISO 20022 XML
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9} SejolAEZY FAA FAHA BAQTFAR0 Fa
3luj, 53] ZeoAENA Z3ld BAVITY ATl 28
& AAelch ISO 20022 EEANAE o2 RALTAIGE
A FaA R,
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1SO 27001[2] BSI(British Standards Institute)7} |3
3 ZAFEFoZ 7|de] AT HRE A BEI}T
2 #g F Ae AAY FIAN2EL FREZFGA L
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A A ISO/IEC 27001004 RSt FAFEFS 1174
zgog FAHo

ISO 27001 £F2 7199 AA Al=dd] dja] 5] o]
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e #Eshy] AT GubA] F2dHe AL E AA g
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2.1.3 Common Criteria

CCI8-111& ITAHES o Bty #F 2 #Hrslr)
& 34 71E(0S0 EF)oR uF, 945, T2 5 HAAF
o] Fostd Zr=x9 HAFIES FUE Y £ 4493t
ghe] sjeta 7). 19%6d CC V10 2HEES Azto g 1998
@ CC V2.0, 20001 CC V2.3, 200613 8¥el CC 3.0 71
2 F HEI olFoHm 20093 7€l CC V3l
Revision 30] &4 H7}71Ee] =l 20108 @A 744 AL
51 gleh CCe BS]Se] F8E IT AFoly A2yl
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- Information technology
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o538} ISI%EESC - Security techniques
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ISO/IEC | - Security techniques
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3.1 TOE(Target Of Evaluation) 4% % 74
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