M2 2o S0 NS SEXQ SEED 0r2F 7Y 233

DOI: 10.3745/KIPSTC.2010.17C.3.233

AE B4 FHo bdd 584 SEED vkx7) 74

9 -4 3 4.8 53" F"-84 5.0 A

= =
2 of

A o] 2/HHA gt Bl AYHUL 1F eUE F BF 439 AL, WESHe] A BF T @] Y

27 o3 =2uA 45 3= oA 71Ye] # dulA gk SEED: ¥|AY 4o 32 HE g4 Ads} S-box A4HE FAlO AR
shar 7k Agde] ik v o] x8E olE S\’IEE vh27) Y g spHo] Hasidh ¥ w=FolMiz SEEDS] T2 54& g3
of, it Aj7te] ol Wad vhxz) el W3 3IE H4Ag SF ARE vhAF S-box AAYE Ak EF of2F S-box HeolEE
st AASm ojzlez v vkaF S-box ¢AHE WAT £ ol AWAE TEo 7 vh2F J1¥e =3 k2R S-boxE A
RAM AH3¢ duteg Zol vne] I7|dqME ELHous T4l

7|9=: SEED, OjAY, & D23, A& ojAY
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ABSTRACT

In the recent years, power attacks were widely investigated, and so various countermeasures have been proposed. In the case of block
ciphers, masking methods that blind the intermediate results in the algorithm computations(encryption, decryption) are well-known. In case
of SEED block cipher, it uses 32 bit arithmetic addition and S-box operations as non-linear operations. Therefore the masking type
conversion operations, which require some operating time and memory, are required to satisfy the masking method of all non-linear
operations. In this paper, we propose a new masked S-boxes that can minimize the number of the masking type conversion operation.
Moreover we construct just one masked S-box table and propose a new formula that can compute the other masked S-box's output by
using this S-box table. Therefore the memory requirements for masked S-boxes are reduced to half of the existing masking method's
one.
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