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A Study on Appropriate Device Authentication Scheme Based PKI for
Exchangeable CAS (XCAS)
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ABSTRACT

A condition access system (CAS) refers to a hardware-based system that allows only authenticated users to have access to contents.
The CAS has many disadvantages found in that in the replacement of multiple service operator (MSO) a set-top box should be also
changed and the smart-card often causes malfunction. To deal with the problems, exchangeable CAS (XCAS) was developed in 2009,
However, in the XCAS, no method to authenticate a proper set-top box has been put forward. In this paper, we propose a novel program
for set-top authentication in the XCAS. Additionally, we offer a format of certificate of authentication, and procedures of issuing the
certificate for broadcasting services suitable for the XCAS. The technical method of authentication a set-top box that will be discussed is
of high efficiency since in the MSO it requires only two subjects to communicate during the authentication in the MSQ.

Keywords : XCAS, Exchangeable CAS, Device Authentication, PKI, DCAS, Downloadable CAS
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& Au|24 AFAM e FRVIRE A FE7t gle A
£ slelA F¥3] Folop gk NIST SP 800-57 Partl
(National Institute of Standards and Technology, Special
Publication 800-57 Partl)e]A&= A el AMEE = 71917+
uRE FLE 52 22dY 1ddA A 33 FU|R
W75 M2 gAstes Aaddls] =g @A 5
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2/ A2

2t 5 (Serial Number) ‘
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e
| 87| 7HValidity)

(32 15) Mg g2 =M EHE

H H(Version)

713+& A sloF gt

Ale FAATANLEE AMEstn 917] d@Ee] MSOE
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& @k
@ MSO% nonce Nysor& AEge}, & MSOe 4 nonce
E AAstE oadsgas T8I dgAdS 2
nonceE ¥t 7}
@ MSO= NusorlINsgioll A ghct,

= e



MSsO

2 =0l DS A5 355

[ul

SB

@ 'Ye MU 28 0FM W3 HEF|INssy

1
| @ nonce Nﬂ My _l

(€3] nom:e Nysor M |

i
| ®Signuso {anoxlleu} Ay

@ Nusonl|Nsa1|[SignmsolNusor|[Nser}]|Certiso

® Nssg!j"mso: |ISignmse(Nssal|Numsos}|[Certuse

® Veripsol Signuso(NmsorlINsart)
A4k

1
I @ nonce Ngg; & |

1
[ ® SignuseiNsaaliNuso) At |

| @ Veriysp{Signuss(NsalINusorh) |
Lk |

| =

] 0B Bx 23

@ Y& MU A8 FA
7Hel7| 3747| 9%
T

@ ASM WS MM Y
(SBEE, 377 & Z8)

Ensol 1B M W3 HEM) AL

@ Emsol UBM U HEM)

R ——

| © Dumolfu 2184 U3 H13M) |

1 —
|__ 9B I PN TS ____|

| @ sBe Wa *1“]"--!- ABA i
- Certsy W2

| B Certy

——— !

el

| ‘ SBOJ L W2 MH|AS UEM U3 2a : |

(33 16) Y& M|

® MSOE NusorlNssy, NusollNsgioll 988 g Signaso
{NmsorlNspr}, 2H19] AFAM (Certyso) & A 2ol
A gt

® A" 22t SignusofNusoll Nsm} & AEF 8} 5ol
AETE qSUAR A& Agstn, @30 A3
ol A28 nonce Nsp " & MElalz MSOo Al t}A]
WE ME 28 1FA UE 24 S i)

(E 2) 45 MEI28 QIEM Y3 HAH H7|Y

MSO E A A
SB A ks
Certyiso 6 CAdA Q153 MSO9] Q154
Certagsp SBe| Algh uba 9l Z4
Certsp SBe| w4 Mulzg 9lF
Signusol | MSO2] M9 g4
Veriysof | MSOe| #% @+
Signusal SBe| Algt ubs QIZAE o f-8li= My he
Veriyspl | SBel Mg vk AFME o g8 WE ¥4
Enwsof MSOe] ghish g4
Dol ) MSQ2] 5-&38} g

A2 QIEM W3 A

@ A%

® Mg
e,

© Mg 2= NelNaso, NswlNusorol M98 3%
Signnss{Nsp2l[Nyson}, AH9] Al B2 Q134 (Certasp)
& Alg ubxol A AS @)

10 MSO= Signysp{NsmlNusor) & HEF8ch A3l 4
S OSFHAR A& s, HFe Augict

= nonce Nsps A8 3},

kA
A NoplNagorol AE ghx AdFMqz Mg

A AR HAE AFA BF AR GANE HAEH
¥ Fagd.

@ MSO& Alg wzoA AFME ¢F s=d B
ARE 8 A

@ A vaE BE Au2ag AFAe Fag )
st 4718 A

® A wxe AR B2 3R, A Sl 7158 2
ZA dg A]:ﬂ).-IE. "“5‘?5]-_1'1 ;_q-lég_ o] ).-] 1 e |
AME MSO2 #7712 ¢ast o) AFAM @7

AHA o gL
AG Uit GEsd
A%,

(2" 113 2

iy ASA wd JUFAE MSOZ



36 FEMeI=B=EXC H17-CH H4=(20108)

I AL 7HsE MY ¥aelE I
ME %A DUY ALE 7hsE oS YRl
e

g 4a e 89 J

ME YA HEAL

(28 17) QBN ga HEM EE

@ MSO* Eumsol91EA 28 AHANE B35

16 MSO= 9154 2a AAAY WE&e 3 F AT
A EE A3E J5Et

D MSOE Mg drze] W Av|2§ AFA CertspE
Eis=ni=s

® MSO: $3d Ag dxo 234 Hu2g QAFA
Certsp® Y 2hzolAl A&t

Z Aze (2¥ 18)3 2ok

@ Mg ¥rAE nonce Ngpd ME @t o, Ag vhid
A nonceE AAsE JANdFHTE FE3 dHA
& 7= nonce® A @ 7HA

@ A% vz MSOdA 9F 83 & @t

(@ MSO% nonce Nysors Aelgtel, & MSOelA nonce
£ AAsE JaldsEre SR A4S #e
nonceE A gl 7HA gt

@ MSO%= NusollINsgioll A9 @ct.

® MSO% NusoillNspi, NusoilINspiell A8 & gk Signaiso
{NusorlNspi), 2H219] 15M (Certyso) & Al ¥zl
Al AFgh

® A% BraE SignusofNusollNspi )& A8k A5l
MSO SB
! I @ non:e Negy 4184 l

| @ U8 2N,

| @nonce Nusoy 48|
| @ SignusolNusouliNsm) At |
® NusonlINsaul1SignusolNusoal INssalCertuso

@ VeriusolSignmsolNmsorlINsar))
A

1
[ @ nonce Nw; 184 |

| -
| ® Signsa(Msazl|Nwsort A4 |

| ® Nsaal[Nuson [1Signsa{Nsezl|Nuscall|Certss

| @ Verigs(Signss(NsaalNwsorl) 1At |
| ® Verisa(SignalNaslNusrl) A4 |

| @MY~ 71 B R& B

@ M= 7t

I
i

| ¥ Aia 04 S8 9F gia |

(2 18) 21F ER

(# 3) 23 & 2I|d

MSO g Al

SB Mgk uh

Signusof | | MSO2| A4 g4

Veriysol | MSO9] #F $4

Certyiso 6 A CAelA 13 MSO2] 2134

Certsy SBe] WE Au A8 Q154

Signssl SBe] wh Mu| A8 QlFAE ol fate AW
Verispl } SBo| W Au| 28 AFAE o|Ete HF TF

Agdotd SdAzZ A Agstn, A3 A
thd A 2& nonce Nep'S A€dti MSO A A=

£ 0F 84 Fd

@ Mg #2AE nonce Ngpd Aot

® Mg "aE NepllNasorol 36 Aul2g AFM=2
A gt

© A% ¥2E NoplNasor, NegolNusoroll 88 2 Signss
{NsplNmsor}, ZH19] #hg Aul=8 AFA (Certsp) &
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vk AlgE wkaol MSO7F 242 A 2o] A EE U4

R SLHSAARXCASIU

Hest

PRIZIEIC] &X| CIZS7/¥0| tHS 5 357

E Noncez o| &322 FA AL} webd AYAE F
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Z2EZL Unknown key-shareol] thaid F4217F CA
o] MEe 9428 & gidke 7HA sldA tAEt. A
ohsle Alg WA AF AAE FUUFAM PKIE 3
st} A|gksta 917] wj&-ol, Root CAs} 64 CA°l df
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