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Vulnerabilities Analysis of the OTP Implemented on a PC

Woochan Hong' - Kwangwoo Lee™ - Seungjoo Kim™ - Dongho Won™"

ABSTRACT

OTP(One Time Password) is a user authentication using secure mechanism to authenticate each other in a wav to generate a
password, an attacker could intercept the password to masquerade as legitimate users is a way to prevent attacks. The OTP can be
implemented as /W or S/W. Token and card type OTP, implemented as H/W, is difficult to popularize because of having problem with
deployment and usability. As a way to replace it implemented as S'W on Mobile or PC is introduced. However, /W products can be
target of malicious attacks if S/W products have vulnerability of implementation. In fact, FSA said the OTP implemented on a mobile
have vulnerability of implementation. However, the OTP implemented on a PC have no case about analysis of vulnerabilitv. So, in this
paper derive security review and vulnerabilities analysis of implemented on a PC.

Keywords : OTP, S/W OTP, OTP Implemented on a PC, Authentication, Reverse Engineering
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#include {(stdio.h)

#include (string.h)

#include (stdlib.h)

#include "aes.h”

#pragma comment(lib, "libeay32.1ib")
#pragma comment(lib. “ssleay32.1ib")

?'oid main()

int i:
AES KEY dkey:
//AES £33} ?{
unsigned char key(40]=[0x9A,0xC2,0x09,0x22,0xB0,0x54,0x31,0x6B,0xE2,0x38,
0x42.0xA5.0xBC.0xAT,0xD6.0x9F .0x00.0xD1.0x12.0x00.
0x9A.0xC2.0x09.0x22.0xB0.0x54.0x31,0x6B,0xE2.0x38,
0x42,0xA5.0xBC.0xA7,0xD6.0x9F,0x29,0xF6.0x9D.0x77) :

//etEsls] vhaE]y] Ay

unsigned char c1phe|textl[16}—{0xF3 0x12, 0x47, 0x34. 0xD7, 0x0F. 0xA7. 0xB3.
0xF0, 0x23. 0x12. 0xDB, 0x64, 0x4D, 0x51, 0x3F}:

unsigned char c:pheltext2[16]—{0x90 0xEC, 0xD9, 0xB3, 0x0A. 0xA7, 0x04, 0x63,

D, 0xBS. 0xDE, 0x41, 0x04, 0x1A. 0xBO0. 0x28):

unsigned char crphentext3[16]—!0xB’? 0xC3, 0xF1, 0x83, OxEF, 0x55, 0x8B, 0x08,
0x04, 0xAD, 0x23. 0x4F. 0x82. 0xC0. 0xFE. 0x3E}:

PP =2 ol B B i B

unsigned char plaintext(16]:

/* AES %33} 2= 7] 440°/
AES_set_decrypt_key(key.128,&dkey):

/* AES ¥ 33} ciphertextl)®/
AES_decrypt(ciphertextl, plaintext.&dkey):
printf("\nplaintext: \n"):
for( i=0 : (16 : i++)
printf( %02x ".plaintext(i)):
printf("\n"):
/* AES ®3%s}(ciphertext2)®/
AES deczypt(mphelteth plaintext, &dkey):
for( i=0 : {16 : i++)
printf("%02x " plaintext(i)):
printf(™\n"):
/* AES ¥ 33l (ciphertext3)®/
AES decr}'pt(mphm text3. plaintext.&dkey):
for( i=0 : i(16 : j++)
; printf( %02x " plaintext(i)):
printf("\n"):
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+ 56 PUSH ESI

+ EB 4FD90888 CALL <JHP.BMSUCRT.sprintf>

+ BB4424 TR HOU EAKX,DVORD PTR S5:[ARG.381
x LEA EDI.[ARG.181

+ 83C% FF OR ECX.

- B3C4 18 ADD ESP.18

+  BD1438 LER EDK.[ESI+EAX]

- E8 GADYAER8 CALL <JHP. mlll:m :pri.nti} e YJW to mavcrt. wrintr_ =
!Jw to msvcrt.aprintf
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